
[image: MuleSoft from the Ground Up]



MuleSoft from the Ground Up

Simon Sarkar

Copyright © 2026 Simon Sarkar. All rights reserved.

Published by Simon Sarkar.

First edition, September 2026.


No part of this publication may be reproduced, distributed, or transmitted in
any form or by any means without the prior written permission of the author,
except for brief quotations embodied in reviews and certain other noncommercial
uses permitted by copyright law.

The information in this book is provided on an “as is” basis,
without warranty. Product names, versions, and behavior described here were
accurate at the time of verification and may change.

Product and company names mentioned herein may be the trademarks of their
respective owners. They are used only to identify the products discussed. This
book is an independent publication and is not affiliated with, authorized by,
sponsored by, or otherwise endorsed by any company named in it.

Code in this book

Code examples are provided under the MIT licence. You may use them in your own
projects, commercially or otherwise, without attribution. They are supplied
without warranty of any kind, and several are written to demonstrate a failure
mode rather than a pattern to adopt — read the surrounding text before
copying anything.

Edition and corrections

Build 2026.09.13. Technical claims were verified against
the package versions named in the opening chapter, on the dates recorded there.
A platform moves; a printed page does not. Where this book states a version, read
it as a record of what was tested rather than a claim about what is current.

Corrections for this edition are collected at the address on the book’s
listing page. When a claim here disagrees with the behavior of the software in
front of you, the software is right.




Contents


	Following One Order

	Learn through the ACB canvas

	What you need before starting

	The application grows in stages

	How to use the examples





	1. Hello Mule, One Request at a Time

	Set up the book’s ACB environment

	Receive a request and supply a value

	Run from ACB and send a request

	Make one change through the panel

	Locate a failure before changing the flow

	Try it





	2. What Is in This Request?

	Payload, attributes and variables

	Read one path parameter

	Watch a processor change the body

	The event moves forward

	Try it





	3. Build One Response

	Build a response from an order header

	Calculate one line

	Convert text deliberately

	Missing is a different question from zero

	Try it





	4. One Line, Then Every Line

	Open this checkpoint in ACB

	Read the collection before transforming it

	Apply one expression to every item

	Add the line amounts

	Decide what an empty collection means

	Try it





	5. Keep a Value, Name a Calculation

	Open this checkpoint in ACB

	Save the value before replacing its source

	Give a familiar calculation a reusable name

	Retain a called result without replacing the caller’s state

	Write a state trace

	Try it





	6. Make the Result a Test

	Open this checkpoint in ACB

	Start with the complete test project

	Read the greeting test first

	Arrange a real input for the total test

	Prove that a check can fail

	Test cases should answer different questions

	Try it





	7. Decide Which Requests Belong

	Open this checkpoint in ACB

	Make a Boolean decision

	Put the decision in a Choice

	Keep validation close to the boundary

	Try it





	8. Where a Failure Goes

	Open this checkpoint in ACB

	Raise a named application error

	Put the public error contract in one handler

	Continue completes the owner

	Choose recovery from the operation’s meaning

	Try it





	9. Call a Service You Can Control

	Open this checkpoint in ACB

	Start the dependency you can inspect

	Give configuration values a home

	Configure the outbound connection

	Observe the returned payload

	Change one failure at a time

	Try it





	10. Keep the Order While Looking Things Up

	Open this checkpoint in ACB

	Put the response beside the order

	Recover an optional shipping lookup

	Test the target contract

	Extract only what the application needs

	Try it





	11. Save It, Then Read It Back

	Open this checkpoint in ACB

	Supply both connector and driver

	Prepare a table you can reset

	Bind data as values

	Read the row independently

	Keep queries bounded

	Try it





	12. Find the Transaction Owner

	Open this checkpoint in ACB

	Begin a local transaction explicitly

	Move the handler to the owner

	One resource configuration defines this unit

	Keep external work outside the rollback claim

	Try it





	13. Give the Contract a Working Route

	Open this checkpoint in ACB

	Write the command shape

	Connect the specification to named flows

	Exercise the contract before saving anything

	Validation has a boundary

	Keep the contract useful to its consumers

	Try it





	14. One Request Becomes a Stored Order

	Open this checkpoint in ACB

	Use the command, not the calculation fixture

	Store the calculated representation

	Retrieve the order that was actually written

	Inspect the failure boundaries

	Try it





	15. Read and Write Order Files

	Open this checkpoint in ACB

	Give the file an owner and a format

	A deliberate overwrite

	Normalize a tabular input once

	Try it





	16. Process a Small Import

	Open this checkpoint in ACB

	Let time start the same work

	Size the loop to the request

	Try it





	17. Run Independent Work in Parallel

	Open this checkpoint in ACB

	Different routes, one input

	One operation over several elements

	A failed route still has an owner

	Time and capacity still matter

	Try it





	18. Repeat a Request Safely

	Open this checkpoint in ACB

	First, count attempts

	Name the command before storing it

	Observe the competing outcomes

	Retention is part of the promise

	Try it





	19. Publish What the Database Committed

	Open this checkpoint in ACB

	Commit the intent with the order

	Publish a bounded page

	Let the receiver show the ambiguity

	Recovery needs identities and ownership

	Try it





	20. Give Unfinished Work an Owner

	Open this checkpoint in ACB

	Start work without joining its result

	Put a message on a local queue

	Move publication across a broker boundary

	Poison messages and available capacity

	Try it





	21. Track Each Record in an Import

	Open this checkpoint in ACB

	Initialize the destination before launching

	Read business outcomes beside runtime counts

	Group delivery only when the destination supports it

	Failures and recovery at scale

	Try it





	22. Cache an Answer Without Mixing Callers

	Open this checkpoint in ACB

	Put every varying input in the identity

	Invalidate the value that changed

	Store a small value explicitly

	Keep recomputation separate from business acceptance

	Try it





	23. Know Who May Read the Order

	Open this checkpoint in ACB

	Make the application’s trusted input explicit

	Replace the local seam with verified claims

	Establish server trust with a small TLS application

	Keep secret delivery separate from source code

	Try it





	24. Govern the Entry to the Service

	Review the policy boundary from ACB

	Associate the managed API with the entry flow

	Distinguish admission from fulfillment

	Test resource selection and policy interaction

	Operate a policy as a release

	Try it





	25. Move the Service to CloudHub

	Prepare the cloud project in ACB

	Prepare the environment before deploying

	Review the full deployment inputs

	Promote a fixed application archive

	Check more than process health

	Diagnose the boundary that failed

	Replacement and scaling change state assumptions

	Try it





	26. Investigate an Unfinished Order

	Open this checkpoint in ACB

	Log after the decision becomes durable

	Follow one failed publication

	Measure work as well as requests

	Give an alert a next action

	Try it





	27. Release the Bytes You Tested

	Review a release from the editor

	Inspect the executable validation job

	Give the archive an identity

	Publication and promotion are different jobs

	Rehearse restoration before calling it rollback

	Try it





	28. Decide Where an API Boundary Belongs

	Trace a boundary in ACB

	The mess a boundary should remove

	Three layers, three jobs

	Keep status reading distinct from order acceptance

	A separate API requires a real call

	Time budgets cross layers

	Ownership is part of the interface

	Reuse can move the bottleneck

	Layering does not grant authorization

	Test the boundaries before multiplying them

	Try it





	29. Put a Gateway in the Request Path

	Keep the gateway configuration beside the application

	Choose who owns route configuration

	Register before starting the gateway

	Trace one request through the new hop

	Separate control-plane loss from request failure

	Try it





	30. Demonstrate Acceptance and Recovery

	Rehearse recovery from ACB

	Prepare one isolated run

	Read the acceptance matrix

	Read the publication matrix

	Restart without erasing the evidence

	Carry the tests to a different environment

	Try it





	Appendix A: Setup, Versions and Evidence

	Pin the editor and open the projects

	Make a canvas change deliberately

	Obtain the runtime through supported tooling

	Reproduction pins

	Follow the companion’s reading order

	Read the evidence at its proper boundary

	Diagnose setup without changing the business logic





	Appendix B: Representation and Contract Workshops

	Retain the whole response Message

	Normalize XML at the boundary

	Put a helper in a module

	Inspect a Java boundary without inventing a mapping table

	Follow deferred consumption to its consumer

	Preserve the optional format probes

	Express the same acceptance contract in OpenAPI

	Secure-property configuration worksheet

	Try it





	Appendix C: XA and Standalone Domains

	Use ACB to inspect the boundary, not to invent support

	XA coordinates participating resources, not arbitrary APIs

	Domains share resources across applications

	Define the acceptance environment before writing XA configuration

	Try it





	Appendix D: Synchronization and Platform Variants

	Prepare the workshops in ACB

	Remote file handoff: prerequisites and completion

	Polling requires an eligibility rule

	Watermarks do not identify business completion

	Success actions and failure actions

	The additional SFTP boundary

	A synchronization cursor needs a source contract

	Watermarking, or picking up where you left off

	Token refresh needs a validity and ownership rule

	Object Store backends are not interchangeable

	Connected Mode gateway workshop

	Try it





	Versions and Verification






Landmarks


	Cover

	Copyright

	Table of Contents

	Start of Content








Introduction

Following One Order


A customer places an order for pens, notepads and clips. The website knows what the customer selected. A catalogue knows the prices. A database must remember the accepted order. Fulfillment needs to learn that the order exists, even if the connection fails at an inconvenient moment.

Those are separate responsibilities. Mule gives us a way to connect them and to describe what should happen when one of them cannot finish. Suppose the warehouse receives the order and its reply never reaches us. Sending the request again might repeat work that already happened; reporting failure might tell the customer to abandon an order that is being fulfilled. Choosing between those two answers means knowing what each system has done and what we can still find out. That is the problem the book builds up to, and it starts from a much smaller one — receiving an HTTP request and returning a greeting.

Learn through the ACB canvas

The runnable chapters use Anypoint Code Builder’s flow canvas, component panels, DataWeave editor, debugger and Testing view. Mule still stores the application as XML, but the lessons describe the visual controls used to change it. SQL, RAML, YAML and DataWeave remain text where those languages express the contract or transformation. Logging and domain configuration are explicitly identified text-editor exceptions.

Download the complete ACB companion snapshot, then follow chapter 1’s pinned editor setup. The archive contains all local checkpoints and the separate platform/workshop artifacts. Each chapter names the folder to open and the result to check. Use the downloadable snapshot for these editor exercises; the per-example GitHub links identify the original companion source locations and may not yet include the ACB metadata adaptation. Cloud control-plane operations remain browser or release-terminal tasks; opening their files in ACB does not establish a deployment.

What you need before starting

You should be comfortable reading a small JSON document and using a terminal. Basic HTTP knowledge helps: a client sends a method, a path, headers and sometimes a body; a server returns a status and a response. You do not need prior Mule experience or functional programming. The first DataWeave lessons teach the expressions the application uses before asking you to combine them.

MuleSoft names the integration platform. Mule runtime is the software that executes our flows. Anypoint Platform supplies services for managing APIs, deployments and operations. Anypoint Code Builder is the editor used here. You can learn the local runtime without first learning every platform screen; the platform becomes useful once there is an application to manage.

The local exercises need Java 17, Maven and a licensed or valid evaluation installation of Mule 4.12.3. The companion repository contains the application source, fixtures, dependency services and checks. It does not redistribute Mule. Appendix A lists the exact versions and the setup details, including the packaging workaround used by this edition.

The application grows in stages

Chapters 1–6 stay inside a small flow. You receive a request, inspect its event, build a response, calculate an order total, retain a value and test the result. Each step gives the next example something familiar to build on.

Chapters 7–14 turn those skills into an order API. The API checks the command, calls a controlled catalogue, calculates from the catalogue’s prices, stores the order and reads it back. This first service is deliberately local. Its database is in memory, its caller context is synthetic and a repeated order is a conflict. You will know exactly what it does before adding a stronger recovery promise.

Chapters 15–22 introduce files, sequential processing, scheduling and parallel work. We then give repeated requests a stable meaning, put publication intent in a database transaction and inspect what happens when delivery repeats. Batch and caching follow the simpler mechanisms they build upon.

Chapters 23–27 address identity, TLS, secrets, policies, deployment, investigation and release automation. Some of those exercises need an Anypoint environment or an identity provider. Their setup and evidence are separate from the local runs. Reading a policy configuration is useful, but it is not an enforcement test.

The last three chapters use the completed application to discuss API boundaries, a separate gateway and acceptance under failure. The final recovery exercise introduces no hidden persistence or dispatcher implementation. You will already have seen those pieces work.

How to use the examples

Each worked example has a name and a number in reading order. Its source link identifies the matching companion checkpoint. A checkpoint is a complete Mule project; you can open it directly rather than reconstructing a project from fragments scattered through the book. Some chapters keep an earlier flow alongside the new one so you can compare them.

Run one checkpoint at a time. They share the same application name and local HTTP port. The provided dependency service uses a different port and serves only synthetic data. Setup and failure-injection endpoints are confined to the local teaching application; they are not public API operations to deploy unchanged.

The main order is A-1001: Dana’s four pens at 2.50, two notepads at 6.00 and ten clips at 1.00. The three line totals are 10, 12 and 10, for an order total of 32 USD. Early calculation exercises carry prices in the fixture so the arithmetic is visible. The later order command carries only product identifiers and quantities; its prices come from the catalogue. Those are two named representations of the same business order. The order is deliberately ordinary — you can follow the business without learning a new industry, which leaves room to concentrate on the integration.

Read each result beside the example that produced it, then make a small change before moving on. The examples become easier to follow when you stop at a processor and work out what its input means: after a customer lookup, is the payload still the order, and where did the lookup result go? A correct response is useful evidence, but understanding how that response was assembled is what makes the next change less mysterious. Exercises put their questions before the answers. When a later chapter returns to an example, it names that example and explains the new behavior being added.

Appendix A records which examples were run and on which stack. Specialist format, XA/domain and synchronization workshops follow the main chapters. DataWeave in Depth continues the language teaching; you do not need to finish that second book to understand this one.







Chapter

1

Hello Mule, One Request at a Time


An HTTP Listener accepts a request, starts a Mule flow and returns the payload left when the flow finishes. We will make that exchange visible in Anypoint Code Builder (ACB): open a flow, inspect its two components, run it locally and change the greeting through a configuration panel.

[image: Client sends GET /hello; HTTP Listener and Set Payload return Hello, Mule!.]

Set up the book’s ACB environment

The book uses the desktop edition of ACB inside Visual Studio Code on macOS. Use a separate MuleSoft Book VS Code profile so the book’s extensions and settings stay together. On Windows and Linux, use Ctrl in place of Cmd for the editor shortcuts below.

The book was written against one fixed set of versions:






























	Tool	Version used
	Visual Studio Code	1.110.1, Apple silicon
	Anypoint Code Builder extension pack	1.22.1
	Mule runtime	4.12.3
	Java	17.0.13+11
	HTTP connector	1.11.3


Install the official Salesforce Anypoint Code Builder extension pack from VS Code’s Extensions view. Its gear menu offers Install Another Version. Select the book’s version and disable automatic extension updates in the book profile. The pack’s version alone does not lock its component extensions; the downloadable examples include environment.json with every installed component version and a setup note explaining the pin. Compare those versions before expecting identical screens. VS Code itself has a separate update mechanism; recheck Help → About after any restart. The screenshots use ACB’s Descriptive canvas layout; the command MuleSoft: Toggle Canvas Layout (Classic/Descriptive) switches layouts.

Download the ACB examples and extract them. They include the project metadata needed by this editor baseline. Open File → Open Folder and select book/checkpoints/01-hello, the folder containing pom.xml. Open only one checkpoint at a time: the local checkpoints use port 18881 and the same application artifact name.

ACB needs a Java 17 JDK, Maven and its local Mule runtime. Let its dependency setup complete before running. The first build downloads dependencies, so it needs network access. The local exercises here were run without signing into Anypoint Platform; publishing or deploying to the platform is outside this chapter.

In Explorer, expand src → main → mule, then open app.xml. This filename is Mule’s stored configuration. ACB presents it as a flow canvas; you will edit the canvas and its component panels rather than type XML. Maven still records connector dependencies in pom.xml, and the application descriptor records the runtime requirement. Visual editing does not remove those project files.

Receive a request and supply a value

Example 001 — Hello Mule

The hello-mule flow contains an HTTP Listener followed by Set Payload. If another flow is selected, use the Flow List icon in the canvas toolbar and choose hello-mule.


	Click Listener on the canvas. In General, inspect Path: /hello.

	Inspect its selected connection, HTTP_Listener. Open Edit Connection to see Host 127.0.0.1 and Port 18881. Keep those values. Close the connection editor to return to the flow.

	Click Set Payload. Its Value is the literal text Hello, Mule!. Keep the field in text mode for this example.



[image: ACB Listener configuration with the /hello path.]

The Listener’s path identifies this endpoint. Its connection supplies the address and port.

[image: ACB HTTP connection showing host 127.0.0.1 and port 18881.]

Loopback keeps the teaching listener on this computer. A different service using port 18881 must be stopped or moved before this one can bind it.

[image: Set Payload configuration with the literal value Hello, Mule!.]

Set Payload supplies the response body. Enter plain text without quotes in text mode.

The Listener is a source: a matching GET request creates the event that starts this flow. Set Payload is a processor: it replaces the event’s message body. When the flow finishes, the Listener returns that body to the client. There is no separate return component in this example.

Run from ACB and send a request

Open Run and Debug (Cmd+Shift+D). Select Run Mule Application in the launch dropdown and press the green start button. If ACB has not created launch configurations yet, open the Command Palette (Cmd+Shift+P) and run MuleSoft: Run Mule Application. In a workspace containing several projects, check the project name in the launch dropdown before starting.

Watch the Terminal panel for the application’s successful deployment. A running Java process is not enough: Mule starts before the application finishes deploying. Keep the runtime terminal open. Use Terminal → New Terminal for an independent HTTP client:

curl --include http://127.0.0.1:18881/hello

Expect status 200 and this body:

Hello, Mule!

The request has now crossed the whole path: client, Listener, Set Payload and response. You can repeat the check from the extracted examples’ root with python3 book/run.py verify 01. That checks the running HTTP endpoint; it does not start the application.

Make one change through the panel

Example 002 — Change the greeting


	Select Set Payload and replace Value with Hello, Dana!.

	Leave the field, then click Save and Hot-deploy to Local Runtime in the editor toolbar.

	Wait for redeployment to finish in the runtime terminal. Send the same curl request again.



The response should now be Hello, Dana!. The URL stays the same because you changed the processor’s value, not the Listener’s connection or path. Editing a field alone does not prove that the running application has received your change.

Restore Hello, Mule!, hot-deploy again and repeat the request. The checkpoint verifier deliberately expects this original greeting. Finally, use Stop in the debug toolbar before opening chapter 2’s project.

Locate a failure before changing the flow


































	Observation	First place to look
	Connection refused	Check that the application deployed and is listening on port 18881.
	Address already in use	Stop the previous checkpoint’s runtime before starting this one.
	Deployment fails	Read the first deployment error in ACB’s Terminal.
	HTTP 404	Compare the requested path with the Listener’s /hello.
	Old greeting after an edit	Save and hot-deploy; wait for successful redeployment.
	No canvas or component configuration	Confirm you opened the checkpoint folder containing the POM and let ACB finish loading dependencies.


Changing a payload cannot repair a refused connection: no flow received that request. Maven resolves and packages dependencies, Java runs the tools, and Mule executes the application. Use the failing stage to decide where to investigate.

Try it

1. Change the body again. Make the response name your teaching application. Which control changes?

Show answer

Change Set Payload → Value in text mode, then save and hot-deploy. Leave the Listener alone.


2. Change the path. In the Listener panel, replace /hello with /greeting. Predict the old and new URL results before hot-deploying and calling them.

Show answer

The new path returns the greeting. The old path no longer matches this Listener. Restore /hello and the original greeting before running the verifier.


3. Explain the two terminals. Why keep the runtime terminal separate from the curl terminal?

Show answer

The runtime terminal hosts the server and its logs. The other terminal acts as a client. Stopping the runtime removes the server curl is calling.


You now have a request that enters a flow and a value that leaves it. Next we will inspect the event between those points.







Chapter

2

What Is in This Request?


A processor part-way down a flow asks for payload.orderId and gets nothing useful. The order did not vanish from the request; the current payload is simply no longer the order. That is the confusion this chapter removes, and it starts from a plainer observation: an HTTP request contains more than its body. A POST can carry an order document while its URL identifies a particular order and its headers describe the document’s format. Mule makes those pieces available separately, and knowing which piece a processor is reading is what tells you whether a selector can still work.

Stop chapter 1’s runtime with ACB’s Stop button. From the ACB examples, open book/checkpoints/02-event as the project folder, then open src/main/mule/app.xml. This checkpoint keeps the greeting and adds two flows. Use the canvas toolbar’s Flow List to choose the flow named in each example. All requests still go to 127.0.0.1:18881.

[image: Payload: Order JSON: Business values. Attributes: HTTP path + method: Source metadata. Next processor: Reads the event: May replace message. Payload, attributes and variables have distinct jobs.]

Payload, attributes and variables

The event contains a message and variables. The message has a payload and attributes. For an HTTP Listener, the payload represents the request body; the attributes include information such as the request method, path parameters and headers.






















	Part	A useful first example
	payload	The JSON order sent in the request body
	attributes	The method and the order identifier captured from the URL
	vars	Values the flow explicitly retains during this event’s processing


This table is a conceptual description, not a JSON object that Mule creates with those three keys. The expression names are how a processor reads the relevant parts of the event.

Read one path parameter

Example 003 — Inspect an incoming request


	In Flow List, choose inspect-request.

	Select Listener. Its path is /inspect/{orderId}; this endpoint accepts POST requests and uses the same HTTP_Listener connection as chapter 1.

	Select Set Payload. In General → Value, use the fx control to select expression mode if it is not already active. Enter the expression below inside the editor’s displayed brackets:



attributes.uriParams.orderId

[image: ACB Set Payload expression field selecting attributes.uriParams.orderId.]

The editor supplies the expression brackets. The text inside them selects a value from the current event.

The braces in /inspect/{orderId} name a path parameter. In a request to /inspect/A-1001, the listener records A-1001 under that name. attributes.uriParams.orderId follows three steps: take the event’s attributes, select their URI parameters, then select orderId.

ACB stores an expression with a #[...] wrapper, but its expression field already displays those brackets: do not paste a second wrapper. In text mode the same characters would be a literal response rather than a selector. DataWeave is the language inside this field. Here we select one existing value; chapter 3 constructs complete objects.

Save the project and start Run Mule Application from Run and Debug, as in chapter 1. Wait for successful deployment.

Send an order body while requesting that path:

curl --include -H 'Content-Type: application/json' \
  --data '{"orderId":"BODY-2"}' \
  http://127.0.0.1:18881/inspect/A-1001

The response body is A-1001. Set Payload selected the path parameter, so the body field BODY-2 did not determine the response. This deliberately different input makes the source of the value visible.

An actual update operation should define what happens when a path identifier and body identifier disagree; it might reject the disagreement or use one location exclusively. Leave the question open and a log line can identify one order while the request that follows submits another — a defect that is easy to miss in a sample where every identifier matches. We are only inspecting the two locations here, so the example makes no order-update promise.

Watch a processor change the body

Example 004 — Replace the response body

In Flow List, choose replace-response-body. The canvas reads Listener → Logger → Set Payload. Select the Listener to see /replace, then select Set Payload to see the text-mode value Request received.

To see the body before replacement:


	Stop the current run. Open Run and Debug (Cmd+Shift+D), select Debug Mule Application, and start it. Run Mule Application does not stop at breakpoints.

	Open the … menu on the Set Payload card and choose Add Breakpoint. A breakpoint marker appears on the card and in the Breakpoints section of Run and Debug.

	After deployment, send this request from a separate terminal:



curl --include -H 'Content-Type: application/json' \
  --data '{"orderId":"BODY-2"}' \
  http://127.0.0.1:18881/replace


	The canvas highlights Set Payload when execution pauses before it runs. In Variables, expand Mule Event → Mule Message. Inspect Payload, which contains {"orderId":"BODY-2"}, and Attributes, which describe the POST to /replace.

	Press Step Over (F10) to execute Set Payload. It is the last processor in this flow, so the request completes. Check the client’s response: status 200, body Request received.



[image: ACB paused before Set Payload, with the request JSON visible under Mule Message in Variables.]

The breakpoint pauses before replacement. The client waits until execution resumes; a pending curl request is expected here.

Remove or disable the breakpoint in Breakpoints before sending unattended checks. From the extracted examples’ root, python3 book/run.py verify 02 checks the greeting, path selector and replacement response. A breakpoint left enabled can make that HTTP check time out.

A Logger is useful for identifying where the current value changed, but logging the entire payload is rarely the best long-term diagnostic: in a real application, logging arbitrary bodies can expose customer data. Here the Logger writes a fixed message. The debugger shows the controlled fixture at Set Payload without requiring a production logging format.

A trace on paper should look like this:


























	Position	Payload	HTTP path context
	After the Listener	The input JSON document	/replace
	After Set Payload	Request received	Still the incoming request
	At the client	The returned text body	The client receives an HTTP response


Processors differ in what they replace. Set Payload changes the body; a later connector can return both a new payload and new attributes. The key is context — the same expression can produce different results before and after a processor, because it is evaluating a different message. The first outbound HTTP request gets its own example of that, so there is no need to predict every connector’s behavior from this one processor.

The event moves forward

Mule messages are immutable — changing message content produces another message instance rather than mutating that message in place. A processor therefore produces the event state the next processor uses instead of editing a shared object, and you still experience a changing current value as processors pass their results along. From the flow’s point of view, the important observation stays concrete: downstream processors see the new payload.

Immutability is a rule about message values, not a promise that everything reachable through a payload is cheap to duplicate or safe to use concurrently. A payload can represent streamed content or Java objects, and the formats and execution scopes that raise those resource questions take them up where they arise. For now, write down the value a processor receives and the value it supplies to the next one.

Try it

1. Follow the name. Rename {orderId} in the listener path to {reference}. What else must change?

Show answer

Change the selector to attributes.uriParams.reference. The selector must use the parameter name declared by the listener. The value in the URL can stay A-1001.


2. Select the method. In the Set Payload expression field, replace the selector with attributes.method, then save and hot-deploy. Send the POST again.

Show answer

The body should identify POST, because this time the expression selects the request method. The order document can stay unchanged.


3. Draw the replacement. Why can a processor after Set Payload no longer read the original order using payload.orderId?

Show answer

The current payload is now the replacement text. That selector reads the current message, not a history of earlier messages. Chapter 5 retains a required value in a variable before changing the payload.


Restore the original expression after the exercises and stop the runtime before opening chapter 3.

The event gives each value a location. The next chapter uses those values to build a response with a shape of our own.







Chapter

3

Build One Response


The order API receives Dana’s request as JSON. The systems downstream want different field names and values in a shape they understand. A connector can send the request, but it cannot decide that the website’s sku means the warehouse’s productCode — that translation is application logic. Returning a single identifier showed us where one value came from; an API usually returns an object with several fields, and DataWeave is where we construct that object and say where each field’s value comes from.

Stop chapter 2’s runtime. Open book/checkpoints/03-one-response from the ACB examples, then open src/main/mule/app.xml in the canvas. This checkpoint adds three POST endpoints that each work on one object. Start with /header; the calculations come afterward.

[image: Input line: price: 2.5: qty: 4. Expression: price * qty: One calculation. Output object: lineTotal: 10: Numeric JSON field. A selector reads a value; the output field names its destination.]

Build a response from an order header

The input for this example contains only the information we need:

{
  "orderId": "A-1001",
  "customer": {"id": "C-42", "name": "Dana"}
}

Example 005 — Read an order header


	Open Flow List in the canvas toolbar and select read-order-header.

	Select Listener and inspect its path, /header.

	Select Transform Message. In General, the target is Payload and the source is Inline Script.

	Replace the inline script with the following DataWeave. Start at %dw; do not include Markdown backticks or add another #[...] wrapper.



%dw 2.0
  output application/json
  ---
  {reference: payload.orderId, buyer: payload.customer.name}

The first two lines are the script header. %dw 2.0 declares the language version. output application/json selects JSON for the result. The line --- separates the header from the body expression.

The body is an object expression. reference is the name we choose for an output field; payload.orderId supplies its value. The next field, buyer, reads name inside the input’s customer object. A colon separates each output key from its value, and a comma separates the two pairs.

The result is:

{"reference":"A-1001","buyer":"Dana"}

The output keys do not have to match the input keys. We have deliberately renamed orderId to reference for this response. That is a transformation of the representation, not a change to the business order’s identity. Every value in an object like this should have a clear source — here the inbound request, later a verified lookup result or an explicit application policy — and the object expression is where that choice becomes visible to a reviewer.

[image: ACB Transform Message panel with Payload as the target and a DataWeave inline script.]

Write the transformation in the component’s script editor. The surrounding Mule configuration is maintained by ACB.

Start Run Mule Application from Run and Debug and wait for deployment. For subsequent edits, click Save and Hot-deploy to Local Runtime and wait for redeployment. Send the input:

curl --include -H 'Content-Type: application/json' \
  --data '{
    "orderId":"A-1001",
    "customer":{"id":"C-42","name":"Dana"}
  }' \
  http://127.0.0.1:18881/header

Expect status 200 and the two-field JSON response above. JSON whitespace and field display order are not the point of this check; the names and values are.

The request sets Content-Type: application/json. The content type matters more than it looks: the text {"orderId":"A-1001"} can be JSON content, or simply a string containing characters that resemble JSON, and the reader needs a media type to tell those apart — a JSON-looking sequence of bytes sent as another media type is not a useful way to test this selector lesson.

Calculate one line

An order line contains a price and a quantity. Before calculating a whole order, use just one line:

{
  "sku": "PEN-01",
  "price": 2.5,
  "qty": 4
}

Example 006 — Calculate one line

Use Flow List → calculate-line, then select Transform Message. Its Payload → Inline Script field contains this calculation:

%dw 2.0
  output application/json
  ---
  {lineTotal: payload.price * payload.qty}

payload.price selects the number 2.5 and payload.qty selects 4. Multiplication produces 10, which becomes the value of lineTotal:

{"lineTotal":10}

There is one expression supplying the result object. DataWeave does not need a statement that creates an empty object followed by assignments to fill its fields. The object expression already states the value to produce.

The input includes a SKU, but this script does not select it. Unselected input fields are not automatically copied into a constructed output object. Add sku: payload.sku if the response contract needs the SKU as well.

Save and hot-deploy if you changed the script, then send:

curl --include -H 'Content-Type: application/json' \
  --data '{"sku":"PEN-01","price":2.5,"qty":4}' \
  http://127.0.0.1:18881/line

Expect status 200 and {"lineTotal":10}. The endpoint for this example is /line. Its arithmetic is a calculation exercise with a supplied price. Later, the intake API will look up prices itself rather than allow a caller to choose the amount to charge.

Convert text deliberately

{
  "sku": "PEN-01",
  "price": "2.5",
  "qty": 4
}

Example 007 — Convert a supplier price

Use Flow List → convert-line-price and open Transform Message. Compare its inline script with the previous flow:

%dw 2.0
  output application/json
  ---
  {lineTotal: (payload.price as Number) * payload.qty}

The only input change is the quoted price. JSON represents "2.5" as a string and 2.5 as a number. as Number asks DataWeave to convert the selected string to a numeric value before multiplication. The parentheses show which part is converted.

Call this flow with a string price:

curl --include -H 'Content-Type: application/json' \
  --data '{"sku":"PEN-01","price":"2.5","qty":4}' \
  http://127.0.0.1:18881/line/text

For this input, /line/text returns the same numeric line total, 10. That result does not make all strings numeric. Replace the price with "unknown" and the conversion cannot produce the number the multiplication needs — which is the behavior you want, because a loud failure is better than a quietly zero-priced line. Error handling, a few chapters on, gives such failures a deliberate public response.

DataWeave also attempts some implicit conversions when an operation requires another type. Writing the conversion here makes the source contract visible: this supplier sends a textual price, and the calculation needs a number. The companion DataWeave book investigates implicit coercion in more depth. You can understand this flow from its explicit conversion alone.

Missing is a different question from zero

If the input lacks customer.name, a simple selector does not invent a customer name. A missing object key selects null rather than failing, which is helpful for a genuinely optional field and dangerous for a misspelled required one: payload.cutsomer.name does not prove the customer omitted a name, it may prove the script misspelled the path. A missing price is likewise not automatically a valid zero-price item. Choosing a default is a business decision. Later validation will decide which missing fields should reject a command; for now, compare the actual input with the fields each script reads.

Keep the input, script and result open together. When a result is wrong, first check the selector and source type, then the calculation. Changing the JSON output writer will not repair selecting the wrong field.

If the editor reports missing input fields

On the pinned build, these schema-free HTTP examples can show design-time messages such as PropertyNotDefined or Expecting Type: Number, but got: Null. ACB has not been given an input shape that establishes those fields. The runtime receives the JSON you send, so compare the actual request, selectors and response together. Do not assume every diagnostic is harmless: a misspelled selector or a missing price also needs fixing. Input metadata and runtime validation answer different questions; these examples establish behavior with the explicit requests above.

From the extracted examples’ root, run python3 book/run.py verify 03 while the app is running. Its four HTTP checks cover the retained greeting and these three endpoints.

Try it

1. Keep the identity. In read-order-header, edit Transform Message’s inline script to add the input customer ID as customerId. Save and hot-deploy, then repeat the header request.

Show answer

Add customerId: payload.customer.id as another field in the output object. For the shown fixture its value is C-42. Keep the comma separating neighboring fields.


2. Change one operand. Use quantity 5 with price 2.5. Predict the response before sending it.

Show answer

The product is 12.5, so the response is {"lineTotal":12.5}. No other field is copied because the body constructs only lineTotal.


3. Inspect a bad supplier value. Change the textual price to unknown. What failed: JSON parsing or numeric conversion?

Show answer

The JSON document is valid. The failure occurs when as Number tries to convert the string. A valid representation can still contain a value that does not satisfy the calculation contract.


Restore the two-field header script after the exercise, hot-deploy, and repeat the checkpoint check. Stop the runtime when finished.

You can now explain a calculation for one item. The next chapter repeats that understood calculation for a list of items.
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4

One Line, Then Every Line


Dana’s order has three lines. We already know how to calculate one of them: multiply price by quantity. The next step is to apply that calculation to each item and inspect the resulting list before adding its numbers.

[image: Three lines: 2.5 × 4; 6 × 2: 1 × 10. map: 10, 12, 10: One result per line. sum: 32: One order total. The callback calculates a line; sum combines the numeric results.]

Open this checkpoint in ACB

Stop the previous application. Open book/checkpoints/04-order-lines from the companion as the project folder, then open src/main/mule/app.xml. Use Flow List to select the named example. Run Run Mule Application from Run and Debug; wait for deployment before sending requests. After a canvas edit, use Save and Hot-deploy to Local Runtime.

The HTTP verification command, run from the companion root while this checkpoint is running, is python3 book/run.py verify 04. It checks the supplied baseline; restore exercise changes before using it.

Read the collection before transforming it

Use the named calculation fixture order-calculation.json:

{
  "orderId": "A-1001",
  "customer": {
    "id": "C-42",
    "name": "Dana"
  },
  "items": [
    {
      "sku": "PEN-01",
      "price": 2.5,
      "qty": 4
    },
    {
      "sku": "PAD-22",
      "price": 6,
      "qty": 2
    },
    {
      "sku": "CLP-08",
      "price": 1,
      "qty": 10
    }
  ]
}

items holds an array, written with square brackets. Each array element is an object. The elements retain their positions: the pen line is first, the notepad line is second and the clips are third. DataWeave indexes arrays from zero, so payload.items[0] selects the first item and payload.items[0].qty selects its quantity, 4.

Do not add all quantities to get the price — four pens and ten clips do not share a unit price, so the order total is not a function of the quantities alone. Calculate each line from its own price first, then combine the line amounts.

[image: ACB inline script mapping the order items to line results.]

The mapping stays in Transform Message’s Payload script. The canvas still has one transform, even though its expression visits several items. The red marker beside the script is a design-time metadata diagnostic, not a runtime error; Appendix A explains why these schema-free projects show them.

Apply one expression to every item

Example 008 — Calculate every line

In Flow List, select calculate-lines, then open Transform Message → Payload → Inline Script. The complete source is in checkpoints/04-order-lines/src/main/mule/app.xml.

%dw 2.0
  output application/json
  ---
  payload.items map (item) -> {sku: item.sku, lineTotal: item.price * item.qty}

map reads an array and constructs another array. (item) -> introduces the expression used for each element. The name item is a parameter: during one evaluation it means the pen object, during the next it means the notepad object, and during the last it means the clip object.

To the right of the arrow is the result for that one item. It uses the same multiplication as Calculate one line. The object also keeps the SKU so we can see which amount belongs to which product.

From the companion root, send the calculation fixture to the running application:

curl --include -H 'Content-Type: application/json' \
  --data @book/fixtures/order-calculation.json \
  http://127.0.0.1:18881/lines

The response body is:

[
  {"sku":"PEN-01","lineTotal":10},
  {"sku":"PAD-22","lineTotal":12},
  {"sku":"CLP-08","lineTotal":10}
]

There are three input items and three output objects in the same order. map did not total the order or remove an item; it applied the expression once per item and collected the results. Nor did it call anything: one result per input item is a transformation, and sending a request per line is a connector’s job inside a routing scope. Keeping those two responsibilities apart is what leaves the mapping testable on its own.

A useful way to read the callback is to cover the rest of the array with your hand and calculate one result. Once that result is clear, uncover the next item. This works for later callbacks too; the parameter gives the current input a name.

Add the line amounts

Example 009 — Calculate the order total

Select order-total in Flow List and open its Transform Message inline script. The complete source is in checkpoints/04-order-lines/src/main/mule/app.xml.

%dw 2.0
  output application/json
  ---
  {orderId: payload.orderId, total: sum(payload.items map (item) -> item.price * item.qty)}

This version maps each item directly to a number. Before sum consumes the mapped result, those numbers are [10, 12, 10]. sum combines them into 32. The surrounding object keeps the order identity beside the total.

Posting the fixture to /summary returns:

{"orderId":"A-1001","total":32}

Read the nested expression from the inside outward: select the items, calculate one number per item, add those numbers, then place the result in the output object. There is no hidden running total to trace. Each expression produces the value its enclosing expression needs.

Both examples belong together because the first exposes the intermediate shape the second consumes. If the total is unexpected, inspect the mapped numbers before changing sum. A correct addition of incorrect line amounts still produces an incorrect order total.

Decide what an empty collection means

For {"orderId":"EMPTY","items":[]}, the mapped array is empty and this summary returns a total of 0. That is a useful arithmetic result. It does not decide whether an empty order should be accepted by a shop.

Chapter 7 will reject empty order commands. Keep those two responsibilities separate in your reasoning: the transformation explains the calculation, and the intake rule decides which commands may reach the service. An empty array can be perfectly well represented and still violate the order contract — can this be represented? and is this an allowed request? are different questions. A missing items field is also different from an explicitly empty array — do not let a malformed document quietly become an empty order.

The compact callback spelling $ refers to the current item in common array callbacks. You may see payload.items map ($.price * $.qty) in other Mule examples. It expresses the same calculation here. The book’s main examples keep the named parameter, because a name stays readable when there is more than one collection in view.

Try it

1. Change the pen quantity. Increase it from 4 to 6. Write the three line totals before calculating the order total.

Show answer

The line totals become 15, 12 and 10; the order total is 37. The number of array elements stays three.


2. Keep quantity in the mapped result. Add it beside the SKU and line total.

Show answer

Add qty: item.qty to the object returned by the callback. This preserves an input value in each corresponding output element; it does not change the multiplication.


3. Explain the two results. Why does /lines return an array while /summary returns an object?

Show answer

The body of the first script is a map expression whose result is an array. The second script constructs an object; one field uses a mapped array as the input to sum. The outermost expression determines the overall result shape.


The order calculation is now small enough to test and reuse. Before extracting it, the next chapter retains a value that another processor would otherwise replace.
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5

Keep a Value, Name a Calculation


By the time a flow has a calculated total on its payload, the order identifier that arrived with the request is no longer there to read. Ask for payload.orderId at that point and you get nothing useful — the order did not vanish, the current payload simply is not the order any more. Keeping the identifier has to be deliberate, and a variable is where it goes: a name for the value that remains available as the event moves through the flow.

Checkpoint 05 keeps the summary endpoint and adds three ways to examine local context. None calls an external service.

[image: Caller: payload: before: stage: caller. Referenced work: payload: after: stage: child. Caller resumes: payload: before: result: after. A target restores caller state; it does not undo external effects.]

Open this checkpoint in ACB

Stop the previous application. Open book/checkpoints/05-context-and-subflows from the companion as the project folder, then open src/main/mule/app.xml. Use Flow List to select the named example. Run Run Mule Application from Run and Debug; wait for deployment before sending requests. After a canvas edit, use Save and Hot-deploy to Local Runtime.

The HTTP verification command, run from the companion root while this checkpoint is running, is python3 book/run.py verify 05. It checks the supplied baseline; restore exercise changes before using it.

Save the value before replacing its source

Example 010 — Keep the order identifier

The complete source is in checkpoints/05-context-and-subflows/src/main/mule/app.xml.

Choose Flow List → keep-order-context. Read the canvas from Listener to Set Variable, Set Payload and Transform Message.


	Select Set Variable. Set Name to orderId and enter payload.orderId in the Value expression field.

	Select Set Payload. Its text-mode Value is lookup complete.

	Select Transform Message → Payload → Inline Script and use the script below. The first output value reads the variable; the second reads the replaced payload.



%dw 2.0
output application/json
---
{orderId: vars.orderId, lookup: payload}

Set Variable evaluates payload.orderId while the original order is still the payload. The variable’s name is orderId; later expressions read it as vars.orderId. Set Payload then replaces the body with text.

Posting the calculation fixture to /context returns:

{"orderId":"A-1001","lookup":"lookup complete"}

The two fields come from different locations. orderId comes from the retained variable. lookup comes from the current payload. Move Set Variable after Set Payload and its source is no longer the original order object. The processor order is part of this flow’s meaning.

A variable belongs to this event’s processing. It is not a database row and does not automatically become shared state for another HTTP request — saving an order in a variable cannot make it survive a runtime restart, and it cannot make one request’s value visible to the next.

Give a familiar calculation a reusable name

Example 011 — Extract the total calculation

The complete source is in checkpoints/05-context-and-subflows/src/main/mule/app.xml.

Choose calculate-total in Flow List. It is a Sub Flow, so its canvas starts with Transform Message rather than a Listener. Open that component’s inline script and keep the calculation below.

To practice extraction, open the flow containing the calculation, use the Transform Message card’s … → Extract To… → Sub Flow action, and give the extracted work a distinct name. Compare the generated Flow Reference and subflow with the supplied call-total and calculate-total pair. Do this in a copy of the checkpoint so you do not create two definitions with the same name.

%dw 2.0
output application/json
---
{orderId: payload.orderId, total: sum(payload.items map (item) -> item.price * item.qty)}

The script is the order-total calculation from the previous chapter. The canvas names the extracted Sub Flow calculate-total. A subflow has no source of its own and no error handler of its own; another flow invokes it. A flow without a source can also be called internally and does keep a flow-level handler, so the two names are not interchangeable — decide whether the extracted work needs its own error policy, because that choice picks between them.

Example 012 — Call the calculation

The complete source is in checkpoints/05-context-and-subflows/src/main/mule/app.xml.

Choose Flow List → call-total. Select Listener and check Path /total. Select Flow Reference, then set General → Name to calculate-total. Leave Advanced → Target Variable empty for this ordinary call.

[image: ACB Flow Reference General panel selecting calculate-total.]

The Name field chooses work in this application. A Flow Reference does not make an HTTP request.

The listener receives the order, and Flow Reference invokes the named subflow in the same application. The subflow’s result becomes the current payload. Sending the fixture to /total returns the same order identity and total, 32, as /summary.

Extraction is useful when it gives an already understood operation a name and one place to maintain it. It does not make a network API. A flow-ref names a flow or subflow in this application; calling a separately deployed service requires a connector and a service contract.

The input contract of calculate-total is still important. It expects the calculation fixture’s orderId and items containing numeric price and quantity. Calling it by name does not validate that contract or make a different payload fit it. The obligation runs the other way too: a subflow’s variable names are an internal interface, so one that quietly changes vars.order from an order object to a string breaks its callers even when its own processors work.

Retain a called result without replacing the caller’s state

Sometimes the called flow is a calculation whose result you need alongside the current message. A Flow Reference target expresses that choice. First inspect the child:

Example 013 — Change the child event

The complete source is in checkpoints/05-context-and-subflows/src/main/mule/app.xml.

Choose Flow List → change-child-event. Select Set Payload and inspect the literal after. Then select Set Variable: Name is stage, and its Value expression is 'child'. Those quotes create a DataWeave string; they do not belong in a text-mode greeting field.

The child produces payload after and variable stage equal to child. Now call it with a target:

Example 014 — Retain a subflow result

The complete source is in checkpoints/05-context-and-subflows/src/main/mule/app.xml.

Choose Flow List → targeted-subflow. The Listener uses /target. Inspect the components in order:




































	Component	Field to inspect	Value
	Set Payload	Value, text mode	before
	Set Variable	Name; Value, expression mode	stage; 'caller'
	Flow Reference	General → Name	change-child-event
	Flow Reference	Advanced → Target Variable	childResult
	Flow Reference	Advanced → Target Value	payload


Open the final Transform Message and use this inline script. Keep Target Value as an expression and Target Variable as a plain variable name.

%dw 2.0
output application/json
---
{payload: payload, stage: vars.stage, result: vars.childResult}

Requesting /target returns:

{"payload":"before","stage":"caller","result":"after"}

The target holds the child’s returned payload under vars.childResult. The caller continues with its earlier payload and variable state, which is why stage is still caller. Without the target, an ordinary call exposes the child’s changed event state to everything after it. That may be exactly what an orchestration wants; it is a surprising side effect for a caller that only wanted a calculation.

This example changes only local event state. If the child had written a file or called an external system, restoring the caller’s message would not undo that work. Database rollback needs a transaction; it is not a consequence of using target. A target is not a fallback either: if the called work fails there is no fresh target holding a successful result, and an error handler has to decide whether to propagate or produce an alternative. Reuse one target name across several calls and an earlier value can survive into that failure path — give distinct results distinct names.

An HTTP Request target later lets us retain a dependency result too, but the operation and its returned attributes deserve their own example. The local subflow comparison gives us a clear starting point without requiring a second server.

Write a state trace






























	Point in Retain a subflow result	Payload	vars.stage	vars.childResult
	Before Flow Reference	before	caller	Not set
	Inside child after its two processors	after	child	Not the returned target yet
	After targeted Flow Reference	before	caller	after


This is more useful than a vague statement that a flow “keeps context.” It names the values and the boundary at which they change. When a result is wrong, write the same table for the failing flow: record where each processor’s inputs came from and where its results went, then compare the failing expression with the last point at which the value it wants still existed.

Try it

1. Move the variable. In Keep the order identifier, place Set Variable after Set Payload. Explain why its original selector can no longer supply the original order ID.

Show answer

The selector now starts from the replacement text. Retaining a value requires reading it before its source is replaced, or reading it from another explicitly retained structure.


2. Remove the Flow Reference target. Predict the payload and stage after calling change-child-event with Advanced → Target Variable cleared.

Show answer

The ordinary call returns the changed event: payload after and stage child. There is no newly assigned vars.childResult. Update the response expression as part of the experiment rather than interpreting a missing target as a child result.


3. Choose an extraction boundary. Should selecting payload.orderId by itself become a reusable subflow?

Show answer

Usually the selector is clearer where it is used. A reusable unit earns its name by representing a coherent operation, such as calculating the order total. Creating a separate subflow for every selector adds navigation without explaining more behavior.


We have several small behaviors with definite results. The next chapter makes those expectations executable inside MUnit.
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Make the Result a Test


The order calculation returns 32 for Dana today. Then someone adds a processor that replaces the payload before the transform reads it, and the endpoint still returns JSON — it even returns 200 — it just no longer returns an order. A check has to notice the missing order, not merely that the flow completed. You can send those requests by hand, but a repeatable test makes it harder to forget either the greeting or Dana’s total when changing a flow.

MUnit runs Mule flows inside a test runtime. It lets a test arrange an event, invoke a flow and assert the result. The first tests use only local processors, so there is no dependency to mock.

[image: Arrange: Three order lines: JSON input event. Execute: Call order-total: Real calculation. Assert: total equals 32: Fail for 31. A passing test needs an assertion that can detect a wrong result.]

Open this checkpoint in ACB

Stop the previous application. Open book/checkpoints/06-first-tests as the project folder. This chapter uses ACB’s Testing view rather than starting the application in Run and Debug. The test runner starts its own Mule runtime.

For a separate HTTP check, start this checkpoint with Run Mule Application, then run python3 book/run.py verify 06 from the companion root. The Testing runner itself does not leave an HTTP service running for that command. Restore exercise changes before either baseline check.

Start with the complete test project

Checkpoint 06 contains the same application behaviors as checkpoint 05 and adds src/test/munit/app-test.xml. Its POM declares MUnit Runner and MUnit Tools as test dependencies and binds the MUnit Maven plugin to the test phase. All three use version 3.7.4. The application dependencies still belong to the application: adding a test does not remove the need for its HTTP connector. An offline test means the external calls a scenario makes are controlled — it does not mean Maven has no dependencies, or that a global configuration can hold nonsense credentials and still start.

Open Testing in the activity bar. Expand the project, select the app-test.xml suite and click Run Test. To run one scenario, expand the suite and use the run icon beside that test. ACB opens a terminal for the Maven test build and records the outcomes in Testing.

[image: ACB MUnit Assert that panel with Expression and Is fields.]

The assertion compares an expression’s actual result with a matcher. It belongs in Validation, after the flow call.

The same suite can run in automation with python3 book/run.py test 06 from the companion root. Keep that command for CI and for comparing editor and terminal failures.

Maven reports the number of tests, errors, failures and skipped tests, and a passing command means something only if it ran the tests you intended — an accidentally ignored suite makes a build faster and greener while removing its protection. A package file appearing in target is not the same evidence as a test report. The companion’s two initial tests are in one complete suite:

Example 015 — Check the greeting and total

The complete source is in checkpoints/06-first-tests/src/test/munit/app-test.xml.

Open src → test → munit → app-test.xml from Explorer. ACB displays a test canvas with Behavior, Execution and Validation sections. Select hello-test in the test list first.





















	Test section	Component	Configuration
	Execution	Flow Reference	Name hello-mule
	Validation	Assert that	Expression payload; Is MunitTools::equalTo('Hello, Mule!')


Both assertion fields are expressions; enter their contents inside the editor’s displayed brackets. The greeting test needs no arranged payload.

Select total-test. Its Behavior section contains Set Event. Set the payload media type to application/json and use this payload expression:

output application/json
---
{
  orderId: "A-1001",
  customer: {id: "C-42", name: "Dana"},
  items: [
    {sku: "PEN-01", price: 2.5, qty: 4},
    {sku: "PAD-22", price: 6, qty: 2},
    {sku: "CLP-08", price: 1, qty: 10}
  ]
}

In Execution, select Flow Reference and set Name to order-total. In Validation, select Assert that: Expression is payload.total, and Is is MunitTools::equalTo(32). Save the suite, then use the Testing view to run it. Keep the dynamic-port configuration supplied with the project; this test does not need a fixed listener port.

Read the greeting test first

The first test has an execution section and a validation section. Execution invokes hello-mule through Flow Reference. Validation selects payload from the result and compares it with Hello, Mule! using MunitTools::equalTo.

The test calls the flow directly. It does not send an HTTP request, inspect status 200 or establish that port 18881 is reachable — an internal flow reference cannot prove that /hello is configured correctly, and the HTTP check from chapter 1 is what supplies that separate evidence. Direct-flow tests still earn their place, because they let us examine application behavior without requiring every test to travel through a network boundary.

The application’s configurations still initialize in a test runtime. This checkpoint changes the listener port to ${http.port} with a normal default of 18881. The POM’s MUnit plugin reserves http.port through its dynamicPorts configuration before the application loads. The suite declares the same dynamic property. This lets the test runtime coexist with your standalone runtime, including when chapter 9 introduces a properties file. A property is a named configuration value; chapter 9 will load several from a file. MUnit dynamic ports. If a suite fails during startup, read that initialization error before changing an assertion. The earlier edition encountered an occupied listener port during a local MUnit run; directly invoking a flow does not mean its application’s global configurations cease to exist.

Arrange a real input for the total test

The second test adds a behavior section. Set Event supplies a payload before execution. The payload expression uses output application/json to produce JSON content, and the Media Type value application/json describes that content to the input reader.

Those two declarations do different jobs. Producing a Java object and merely labeling it JSON is not a substitute for producing JSON content. That mismatch caused a selector failure in the earlier local suite, which is why the complete example states the output format in the payload expression.

Execution invokes the real order-total flow. Validation checks that its numeric total equals 32, and the expected value is a number, not the string "32". If a formatter turned 32 into "32.00", that numeric expectation is what exposes the change; an assertion checking only for a non-null payload would miss it. A client receiving a textual amount has a different response contract from one receiving a numeric amount.

The fixture has three lines whose totals you can add independently: 10, 12 and 10. That makes the assertion explainable. Copying the flow’s calculation into the expected expression would risk reproducing the same error on both sides of the test. Keep fixtures that small on purpose — a production dump with fifty irrelevant fields makes a failure harder to interpret and can carry customer data into the repository. Add a field when a scenario depends on it, not because the real payload contains it.

Prove that a check can fail

Change the expected total in the test from 32 to 31 and run the suite. The total assertion should fail. Restore 32 and run it again. This small negative control establishes that the selected assertion participates in the test run.

A failure can have several causes. If the test never starts, look at configuration and dependencies. If execution raises an error, inspect the input and the failing processor. If the assertion receives a different value, compare the actual result with the independently calculated expectation. These observations guide different repairs.

Do not change an expectation merely to make the suite green. First decide whether the new behavior is intended. A changed product price might justify a changed fixture and expected total; an accidental selection of the wrong field would not.

Test cases should answer different questions

For a calculation, add a single-line case and the explicit empty-array case. For the intake API later, empty items will be rejected, so its tests will have a different expectation. The same fixture can exercise different contracts at different boundaries.

A coverage percentage records which processors tests visited. It cannot tell whether the test checked the right total or whether an invalid command avoided an external side effect. Use it to find neglected code, and let risk and failure scenarios decide what evidence that code needs. Interaction assertions arrive when an actual connector call makes them meaningful, and the reports find their use in the release pipeline.

Try it

1. Add an identity assertion. The total test could pass if the flow returned the correct amount for the wrong order. Add a check for the returned orderId.

Show answer

Use the + control in Validation to add Assert that. Set Expression to payload.orderId and Is to MunitTools::equalTo('A-1001'). Both identity and amount belong to this response contract.


2. Add a single-line case. Use two pens at 2.5 and an order ID distinct from A-1001.

Show answer

Arrange a JSON payload such as {"orderId":"ONE-LINE","items":[{"sku":"PEN-01","price":2.5,"qty":2}]}. Invoke order-total and expect numeric total 5. Give the test a distinct name.


3. State what remains unchecked. Does this suite prove that an HTTP client receives JSON with status 200?

Show answer

No. It invokes flows directly and checks their results. Keep an HTTP-level test for status, media type and body at the listener boundary. Neither test type replaces the other.


You can now change a small flow and check its intended result. The next chapter turns those calculations into an explicit request contract, including inputs the service must reject.
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Decide Which Requests Belong


The arithmetic accepts an empty array and returns zero. A shop may quite reasonably refuse to accept an order with no items. We need a request contract that makes that decision before doing useful work on the order.

Start with a small contract you can read without a specification language:


































	Input or outcome	Decision for this lesson
	Method and path	POST /validate
	Order identity	orderId is a string
	Items	A nonempty array
	Quantity	Every item has a positive whole-number quantity
	Valid command	Status 200 with order identity and valid: true
	Invalid command	Status 400 with error: "INVALID_ORDER"


This is a validation exercise, not yet an order-creation endpoint. It checks a selected set of rules. Product identifiers, maximum sizes and the complete command shape will be formalized with RAML in chapter 13.

[image: Command: Identifier + items: Numeric quantity. Choice: Positive whole qty?: Nonempty items?. Response: Valid: 200: Invalid: 400. The status and body express the same request decision.]

Open this checkpoint in ACB

Stop the previous application. Open book/checkpoints/07-request-contract from the companion as the project folder, then open src/main/mule/app.xml. Use Flow List to select the named example. Run Run Mule Application from Run and Debug; wait for deployment before sending requests. After a canvas edit, use Save and Hot-deploy to Local Runtime.

The HTTP verification command, run from the companion root while this checkpoint is running, is python3 book/run.py verify 07. It checks the supplied baseline; restore exercise changes before using it.

Make a Boolean decision

Every rule in that table has to reach the flow as one condition that produces true or false. payload.orderId is String tests a type. item.qty > 0 compares two numbers. and requires both conditions to hold. Parentheses make the scope of a negation explicit — that matters as soon as not appears beside other Boolean operators.

isEmpty asks whether a collection has no elements. (not isEmpty(payload.items)) therefore requires at least one item. We first check that items is an array — otherwise the later item rules do not have the collection they expect.

To check every quantity, identify the invalid items. filter resembles map in taking an array and a callback, but its callback answers whether to keep an input element — it selects elements rather than constructing a new result for each one. Here we keep items whose quantity rule fails. The order passes when that rejected-item array is empty.

floor(item.qty) == item.qty checks that a numeric quantity has no fractional part. For 4 the comparison succeeds; for 1.5 it fails. This rule permits counts of pens, not measured quantities such as 1.5 kilograms. A different domain needs a different contract.

Put the decision in a Choice

Example 016 — Validate an order request

The complete source is in checkpoints/07-request-contract/src/main/mule/app.xml.

Choose Flow List → validate-request. Select Choice and inspect its two routes. The first route’s condition is the following expression; enter it in expression mode without another wrapper:

payload.orderId is String and
payload.items is Array and
(not isEmpty(payload.items)) and
isEmpty(payload.items filter (item) ->
  not (item.qty is Number and item.qty > 0
       and floor(item.qty) == item.qty))

Select the Transform Message inside that route. Its payload script constructs {orderId: payload.orderId, valid: true} with JSON output. In the Otherwise route, Set Variable assigns httpStatus the numeric expression 400; the following Transform Message constructs {error: "INVALID_ORDER"} with JSON output.

Return to Listener → Advanced and inspect the response settings. The normal response status expression is vars.httpStatus default 200; the error response status is vars.httpStatus default 500, with payload as its body. Keep the distinction between a JSON body’s fields and the Listener’s status setting.

Choice evaluates its when expressions in order and runs the first one that matches; with a single when, the otherwise branch takes everything else. Order starts to matter the moment two conditions can both match the same request — put the more specific one first, and test an input that satisfies both. The two branches build different responses, but they belong to the same request contract.

Whatever a branch leaves behind also becomes the next processor’s input. Here each branch ends the flow with its own response, so the shapes may differ. A Choice in the middle of a flow needs a common result shape, or explicit targets, so the component after it reads one documented thing rather than inferring which route ran from whichever fields happen to exist.

The listener now has an explicit response status expression — vars.httpStatus default 200 means use the variable when it has a value, otherwise use 200. The invalid branch sets the variable to 400 before constructing the error body. Returning an object with an error field alone would not set the HTTP status.

For the ordinary calculation fixture, the response is:

{"orderId":"A-1001","valid":true}

For {"orderId":"A-1001","items":[{"qty":-1}]}, the response is status 400 with:

{"error":"INVALID_ORDER"}

These outcomes need separate checks. A suite that sends only the valid order could miss a broken predicate that always chooses the success branch — a missing pair of parentheses around the negation changes which part of the condition it controls, and the success path can still look correct. Keep explicit failing fixtures so the intended rule is tested on both sides.

Keep validation close to the boundary

Validation before a side effect has a useful consequence: the service can reject an invalid command without asking another system to undo work. Later chapters assert that rejected input never reaches the catalogue or the database operation.

Avoid adding every conceivable rule to this first predicate. Separate structural questions, such as whether items is an array, from business questions, such as whether a particular retailer may buy a product. The request boundary should make both responsibilities visible, but the mechanisms and sources of authority can differ — and a narrow structural check ahead of the routing decision keeps the Choice itself readable.

For now, the inline predicate fits beside the two branches it selects. When several operations require the same rule, give that rule a named helper or validation subflow and retain tests for its boundary cases. Do not extract a helper whose only explanation is a reference to a chapter that has not yet taught its expression.

[image: Choice condition and routes in the ACB component panel]

The When route’s condition is the four-line predicate; Otherwise builds the rejection. The red marker on each line is a design-time metadata diagnostic, not a runtime error; Appendix A explains why these schema-free projects show them.

Try it

1. Test both sides of the quantity rule. Try 1, 0, -1, 1.5 and the string "4".

Show answer

Only numeric 1 satisfies this lesson’s positive whole-number rule. Zero and negative quantities fail the positivity check, 1.5 fails the whole-number check, and "4" is a string. Accepting numeric text would require an explicit normalization decision and its own tests.


2. Explain filter here. What does the callback return, and what does filter return?

Show answer

The callback returns a Boolean for each item. filter returns an array containing the input items for which that Boolean is true. This predicate keeps invalid items, so isEmpty succeeds only when none were found.


3. Inspect the HTTP response. Remove the Set Variable that supplies 400 in the invalid branch. Why is the error body no longer enough?

Show answer

The listener falls back to status 200. A client now receives a successful HTTP status with an error-shaped body. Status and body must both express the contract.


Choice handles a decision we expected to make. A processor can also fail while executing. The next chapter gives those failures an explicit boundary and response.
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Where a Failure Goes


The customer lookup for order A-1001 times out. The flow catches the error, writes {"error":"customer service unavailable"} to the payload, and returns HTTP 200. The JSON is well formed. The response still tells the wrong story.

An error handler makes two separate decisions — whether its owning scope succeeds or fails, and what information leaves the application. A fallback can legitimately count as a successful scope result; a failed order must still have an honest public status and body. Confusing the two decisions is how a timeout becomes an apparently successful checkout.

An invalid order is a condition we can identify ourselves. A failed connection or an unavailable database arrives from another operation. Mule represents both as typed errors, and an error handler decides what the owning scope does with them.

[image: Try: Processor fails: Remaining work stops. Handler: Continue or Propagate: Typed error match. Owner outcome: Success or failure: Response follows. Continue resumes after its owner, not at the failed processor.]

Open this checkpoint in ACB

Stop the previous application. Open book/checkpoints/08-error-boundaries from the companion as the project folder, then open src/main/mule/app.xml. Use Flow List to select the named example. Run Run Mule Application from Run and Debug; wait for deployment before sending requests. After a canvas edit, use Save and Hot-deploy to Local Runtime.

The HTTP verification command, run from the companion root while this checkpoint is running, is python3 book/run.py verify 08. It checks the supplied baseline; restore exercise changes before using it.

Raise a named application error

The rule below is the quantity rule from the previous chapter, unchanged, because keeping the input familiar makes the change in failure handling easier to see. What changes is what happens when the rule fails: instead of selecting a response inline, the subflow raises a named error and leaves the response to a handler.

Example 017 — Raise an invalid-order error

The complete source is in checkpoints/08-error-boundaries/src/main/mule/app.xml.

Choose Flow List → validate-order. This subflow contains a Choice. Its first condition negates the complete valid-order predicate from chapter 7, so it selects invalid orders. Expand that route and select Raise Error: Type is APP:INVALID_ORDER, and Description is Order must contain positive integer quantities.

The Otherwise route contains a Logger with Level DEBUG and Message Order structure accepted by the local rule. It changes neither the payload nor the validation outcome.

This subflow raises APP:INVALID_ORDER when the rule fails. APP is the application’s error namespace and INVALID_ORDER names this failure. A namespace of your own is what distinguishes a failure the application recognizes from a connector-defined type. The description helps a developer understand the cause — it is not automatically the public API response.

The otherwise branch has only a DEBUG log message. It lets a valid event continue unchanged. The subflow’s task is validation, so it should not replace a valid order with a success envelope before a later operation needs the order itself.

The caller invokes that subflow and constructs its response only if validation succeeds:

Example 018 — Handle validation at the request boundary

The complete source is in checkpoints/08-error-boundaries/src/main/mule/app.xml.

Choose Flow List → typed-validation. Follow Listener → Flow Reference → Transform Message. The Listener path is /validate, and the Flow Reference Name is validate-order.

Expand the flow’s Error handler area. Select its configuration and set Ref to Public_Errors. The Listener’s normal and error status expressions remain vars.httpStatus default 200 and vars.httpStatus default 500. The success Transform Message uses this script:

%dw 2.0
output application/json
---
{orderId: payload.orderId, valid: true}

A raised error stops the normal path at that point. The transform after Flow Reference does not run for an invalid order. The caller’s handler reference names the policy that supplies the failure response.

Put the public error contract in one handler

A service URL, a SQL statement or a nested exception can help an operator, but none of them helps Dana correct her order. The public response needs a stable code and a safe explanation; the diagnostic detail belongs internally. Keeping that contract in one handler is what stops each flow from inventing its own answer.

Example 019 — Share the public error handler

The complete source is in checkpoints/08-error-boundaries/src/main/mule/app.xml.

Open the canvas Global Configurations view and locate Public_Errors. This is a named error handler, shared by flows. Inspect its ordered handlers and their child processors:
























	Handler	Type	Set Variable	JSON payload from Transform Message
	On Error Propagate, first	APP:INVALID_ORDER	httpStatus = 400	{error: "INVALID_ORDER"}
	On Error Propagate, second	ANY	httpStatus = 500	{error: "INTERNAL_ERROR"}


Use expression mode for the numeric variable values. Each Transform Message starts with %dw 2.0, uses output application/json, and places its object below ---. Keep the specific handler before the fallback when editing the handler structure.

The specific APP:INVALID_ORDER handler appears before ANY. It chooses status 400 and a small stable error body. The fallback chooses status 500 and an internal-error code, and it does not serialize the database exception, connector details or an entire Mule error object into the response. ANY is the broad category for handleable errors — not a promise to catch every failure in the runtime, since critical conditions such as a fatal JVM error sit outside ordinary On-Error handling.

on-error-propagate makes its owner finish with an error. The HTTP Listener’s error-response configuration uses the status variable and current payload to form the public response. In this flow, the client should receive 400 and {"error":"INVALID_ORDER"} for invalid input.

The checkpoint also selects Public_Errors as its global default error handler. That supplies a default policy for flows without their own handler. The request flow names the handler explicitly so its boundary is visible when you read it, and a nested Try can still have a different recovery policy. What none of it covers is the runtime itself — a startup or system error, such as a connector configuration that prevents the application from deploying, is not something a flow handler can repair.

Error types form a hierarchy, so a handler can catch one particular connector failure or a broader parent type. Match the documented types the operation you are using actually emits: a timeout, a not-found response and an invalid local order need not have the same public meaning. An absent customer can be a definite business answer, while an unreachable customer service means the application could not obtain an answer — return “customer does not exist” for both and an infrastructure incident turns into false business data. Handler ordering matters for the same reason, because a broad match placed first consumes a failure before a more specific handler sees it.

Continue completes the owner

Neither handler jumps back to the failed processor. Continue does not mean retry, and Propagate does not mean undo everything the flow has done. The difference between them is entirely about which scope owns the handler, and the cheapest way to see that is a flow that fails on purpose.

Example 020 — Recover inside a Try

The complete source is in checkpoints/08-error-boundaries/src/main/mule/app.xml.

Choose Flow List → recover-optional and expand Try. Its first processor is Raise Error with Type APP:OPTIONAL; its next processor is Set Payload with text unreachable.

Expand Try → Error handler and select On Error Continue. Its Type is APP:OPTIONAL, and its child Set Payload supplies fallback. The Transform Message after Try is outside this handler and outside the Try body. Select it and inspect the following script:

%dw 2.0
output application/json
---
{result: payload, reachedAfterTry: true}

Request /optional and inspect the response:

{"result":"fallback","reachedAfterTry":true}

The injected error skips the remaining normal processor inside Try, including the Set Payload with value unreachable. The Try’s Continue handler supplies fallback. Because the owner completes successfully, the surrounding flow proceeds after Try and constructs the final object.

Continue does not resume at the failed processor. It completes the scope that owns the handler. That distinction is easiest to see by marking three positions: before failure, after failure inside Try, and after Try. Only the third is reached after this recovery. Move the same handler out to the flow and the flow itself finishes with the handler’s result instead — so the continuation point travels with the owner, which makes this a change to the structure of the flow rather than the placement of some logging.

Propagate has a different consequence. It leaves the owning scope failed so an enclosing boundary can handle the error. A flow-level Continue can therefore produce a normal response after a nested scope failed — and that says nothing by itself about whether database writes committed. The transaction chapter inspects the database independently instead of inferring persistence from a response message.

Choose recovery from the operation’s meaning

An optional shipping estimate can be unavailable while an order view remains useful. A failed mandatory payment cannot be replaced with the same success response. The handler should express the service contract, not merely make the red component disappear — and a recovery policy that fits an optional estimate becomes dishonest the moment the same shape is applied to a stock reservation the flow then confirms.

For an optional dependency, an explicit unavailable value is often clearer than zero. Zero shipping cost looks like free shipping; zero delivery days looks like immediate delivery. Name the unavailable state so a reader of the response can distinguish it from an actual estimate.

Logging and error handling have different responsibilities. The public response provides a stable category and useful client guidance. Internal diagnostics retain enough context to investigate. Correlation identifiers can connect the two without exposing exception details to the client.

[image: Try scope with its On Error Continue type set to APP:OPTIONAL]

Try scope with its On Error Continue type set to APP:OPTIONAL.

Try it

1. Trace the skipped processor. In Recover inside a Try, why is unreachable never returned?

Show answer

The raised error transfers control to the Try’s error handler. Continue completes that Try; it does not return to the next normal processor inside it. The outer transform receives the handler’s fallback payload.


2. Move the broad handler. What happens if ANY precedes the invalid-order handler?

Show answer

The broad handler can match the application error first, so the intended 400 response is replaced by the fallback policy. Keep specific cases before the catch-all and test the actual status and body.


3. Choose the owner. A lookup is optional but saving the order is mandatory. Should one Continue handler hide either failure?

Show answer

No. Give the optional lookup a local recovery boundary whose result explicitly means unavailable. Let a failed mandatory save fail the acceptance operation. The scope arrangement should follow those two different promises.


With error boundaries in place, we can make a real outbound call and decide what its result means for the current order.
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Call a Service You Can Control


Our order flow has only read its own request so far. It now needs the customer record that belongs to another service: a transform can construct the lookup, but an HTTP Request operation has to send it, wait for a response and report a failure if the exchange cannot complete. The companion supplies that service locally, so we can control what comes back — including the failures — while learning the operation.

[image: Incoming flow: Current message: Configured requester. Customer service: GET /customers/C-42: Controlled dependency. Response Message: Customer body: HTTP response attributes. Without a target, the response replaces the current message.]

Open this checkpoint in ACB

Stop the previous application. Open book/checkpoints/09-http-dependency from the companion as the project folder, then open src/main/mule/app.xml. Use Flow List to select the named example. Run Run Mule Application from Run and Debug; wait for deployment before sending requests. After a canvas edit, use Save and Hot-deploy to Local Runtime.

Start the controlled dependency with python3 book/stubs/server.py from the companion root in a separate terminal before calling these flows. It listens on port 18882.

The HTTP verification command, run from the companion root while this checkpoint is running, is python3 book/run.py verify 09. It checks the supplied baseline; restore exercise changes before using it.

Start the dependency you can inspect

From the companion root, run this command in another terminal:

python3 book/stubs/server.py

It listens on 127.0.0.1:18882. It provides a synthetic customer, a small catalogue, deliberately failed responses and request counters. The implementation is in book/stubs/server.py; you do not need to learn Python to use its documented endpoints.

Call the customer service directly before involving Mule:

curl --include http://127.0.0.1:18882/customers/C-42

{"id":"C-42","name":"Dana","status":"ACTIVE"}

That checks the dependency’s address and fixture. If this request fails, changing the Mule transform will not repair it. The controlled service also removes the need for an Anypoint account or a real customer database here, and it gives us the status codes, bodies and delays we want — a public demonstration endpoint can show a happy-path call, but it cannot reproduce the failure that matters to an application.

Give configuration values a home

Example 021 — Load local HTTP properties

The complete source is in checkpoints/09-http-dependency/src/main/resources/config-local.yaml.

http:
  host: "127.0.0.1"
  port: "18881"
dependency:
  host: "127.0.0.1"
  port: "18882"

Open Global Configurations on the canvas toolbar and inspect the Configuration properties entry: its File is config-local.yaml. That entry loads the resource. A reference such as ${dependency.port} asks for the corresponding property. This substitution is configuration loading, not the event expression syntax #[...] used to read a request.

The listener uses the http values and the Request configuration uses the dependency values. A port change belongs in the resource rather than in several scattered operations — if the customer service moves to another host while keeping the same endpoint contract, only this file changes. The configuration file has ordinary local addresses; a real password would need controlled secret delivery instead of a checked-in literal.

The first MUnit lesson used a named port to let the test select a free one. The same idea now groups the two connections’ settings in a file. A property name has no effect until a configuration actually references it.

Configure the outbound connection

Example 022 — Configure the customer connection

The complete source is in checkpoints/09-http-dependency/src/main/mule/app.xml.

Choose Flow List → lookup-customer, select Request, and open Edit Connection beside the connection selector. The reusable configuration is Dependency_HTTP.






















	Connection setting	Value
	Host	${dependency.host}
	Port	${dependency.port}
	Response timeout	2000 milliseconds


Keep property references as configuration text, not event expressions. Apply a connection edit before returning to the flow. Changing this named connection affects every Request that uses it.

Dependency_HTTP names the reusable outbound configuration. Its connection identifies the host and port. The operation supplies the method and path. The Response timeout of 2000 bounds how long this example waits for the response in milliseconds.

The Listener and Request belong to the same HTTP connector, but they do different jobs. The Listener accepts calls into this application; Request makes a call from this application to another service. Their paths, and later their authentication and status contracts, need not match — an integration is often useful precisely because it separates the two interfaces. A listener path does not configure where an outbound request goes.

Observe the returned payload

Example 023 — Look up the customer

The complete source is in checkpoints/09-http-dependency/src/main/mule/app.xml.

In lookup-customer, inspect Listener → Path, /customer. Select Request: Connection Config is Dependency_HTTP, Method is GET, and Path is /customers/C-42. Leave the target empty so the returned message becomes current.

Run the project from ACB after the controlled dependency is listening on 18882. Use a separate terminal for the inbound request:

curl --include http://127.0.0.1:18881/customer

After deploying checkpoint 09, request http://127.0.0.1:18881/customer. Mule calls the controlled service and returns its customer document. There is no response transform because this example is inspecting what the Request operation returns.

The current payload becomes the customer’s response body. The current attributes describe the outbound HTTP response, including its status. They no longer describe the original request’s method and path parameters. This is why the event table from chapter 2 must be read at a particular point in the flow.

Here the original body is unneeded, so nothing is lost by the replacement. It costs more as soon as the flow still needs its input: without a target, the current message becomes the response, and a later payload.orderId no longer names the order that arrived. The next chapter reproduces that loss deliberately and then gives the dependency result a place of its own.

Change one failure at a time

Stop the controlled service and send the request again. The connector cannot establish the same successful exchange. Restart it and confirm the ordinary call works before trying a different failure.

The service also supplies /slow, which waits longer than this request’s two-second timeout. A timeout is an observation about how long Mule waited — it is not evidence that a remote operation did nothing. Our first call is a read, which lets us explore timing without creating a reservation or payment that might need reconciliation.

An error handler should not retry every failure. A malformed customer identifier, an authorization rejection and an unavailable network need different remedies, and repeating an unauthorized call with the same credentials is usually just a slower failure with more noise. Give the call a bounded timeout and a clear response policy instead of adding retries to conceal a configuration error. Retry counts and duplicate behavior wait until the database transaction lesson gives us somewhere to record the outcome.

[image: HTTP Request connection, GET method and customer path]

HTTP Request connection, GET method and customer path.

Try it

1. Point at an unused local port. Change only dependency.port, save and hot-deploy. Which connection has changed?

Show answer

The outbound Request connection changes. The application can still listen on 18881, so receiving a request and completing the dependency lookup are different checks. Restore 18882 before continuing.


2. Inspect the response attributes. Pause after Request in the debugger. Which attributes now contain the HTTP status?

Show answer

The current HTTP response attributes supplied by Request contain statusCode. They are the dependency response’s metadata. Save an incoming value before this operation if a later processor still needs it.


3. Choose a timeout experiment. Why use the controlled /slow read before testing a slow warehouse reservation?

Show answer

A delayed read makes the timeout visible without introducing uncertainty about a business side effect. A reservation can succeed remotely after the caller times out, which needs an idempotency and reconciliation design.


A successful outbound request is now something we can run and inspect. The next example combines its result with the order that arrived at the listener.
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Keep the Order While Looking Things Up


Send A-1001 to a flow that immediately requests the customer record. After Request, payload describes the customer. Selecting payload.orderId at that point asks a customer document for an order field. The missing value is a consequence of replacement, not a mysterious failure of the selector.

A Request target gives the returned value a separate location, allowing the current order to remain the message payload.

[image: Order payload: A-1001: Original context. HTTP target: customer variable: Dana + ACTIVE. Response transform: Order identity: Customer facts. The target separates the dependency result from the retained order.]

Open this checkpoint in ACB

Stop the previous application. Open book/checkpoints/10-enrichment-tests from the companion as the project folder, then open src/main/mule/app.xml. Use Flow List to select the named example. Run Run Mule Application from Run and Debug; wait for deployment before sending requests. After a canvas edit, use Save and Hot-deploy to Local Runtime.

Start the controlled dependency with python3 book/stubs/server.py from the companion root in a separate terminal before calling these flows. It listens on port 18882.

The HTTP verification command, run from the companion root while this checkpoint is running, is python3 book/run.py verify 10. It checks the supplied baseline; restore exercise changes before using it.

Put the response beside the order

Example 024 — Keep the order during enrichment

The complete source is in checkpoints/10-enrichment-tests/src/main/mule/app.xml.

Choose Flow List → enrich-order. Select Request and check Connection Config Dependency_HTTP, Method GET and Path /customers/C-42. Open Advanced → Output and set Target Variable to customer; keep Target Value as the expression payload.

Select the following Transform Message and inspect its Payload inline script:

%dw 2.0
output application/json
---
{orderId: payload.orderId, customer: vars.customer.name, status: vars.customer.status}

The Target Variable value customer stores the request’s returned payload in vars.customer. The following transform reads the order identity from payload and the customer fields from the variable.

Post book/fixtures/order-calculation.json to /enriched. The response is:

{"orderId":"A-1001","customer":"Dana","status":"ACTIVE"}

The name status here is the customer’s business status, ACTIVE. It is not the HTTP status code. Names that describe the source make later investigation much easier.






















	After the successful Request	Where this flow reads it
	Original order	payload
	Customer document	vars.customer
	Incoming order-request attributes	Still on the caller’s message


By default the target value is the returned payload. When you need the dependency’s response attributes as well, set Advanced → Target Value to the expression message. That stores the returned message, whose payload and attributes must then be selected explicitly. message does not include the caller’s entire variable map. The representation workshop keeps a complete example of that variant.

A target does not create a successful result after a failed request — and if a flow reuses one variable name across several calls, a stale earlier value can be read as this call’s answer during recovery. Give separate dependency results separate names and construct the fallback deliberately.

Recover an optional shipping lookup

Example 025 — Keep an unavailable estimate explicit

The complete source is in checkpoints/10-enrichment-tests/src/main/mule/app.xml.

Choose Flow List → optional-shipping and expand Try. The Request inside it calls /shipping/unavailable through Dependency_HTTP, with Method GET and Target Variable shipping.

In the Try’s Error handler, select On Error Continue and inspect Type HTTP:SERVICE_UNAVAILABLE. Its Set Variable has Name shipping and Value expression {available: false}. Select the Transform Message after Try to inspect the response script:

%dw 2.0
output application/json
---
{orderId: payload.orderId, shipping: vars.shipping}

The controlled /shipping/unavailable endpoint returns HTTP 503. The Request operation treats it as an error, so the Try’s handler sets vars.shipping to an explicit unavailable value. Posting A-1001 to /shipping returns:

{"orderId":"A-1001","shipping":{"available":false}}

The order is retained, and the response does not pretend the estimate is zero. The choice to continue belongs to this endpoint’s contract: the estimate is optional. A mandatory save would use a different policy.

Other non-2xx responses require their own interpretation. For a lookup, an expected 404 can be handled as absence. A success-status-code validator can admit 200 and 404 so the flow branches on the saved response status, or a typed error handler can map the documented not-found error. Accepting 404 changes the control path — it does not turn the error document into a customer. Pick one approach, test both present and absent records, and do not make every failure look like “customer not found.” A 200 whose body reads {"error":"temporarily unavailable"} is the same trap from the other side: a status at the HTTP layer says nothing about whether the body follows the schema this flow expects.

Test the target contract

The real local call established the connection and returned fixture. A MUnit mock lets us test the flow’s reaction to that result without requiring the controlled server in every unit test. Mocks are installed after the application initializes, though — a connector can still need valid startup configuration even when its operations are mocked, so an offline test means the external calls during the scenario are controlled, not that the project has stopped needing its dependencies.

Example 026 — Mock the result the flow reads

The complete source is in checkpoints/10-enrichment-tests/src/test/munit/app-test.xml.

Open src/test/munit/app-test.xml and select retains-order-and-customer in the test canvas. In Behavior, Set Event supplies the same JSON order as chapter 6. The next component is Mock when.






























	Mock setting	Value
	Processor	http:request
	Attribute to match	target
	Attribute’s Where value expression	'customer'
	Then return → Variables → Key	customer
	Returned variable’s Value expression	{name: 'Dana', status: 'ACTIVE'}


The mock returns a variable, so keep the original payload in Set Event. In Execution, Flow Reference calls enrich-order. In Validation, inspect these three checks:


























	Component	Expression or processor	Expected value
	Assert that	payload.orderId	MunitTools::equalTo('A-1001')
	Assert that	payload.customer	MunitTools::equalTo('Dana')
	Verify call	http:request	Times 1


Run the suite from Testing, as in chapter 6. Compare the actual assertion values and invocation count before editing any expectation.

The mock matches the HTTP Request whose target is customer. Its return value supplies a variable named customer, which is where the application reads the operation’s result. The caller’s order remains available for the final transform.

A mock that simply replaces the payload with a customer document would undo the very behavior under test. The test could then fail for an artificial reason, or a rewritten flow could accidentally start depending on that inaccurate arrangement. Read the real operation’s target contract before choosing the mock’s return shape.

Matching on the target costs a few more lines than intercepting every http:request, and it is worth them. The broad matcher would let a second lookup receive the customer fixture, or hide an accidental extra network call — this one names the single interaction it stands in for, and verify-call then checks that the interaction happened.

The assertions check order identity, customer name and one request invocation. Those answer different questions. Preserving A-1001 checks caller context, reading Dana checks the dependency result, and the call count checks the interaction. None proves TLS trust or that a real customer service always returns this shape, and an internal flow reference cannot prove that /enriched is configured correctly either — retain the HTTP integration check for the actual boundary.

Extract only what the application needs

Saving the whole message is useful when response metadata matters. Saving only the payload is simpler when it does not. Keeping an entire request body in several variables also makes a later flow harder to read — even when the event model shares rather than immediately copies the content.

The name response becomes ambiguous as soon as a flow has two calls, so name variables by role instead: order, customer, catalogue, shipping. A small state table beside a transform often exposes that ambiguity before a test does.

[image: MUnit Mock when matching the HTTP Request whose target attribute is customer.]

Mock when matches the Request by its customer target attribute. The returned variable from the table above is configured further down the same panel, below what this view shows.

Try it

1. Read a message target. If the target is configured with the Target Value expression message, how must the customer-name selector change?

Show answer

The saved target is now a message, so use vars.customer.payload.name. The dependency HTTP status is under vars.customer.attributes.statusCode. Update the mock and assertions to reflect that different saved shape.


2. Make shipping mandatory. What needs to change besides the error body?

Show answer

The failure must stop the operation that requires shipping. Replace the local Continue policy with a propagated failure and a deliberate request-boundary status. Tests should assert that subsequent mandatory work does not run.


3. Remove the target in the real flow. What should the current test expose?

Show answer

The flow loses its original order payload and no longer has the same target assignment. Its final transform cannot satisfy both the retained identity and dependency-result assertions. Adjusting the mock to hide that change would weaken the test.


Enrichment gives the order information owned elsewhere. Next we give the result a place to be stored and independently read back.
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11

Save It, Then Read It Back


An order has reached the API, passed validation and acquired a total of 32. Returning that total proves the transformation works. It does not prove the order exists anywhere after the process stops — persistence is a different boundary, and a response can say an order was saved without there being a row to retrieve. So this lesson ends with a second request that reads the row independently, which is worth more than a reassuring message from the insert flow.

Checkpoint 11 uses an isolated H2 database. Its purpose is to make JDBC behavior reproducible locally before adding a production database or deployment network.

[image: Order values: A-1001; Dana; 32: Input parameters. JDBC operation: Prepared statement: One affected row. Independent read: Select by identity: Inspect stored values. A write result and a later read answer different questions.]

Open this checkpoint in ACB

Stop the previous local application, then use File → Open Folder to open book/checkpoints/11-database. Open src/main/mule/app.xml and use Flow List to select the named flow for each example. Choose Run and Debug → Run Mule Application and wait for deployment. Save canvas edits and use Save and Hot-deploy to Local Runtime before repeating a request.

Run python3 book/run.py verify 11 from the companion root to exercise this running checkpoint with its synthetic fixtures. The verifier supplies requests and checks results; it does not start the ACB application. Keep the editor on this checkpoint while reading a failure so an old deployment cannot supply a misleading answer.

Supply both connector and driver

The Database connector provides Mule operations such as Insert and Select; the JDBC driver speaks the database’s protocol; the database itself enforces its constraints and commits the change. A useful integration keeps those three responsibilities visible — otherwise a retry policy can turn a missing response into a duplicate order. This checkpoint pins Database Connector 1.15.1 and H2 2.3.232. The POM exposes H2 as a shared library to the connector; choosing a connection type alone would not install the driver, and a class-not-found error at deployment is a question about dependency resolution and visibility rather than about the SQL.

Example 027 — Configure the local database

The complete source is in checkpoints/11-database/src/main/mule/app.xml.

Select a Database component on the canvas and open Edit Connection for Orders_DB. The connection type is Generic Connection. Inspect these values:


























	Setting	Value
	URL	jdbc:h2:mem:orders_learning;DB_CLOSE_DELAY=-1
	Driver class name	org.h2.Driver
	User	sa
	Password, expression mode	''


Use the project’s supplied H2 dependency. ACB’s external-library configuration is where a connector’s driver is made available; selecting a database operation alone is not a driver installation. Apply connection changes before running the flow.

The URL names an in-memory database in this JVM. DB_CLOSE_DELAY=-1 keeps that named database alive when its last connection closes; it does not retain data after the runtime terminates. The empty password expression is a local fixture setting. The earlier runtime rejected a literal empty password attribute, which is why the working configuration uses an empty-string expression.

The main project POM contains the connector, ordinary H2 dependency and Mule plugin shared-library declaration together. Appendix A explains the version inventory and build workaround. Keep those pieces aligned when reproducing the example with a different driver.

[image: Database Insert SQL and bound Input Parameters]

The SQL names its parameters with colons; the Input Parameters expression supplies their values. The red marker on the parameters line is a design-time metadata diagnostic, not a runtime error; Appendix A explains why these schema-free projects show them.

Prepare a table you can reset

Example 028 — Prepare the isolated orders table

The complete source is in checkpoints/11-database/src/main/mule/app.xml.

Choose Flow List → prepare-orders. The Listener’s POST path is /lab/setup. Select Execute DDL, confirm Connection Config Orders_DB, and inspect its SQL:

CREATE TABLE IF NOT EXISTS orders (
  order_id VARCHAR(40) PRIMARY KEY,
  customer VARCHAR(80),
  total DECIMAL(12,2)
)

The next Delete component uses the same connection and SQL DELETE FROM orders. The final Set Payload has text Value ready. Run this setup only against the isolated teaching database:

curl --include -X POST http://127.0.0.1:18881/lab/setup

The table has an order identity, a customer label and a decimal total. Making the order identifier the primary key is a business decision as much as a schema one: one row per order identity, so when the same order arrives a second time it has to be recognized or rejected — the delivery cannot silently create a second independent row under the same key. The setup flow creates the table if necessary and then deletes its rows so the exercise starts from a known state.

POST /lab/setup is a teaching control, not an order API operation. Use it only with this isolated database. The reset explains why the verification command is repeatable; it should never be pointed at a database containing real orders. An application that alters its tables on every incoming request also makes schema change inseparable from ordinary traffic, and production schema evolution deserves a migration process with an owner and a rollback plan.

DDL creates the schema. The later transaction experiment keeps this setup outside the transaction being tested so schema-change behavior cannot obscure the row-write result.

Bind data as values

Example 029 — Insert a calculated order

The complete source is in checkpoints/11-database/src/main/mule/app.xml.

Choose Flow List → insert-order. Select Insert, use Connection Config Orders_DB, and put this statement in SQL:

INSERT INTO orders(order_id,customer,total)
VALUES (:id,:customer,:total)

In Input Parameters, use the expression {id: payload.orderId, customer: payload.customer, total: payload.total}. Open Advanced → Output, set Target Variable to insertResult, and keep Target Value payload.

Select the following Transform Message. Its JSON payload script returns {orderId: payload.orderId, affectedRows: vars.insertResult.affectedRows}. The target is what keeps the input order available to that script.

Send this deliberately flattened database fixture to /lab/orders after setup:

{"orderId":"A-1001","customer":"Dana","total":32}

The SQL names parameters with colons. The input-parameters object supplies their values. A parameter is a value, not a fragment of SQL syntax, so the customer’s name stays a value even when it contains an apostrophe and the transform never has to manufacture escaped SQL. Binding covers values only — table names, column names and sort directions are structural choices, and accepting arbitrary client text for those still needs a constrained design of its own.

The Insert operation uses Target Variable insertResult. Its statement result therefore goes into that variable while the input order remains the payload. The response can name the order and report affectedRows: 1 without accidentally treating the statement result as the original order.

This endpoint receives a calculated total to isolate the storage mechanism. It is not the final public intake contract. Chapter 14 will connect validated input and server-side pricing directly to persistence.

Read the row independently

Example 030 — Read a stored order

The complete source is in checkpoints/11-database/src/main/mule/app.xml.

Choose Flow List → read-order. Its Listener path is /lab/orders/{id}. Select Select, confirm Orders_DB, and inspect SQL:

SELECT order_id AS "orderId", customer AS "customer", total AS "total"
FROM orders WHERE order_id = :id

Set Input Parameters to {id: attributes.uriParams.id} in expression mode. Leave the operation’s target empty. The following Transform Message uses JSON output with payload below ---, serializing the selected rows.

Request /lab/orders/A-1001. The parameter comes from the path, and Select returns an array of matching rows:

[{"orderId":"A-1001","customer":"Dana","total":32}]

The quoted SQL aliases choose the JSON-facing field names. A driver can expose column labels differently from what a transform expects — a query that succeeds and yields ORDER_ID where the transform selects orderId is a data-contract failure, not a connectivity failure, so the explicit aliases make the intended shape inspectable in both the SQL and the JSON. Select returns an array even though this primary-key query can match at most one row. Requesting an unknown identity returns an empty array. The later public API will deliberately map that absence to its not-found response.

The second HTTP request matters. It reads database state after the first operation finished, rather than inspecting the same in-memory variable that supplied the insert.

Keep queries bounded

A query by primary key has a natural result bound. A search endpoint does not. Parameterize search values, define a page size and choose a stable ordering before returning a large result set — a page ordered only by a non-unique timestamp can skip or repeat orders when several share that timestamp, so a tie-breaker such as the order identity belongs in the design. Fetch size controls how a driver obtains rows; it is not a substitute for limiting the query’s result contract.

Likewise, one connector invocation containing several writes does not by itself establish all-or-nothing behavior. Bulk operations can have partial outcomes. Before increasing the amount of work, we need to inspect a transaction’s resource and owner.

Try it

1. Query an absent identity. Why is the result [] rather than an object with empty fields?

Show answer

Select returns the rows that matched the query. No matching row means an empty result array. An application can then map that absence to its public contract; the connector does not invent a row.


2. Insert the same identity twice. Does the primary key already implement friendly request replay?

Show answer

No. It prevents duplicate rows with that key, but a repeated insert fails rather than returning a recorded successful response. Business idempotency will add an explicit interpretation of repeats and conflicts.


3. Stop the runtime. Should this table retain its rows after a fresh runtime start?

Show answer

No. It is an in-memory H2 database. DB_CLOSE_DELAY=-1 changes connection-lifetime behavior within the process, not restart durability. A later persistent profile is introduced before recovery tests.


The insert and read-back establish one stored row. Next we will make failure happen between writes and inspect which changes remain.
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Find the Transaction Owner


A flow inserts A-1001, calls the warehouse, and then rejects the order because a final validation fails. The error handler returns a tidy response, but the database row remains and the warehouse has already reserved stock — putting all three processors inside one Try scope did not give them a shared rollback mechanism.

A transaction has a resource boundary and an owner. The resource decides which changes can be undone together; the owner decides whether that unit finishes successfully. A response saying rolled back is easy to produce, so the question worth asking is whether a second request can still find the inserted row.

Checkpoint 12 keeps the database setup and selection endpoints from chapter 11. It adds two controlled failures with different handler placement. Run /lab/setup before the experiment so an older sentinel row cannot change what the insert tests.

[image: Begin local Try: Insert sentinel: Raise an error. Owner propagates: Transaction fails: Insert rolls back. Outer Continue: Normal response: Read finds no row. An outer response cannot recommit a rolled-back inner transaction.]

Open this checkpoint in ACB

Stop the previous local application, then use File → Open Folder to open book/checkpoints/12-transactions. Open src/main/mule/app.xml and use Flow List to select the named flow for each example. Choose Run and Debug → Run Mule Application and wait for deployment. Save canvas edits and use Save and Hot-deploy to Local Runtime before repeating a request.

Run python3 book/run.py verify 12 from the companion root to exercise this running checkpoint with its synthetic fixtures. The verifier supplies requests and checks results; it does not start the ACB application. Keep the editor on this checkpoint while reading a failure so an old deployment cannot supply a misleading answer.

Begin a local transaction explicitly

Example 031 — Roll back an inserted order

The complete source is in checkpoints/12-transactions/src/main/mule/app.xml.

Choose Flow List → rollback-order and select Try. In General, keep Transaction Type LOCAL. In Advanced, choose Transactional Action ALWAYS_BEGIN.

Expand Try. Select Insert: Connection Config is Orders_DB, Transactional Action is ALWAYS_JOIN, and SQL is:

INSERT INTO orders(order_id,customer,total)
VALUES ('ROLLBACK','Dana',32)

The next Raise Error has Type APP:REJECTED. In Try → Error handler, inspect On Error Propagate, Type APP:REJECTED. Then inspect the separate flow-level Error handler: its On Error Continue matches the same type and contains Set Payload with text rolled back. These two handlers belong to different owners; keep both expanded while tracing the result.

Beginning the transaction and joining it are separate settings, and the HTTP Listener does not begin a database transaction at all — which is why an HTTP-driven flow needs a Try to establish the unit explicitly. Here that Try uses Transactional Action ALWAYS_BEGIN and Transaction Type LOCAL to own one. The Database Insert uses ALWAYS_JOIN, which requires it to participate in an active transaction rather than quietly running outside one.

The insert writes the recognizable identity ROLLBACK, then Raise Error deliberately fails the work. The handler on the owning Try propagates that error. The outer flow’s Continue handler supplies the response text after the transactional scope has failed.

Send the two requests separately:

curl -X POST http://127.0.0.1:18881/lab/rollback
curl http://127.0.0.1:18881/lab/orders/ROLLBACK

rolled back
[]

The first body describes the handler’s response. The second body is the evidence about the row. So “Continue commits” is an incomplete rule — here the flow’s On Error Continue ran and the inserted row still rolled back. The Try began the transaction, so its Propagate handler is what decided the outcome; by the time the flow-level handler chose a response there was no transaction left for it to commit. The response and the row were settled by two different components.

[image: Try Advanced tab with ALWAYS_BEGIN and its nested propagating handler]

Try Advanced tab with ALWAYS_BEGIN and its nested propagating handler.

Move the handler to the owner

Example 032 — Complete the owning Try

The complete source is in checkpoints/12-transactions/src/main/mule/app.xml.

Choose Flow List → continue-in-owner. Its Listener path is /lab/continue. The Try still uses ALWAYS_BEGIN and LOCAL, and its Database Insert still uses Orders_DB with ALWAYS_JOIN.

The SQL writes a different sentinel:

INSERT INTO orders(order_id,customer,total)
VALUES ('CONTINUE-INNER','Dana',32)

After Raise Error, inspect Try → Error handler. This time On Error Continue belongs to the Try itself, matches APP:REJECTED, and sets the payload to handled inside. Compare its location with the flow-level Continue in rollback-order, not merely its display name.

This variant uses the new identity CONTINUE-INNER, avoiding a collision with the first experiment. That detail matters more than it looks: a leftover ROLLBACK row would fail the insert on its primary key before the injected error ever ran, and the experiment would quietly test a different path. The Continue handler now belongs to the Try that began the transaction. After POST /lab/continue, query /lab/orders/CONTINUE-INNER independently.

The intended comparison is between a failed transactional owner and a successfully completed one. The query determines the actual row outcome; a changed response string alone cannot establish it. The companion verification checks both the response and the row for each variant.

As in the earlier Try lesson, Continue does not execute the remaining normal processors inside the failed Try. It finishes that owner. The fact that a handler completed successfully is meaningful only when we also know which scope owns the transaction.

One resource configuration defines this unit

Both experiments use Orders_DB. A second configuration pointing at the same JDBC URL should not be casually treated as the same participating resource: the selected Connection Config is part of the design — it names the resource configuration expected to participate. Local transactions also do not provide nested independent transactions merely because a Try sits inside another Try.






























	Setting	Meaning in this design
	Try ALWAYS_BEGIN	Begin a new transaction owned by this boundary
	Try BEGIN_OR_JOIN	Join a suitable existing transaction or begin one
	Database ALWAYS_JOIN	Require an active transaction to join
	Database JOIN_IF_POSSIBLE	Participate when a transaction is available
	Database NOT_SUPPORTED	Perform the operation outside the active transaction


When you extract persistence into a reusable flow, its participation becomes part of its contract. Document it, because the caller has to know whether it must supply a transaction or whether the called unit owns one.

Keep external work outside the rollback claim

An HTTP reservation does not become reversible because its Request operation appears inside this Try. The remote service owns its state, and waiting for that call inside a database transaction only holds a connection and its locks for longer — it buys no rollback power over the remote system.

Prepare data before beginning the short database unit where possible. If the application later needs to publish an accepted-order event, chapter 19 will store publication intent in the same database transaction. The actual delivery then happens after commit.

A record intended to survive the order transaction’s rollback needs a separate, intentional boundary — a mandatory failure audit cannot live only inside the transaction whose failure it must record. That independent write has its own failure policy; it should not be hidden behind an assumption that a logger is durable business storage.

Atomicity also does not settle concurrency by itself. An all-or-nothing update can still use a value read before the transaction began, which is why uniqueness constraints, conditional updates, isolation levels and explicit locks each address a particular race. Concurrent use of one request key is tested in the idempotency lesson rather than inferred from this single-request rollback.

The independent read of /lab/orders/CONTINUE-INNER returned the committed sentinel row with customer Dana and total 32. The corresponding read of /lab/orders/ROLLBACK returned an empty array. These are separate executed outcomes for the two handler locations.

Try it

1. Separate response from state. Why does a normal response from Roll back an inserted order coexist with an absent row?

Show answer

The transactional Try first propagates the failure and rolls back. The outer flow then handles that propagated error and chooses a normal response. Response selection occurs after the inner owner has decided the transaction outcome.


2. Preserve a rejection audit. Where must an audit row be written if it must remain after the order transaction rolls back?

Show answer

It needs an independent persistence boundary outside the rolled-back unit. Decide what happens if that audit write fails, especially if audit completion is mandatory. Reusing the same transactional insert without changing participation does not make the row survive.


3. Add a warehouse call mentally. If the warehouse reserves stock and a later local insert fails, what evidence can this H2 test provide?

Show answer

It can establish the outcome of participating H2 writes on the tested stack. It cannot undo or establish the warehouse’s reservation outcome. Recovery needs the warehouse’s own idempotency, cancellation or reconciliation contract.


A transaction gives us a precise local boundary. We can now assemble the public operation around that boundary and describe its input with a formal API contract.
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Give the Contract a Working Route


The mobile team expects total to be a number and currency to identify its unit. The flow returns "32.00" and omits currency. Both teams can point to an example they were given, and neither example says what an absent order looks like. 32 and 32.00 can represent the same numeric value — if a receipt needs formatted text, give that text its own role.

The small request table in chapter 7 let us agree on behavior before choosing a specification syntax. RAML now gives those decisions a file that tooling can read: one contract and one implementation path here, with the equivalent OpenAPI reference kept in an appendix.

The public command names an order and its items. It does not accept a price. The service will obtain prices from its catalogue in the next checkpoint.

[image: HTTP request: POST /api/orders: JSON command. APIkit + RAML: Validate request: Select mapped flow. Implementation: Preview response: No persistence yet. Request validation does not implement business acceptance.]

Open this checkpoint in ACB

Stop the previous local application, then use File → Open Folder to open book/checkpoints/13-apikit-contract. Open src/main/mule/app.xml and use Flow List to select the named flow for each example. Choose Run and Debug → Run Mule Application and wait for deployment. Save canvas edits and use Save and Hot-deploy to Local Runtime before repeating a request.

Run python3 book/run.py verify 13 from the companion root to exercise this running checkpoint with its synthetic fixtures. The verifier supplies requests and checks results; it does not start the ACB application. Keep the editor on this checkpoint while reading a failure so an old deployment cannot supply a misleading answer.

Write the command shape

Example 033 — Describe the local order API

Open src/main/resources/api/orders.raml in Explorer. RAML is an API contract document, so edit it in ACB’s text editor rather than the Mule flow canvas. The complete source is in checkpoints/13-apikit-contract/src/main/resources/api/orders.raml.

#%RAML 1.0
title: Local Orders API
version: v1
mediaType: application/json
types:
  OrderCommand:
    type: object
    additionalProperties: false
    properties:
      orderId:
        type: string
        pattern: ^[A-Za-z0-9-]{1,40}$
      items:
        type: array
        minItems: 1
        maxItems: 20
        items:
          type: object
          additionalProperties: false
          properties:
            sku:
              type: string
              enum: [PEN-01, PAD-22, CLP-08]
            qty:
              type: integer
              minimum: 1
              maximum: 1000
/orders:
  post:
    body:
      application/json:
        type: OrderCommand
    responses:
      201:
        body:
          application/json:
            type: object
      400:
      409:
      503:
  /{orderId}:
    uriParameters:
      orderId:
        type: string
        pattern: ^[A-Za-z0-9-]{1,40}$
    get:
      responses:
        200:
          body:
            application/json:
              type: object
        404:

OrderCommand is an object with required orderId and items properties — properties declared in a RAML type are required unless marked otherwise, and optionality and nullability are separate decisions, since a field can be omitted, present with a value, or explicitly permitted to contain null. The order identifier has a restricted spelling and length. The items array must contain between one and twenty entries. Each entry has a known SKU and a positive integer quantity no greater than 1000.

additionalProperties: false rejects fields outside the declared shape. At the item level this prevents a caller from adding price and assuming it determines the amount. The enum is suitable for this three-product teaching catalogue. A larger live catalogue would need a product-existence check against its actual source rather than a permanently embedded list in the specification.

The resource tree declares POST /orders and GET /orders/{orderId}. Responses are part of the contract too, and the declared 503 earns its place: a provider that cannot reach its database has no way to know whether A-1001 exists, so turning that timeout into a 404 would make a transient outage look like a factual answer. The current object response declarations are intentionally broad while we assemble the service; tighten them with the final representation and provider tests when making a consumer-facing release.

[image: APIkit connection with Api resource and response-variable names]

APIkit connection with Api resource and response-variable names.

Connect the specification to named flows

Example 034 — Map the contract to implementation flows

The complete source is in checkpoints/13-apikit-contract/src/main/mule/app.xml.

Open Global Configurations in the canvas toolbar and inspect the APIkit configuration named Orders_API. Its API resource is api/orders.raml; HTTP Status Variable Name is httpStatus, and Outbound Headers Map Name is outboundHeaders.

The supplied configuration contains these explicit flow mappings:
























	Resource	Action	Content type	Implementation flow
	/orders	post	application/json	create-order
	/orders/{orderId}	get	—	get-order


Keep the existing mappings while learning the routing path. Select each implementation in Flow List to inspect its behavior. Generating a second scaffold into this project can create competing definitions; use a new project if you want to practice ACB’s Implement an API Specification workflow.

The mappings name create-order and get-order. That makes routing explicit instead of depending on a reader to infer a generated flow name. The configuration also names the variables used for HTTP status and outbound headers. The pinned runtime required the outbound-header-map name during schema parsing, so the complete checkpoint includes it even when a particular example has no custom response headers.

APIkit is a module dependency in this project’s POM. The Router component needs that module installed; a canvas label alone does not supply its implementation. This checkpoint pins APIkit 1.11.17 alongside the existing runtime and HTTP connector.

Example 035 — Route a request through APIkit

The complete source is in checkpoints/13-apikit-contract/src/main/mule/app.xml.

Choose Flow List → orders-api. Select Listener: its Path is /api/*, and it allows GET,POST. In the response settings, inspect normal status vars.httpStatus default 200, error status vars.httpStatus default 500, and error body payload.

Select Router and confirm its Configuration is Orders_API. Expand the flow’s Error handler and inspect Ref API_Errors. The canvas now shows the whole entry boundary: receive, route, and map errors.

The Listener path is /api/*; the API resource paths are relative to that entry point. Send a command to /api/orders, not directly to an assumed implementation-flow URL. APIkit selects the resource/action mapping and applies the configured request validation.

This checkpoint’s create-order returns an explicit PREVIEW state without persistence. The GET implementation returns not found. Those small implementations let us check routing and validation before introducing the database operation in the same flow.

Exercise the contract before saving anything

Use the command fixture:

{
  "orderId": "A-1001",
  "items": [
    {
      "sku": "PEN-01",
      "qty": 4
    },
    {
      "sku": "PAD-22",
      "qty": 2
    },
    {
      "sku": "CLP-08",
      "qty": 10
    }
  ]
}

curl --include -H 'Content-Type: application/json' \
  --data-binary @book/fixtures/order-command.json \
  http://127.0.0.1:18881/api/orders

The preview response uses status 201 and identifies A-1001. Its PREVIEW label prevents this teaching step from being mistaken for a persisted order. The next checkpoint replaces this provisional implementation; a deployed service should not advertise creation semantics for a preview operation.

Now try an empty command, an empty items array, an unknown SKU and an item containing a client-supplied price. The verification command expects each to receive status 400 with INVALID_REQUEST. These tests establish particular rejected shapes; they do not establish authorization or a database rule.

Validation has a boundary

APIkit request validation does not prove that every response the implementation constructs matches a rich response schema. Retain explicit response tests for status, media type and body — and note that a test calling an implementation flow directly bypasses the router, so it cannot establish that the validation happened at all. Likewise, a structurally valid tenant identifier is not proof that the caller owns that tenant’s orders.

Routing absence and business absence are different results. An unmatched resource can produce a routing not-found error; a valid GET resource with an unknown order produces a business not-found error. Declaring 404 in the contract does not make a failed lookup into one either — the implementation has to map genuine absence to that status and map a dependency failure separately. The public envelope may intentionally be similar, but diagnostics should still identify the boundary that failed.

The shared API error handler maps malformed requests, unmatched resources, unsupported methods/media types, dependency failures and unexpected failures to deliberate responses. The named handler contains this policy and is selected by the entry flow. Do not catch every error as “invalid input”: an unavailable catalogue is not something the customer can fix by changing a quantity.

Keep the contract useful to its consumers

A version string does not by itself establish compatibility. Adding a required request field, changing the meaning of an accepted state or returning a new enum value can affect existing clients. An enum cannot say both “this is the only allowed value set” and “these are the currently documented values” at once — which one you mean is an agreement made outside the syntax. Keep representative request and response fixtures with the specification and use them in provider tests. Publishing a new specification version does not automatically upgrade every implementation or client — and that separation is useful, because compatibility decisions need review.

OpenAPI can express the same boundary. Appendix B gives an equivalent reference so you can compare the contract decisions without learning a second notation in the middle of the first implementation. For A-1001 the field names are the easy part — the test is whether every consumer receives the same promised facts. The important continuity is the promised behavior, not loyalty to a file format.

Try it

1. Send a forbidden price. Add price: 0.01 to a command item. Which declared rule rejects it?

Show answer

The item object has additionalProperties: false and declares only sku and qty. The added property is outside that shape. This rejection is different from validating whether an allowed price is numerically positive.


2. Separate routing and data. Compare an unknown resource with /api/orders/ABSENT.

Show answer

The first request can fail before a resource implementation is selected. The second selects the GET implementation and then reports that no visible order exists. Test both cases even if the public error code is the same.


3. Tighten a response. What additional evidence would you want before making the final order response schema stricter?

Show answer

Define required identity, currency, item and state fields, retain representative responses and assert the actual implementation produces them. Request validation alone is not evidence that every response meets the stricter schema.


The contract now rejects malformed commands and routes valid ones to known implementations. We can replace the preview with the pricing and storage operations already understood.







Chapter

14

One Request Becomes a Stored Order


The pieces are ready to meet. The client sends product identifiers and quantities. The catalogue supplies prices. The flow calculates an order, writes its representation to the database and lets a second request retrieve that representation.

Checkpoint 14 is the first complete local order API, and it is still a teaching service — it binds to loopback, uses a fixed synthetic retailer and keeps H2 data only for the runtime’s lifetime. Those limits are what let us finish one coherent operation before strengthening its durability and identity model.

[image: Command: SKUs + quantities: No caller prices. Catalogue + database: Calculate 32 USD: Persist accepted order. Recorded response: 201 then GET: Same order shape. The first complete API is deliberately local and bounded.]

Open this checkpoint in ACB

Stop the previous local application, then use File → Open Folder to open book/checkpoints/14-local-order-api. Open src/main/mule/app.xml and use Flow List to select the named flow for each example. Start the controlled dependency in a separate terminal from the companion root with python3 book/stubs/server.py. Choose Run and Debug → Run Mule Application and wait for deployment. Save canvas edits and use Save and Hot-deploy to Local Runtime before repeating a request.

Run python3 book/run.py verify 14 from the companion root to exercise this running checkpoint with its synthetic fixtures. The verifier supplies requests and checks results; it does not start the ACB application. Keep the editor on this checkpoint while reading a failure so an old deployment cannot supply a misleading answer.

Use the command, not the calculation fixture

Two fixtures look almost alike and only one of them belongs here. Start the dependency service, deploy checkpoint 14 and call /lab/setup to prepare its isolated table. Then post book/fixtures/order-command.json to /api/orders. Do not send order-calculation.json — its supplied prices belong to the earlier arithmetic exercises and are deliberately rejected by this API.

The catalogue returns the three prices already familiar from Dana’s order: PEN-01 is 2.5, PAD-22 is 6 and CLP-08 is 1. The following subflow turns the command into the internal priced representation:

Example 036 — Price the accepted command

The complete source is in checkpoints/14-local-order-api/src/main/mule/app.xml.

Choose Flow List → price-order. Select Set Variable: Name command, Value expression payload. Select Request: Connection Config Dependency_HTTP, Method GET, Path /catalogue, and Target Variable catalogue.

Open the following Transform Message → Payload → Inline Script. The script keeps the priced lines in a DataWeave variable so they can supply both the item list and the total:

%dw 2.0
output application/java
var pricedLines = vars.command.items map (item) -> {
  sku: item.sku,
  qty: item.qty,
  unitPrice: vars.catalogue[item.sku],
  lineTotal: vars.catalogue[item.sku] * item.qty
}
---
{
  orderId: vars.command.orderId,
  tenantId: vars.tenant,
  currency: "USD",
  items: pricedLines,
  total: sum(pricedLines map (item) -> item.lineTotal),
  state: "ACCEPTED"
}

The command is kept in a variable before Request returns catalogue data, and the Request target keeps the price lookup out of the payload — without both, the command would be gone by the time the transform needed it. Inside the transform, pricedLines names the mapped array so the response can include it and calculate its total from the same values.

vars.catalogue[item.sku] selects a price with a key supplied by the current item. The earlier catalogue fixture is an object whose keys are SKUs. This dynamic selection is appropriate because RAML has already restricted the allowed SKUs to those known keys.

The internal transform uses application/java because the next Mule components consume an in-process value — the storage and response boundaries serialize it as JSON at their own edges. Giving the writer a purpose makes the representation decision easier to follow than treating every intermediate value as a JSON string.

The state ACCEPTED here describes successful acceptance by this local API — its in-memory database cannot honor a promise to survive process termination. The recovery edition will make that persistence boundary explicit before using restart tests.

Store the calculated representation

Example 037 — Create and save the local order

The complete source is in checkpoints/14-local-order-api/src/main/mule/app.xml.

Choose Flow List → create-order. Follow these components in canvas order:










































	Component	Configuration to inspect
	Set Variable	Name tenant; Value expression 'retailer-a'
	Flow Reference	Name price-order
	Set Variable	Name order; Value expression payload
	Database Select	Connection Orders_DB; Target Variable existing
	Choice	Condition not isEmpty(vars.existing); matching route raises APP:CONFLICT
	Database Insert	Connection Orders_DB; Target Variable insertResult
	Set Variable	Name httpStatus; numeric Value expression 201
	Transform Message	JSON output; body expression vars.order


Select Select to inspect its SQL and parameters:

SELECT order_id FROM accepted_orders
WHERE tenant_id = :tenant AND order_id = :id

Its Input Parameters expression is {tenant: vars.tenant, id: vars.order.orderId}. Then select Insert:

INSERT INTO accepted_orders(tenant_id,order_id,response)
VALUES (:tenant,:id,:response)

Its Input Parameters expression is {tenant: vars.tenant, id: vars.order.orderId, response: write(vars.order,"application/json")}. Keep these parameter objects in the component’s expression field, separate from the SQL statement.

The fixed retailer-a value is a synthetic caller context — it is not read from a client-controlled tenant header, and it is not authentication. Chapter 23 will separate trusted identity from the application’s ownership check.

After pricing, vars.order retains the internal order. The lookup checks for an existing order under the same tenant and identity. A sequential repeat raises APP:CONFLICT, which the entry handler maps to 409. The insert writes a JSON representation using bound parameters, and the response returns that same calculated order with status 201.

This first duplicate check is intentionally limited — a Select followed by an Insert does not prevent two concurrent requests from both observing absence. The database primary key still protects row identity, but a friendly concurrent replay policy is later work. Chapter 18 replaces this arrangement with a transactionally recorded result and explicit race tests.

Retrieve the order that was actually written

Example 038 — Retrieve the saved order

The complete source is in checkpoints/14-local-order-api/src/main/mule/app.xml.

Choose Flow List → get-order. The first Set Variable supplies the synthetic tenant. Select Select, using Orders_DB, and inspect:

SELECT response AS "response" FROM accepted_orders
WHERE tenant_id = :tenant AND order_id = :id

Its Input Parameters expression is {tenant: vars.tenant, id: attributes.uriParams.orderId}. The following Choice uses isEmpty(payload) to select a Raise Error of Type APP:NOT_FOUND.

Open the final Transform Message and inspect its JSON payload script:

%dw 2.0
output application/json
---
read(payload[0].response as String, "application/json")

The query includes both the configured tenant and order identity. Select returns an array. If it is empty, the flow raises the public not-found error. Otherwise the stored JSON representation is read and returned as JSON content.

The creation response and the subsequent GET should agree on order identity, items, prices, currency and total. For the canonical command they describe the same three lines and total 32 USD. Compare numeric values and object structure; insignificant JSON spacing does not change the business result.

Run the checkpoint’s verification command. It checks a create, read-back, duplicate conflict and absent order, as well as the malformed request cases from the contract lesson. The tests do not supply an amount to a separate database endpoint. They follow one request through validation, pricing and persistence, then observe the saved result independently.

Inspect the failure boundaries

If the command is malformed, APIkit rejects it before pricing. If the catalogue cannot respond, the API reports a dependency failure instead of saving an invented price. If the database operation fails, the service must not return the successful creation envelope.

A client can still lose the HTTP response after the database write succeeds. Repeating the command currently produces a conflict rather than recovering the prior successful response — a concrete limitation we can now improve, because there is finally an actual persisted representation to recover.

The same is true of notification. This checkpoint does not send a fulfillment event and does not claim that it has. A later outbox will store the intent to publish beside the order. Adding that mechanism will change the acceptance operation in one named checkpoint, with its own failure tests.

The checkpoint also tightens the RAML response to the actual accepted-order fields, numeric totals and error body. Chapter 13 used a broad preview object so routing could be examined first. APIkit request validation alone does not prove these output values; the independent HTTP checks compare the complete response.

Try it

1. Explain the source of 32. Which input does the API trust for prices?

Show answer

The controlled catalogue supplies the unit prices. The command supplies only SKUs and quantities. The mapped line totals are 10, 12 and 10, and their sum is 32. A command containing a price is rejected by the declared request shape.


2. Lose the response mentally. The row exists but the client did not receive 201. What does this checkpoint do on a repeated POST?

Show answer

Its sequential duplicate check returns 409. It has not yet implemented successful-result replay. That behavior is explicit, and chapter 18 replaces it with a recorded-result policy.


3. Identify the milestone. What does this checkpoint prove that the old separate summary and insert probes could not?

Show answer

One HTTP command travels through the API boundary, pricing, calculation and persistence, and a later GET retrieves the same result. Separate probes establish individual mechanisms but do not establish their integration into that operation.


You now have a complete, bounded local service. The next chapters add other ways to receive and process work before we strengthen what acceptance promises after a failure.
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15

Read and Write Order Files


The API has so far received and returned JSON over HTTP. A file introduces a different boundary: a path names stored bytes, and the next reader must know what those bytes mean. An object in memory is not yet a JSON file.

Checkpoint 15 runs on the same local runtime and dependency service as chapter 14. Its extra endpoints are teaching tools on loopback, and they write only inside the isolated runtime’s orders-data directory — do not point this application at a directory containing business files.

[image: Object value: Order A-1001: In memory. JSON writer: order.json: Bytes on Mule host. JSON reader: Order fields: File attributes. Selecting the writer prevents accidental string or object mismatch.]

Open this checkpoint in ACB

Stop the previous local application, then use File → Open Folder to open book/checkpoints/15-order-files. Open src/main/mule/app.xml and use Flow List to select the named flow for each example. Start the controlled dependency in a separate terminal from the companion root with python3 book/stubs/server.py. Choose Run and Debug → Run Mule Application and wait for deployment. Save canvas edits and use Save and Hot-deploy to Local Runtime before repeating a request.

Run python3 book/run.py verify 15 from the companion root to exercise this running checkpoint with its synthetic fixtures. The verifier supplies requests and checks results; it does not start the ACB application. Keep the editor on this checkpoint while reading a failure so an old deployment cannot supply a misleading answer.

Give the file an owner and a format

The File connector’s working directory is ${mule.home}/orders-data. A relative path such as order.json is resolved there, on the machine running Mule — not relative to the terminal that sends curl, and not necessarily to the source project open in the editor. The path that works on your machine is tied to that machine; it is not automatically available to a deployed replica. Treat storage lifetime as a deployment property, because a temporary local directory that suits this lab is unsuitable as the sole record of business acceptance.

Example 039 — Write and read an order file

The complete source is in checkpoints/15-order-files/src/main/mule/app.xml.

Choose Flow List → file-roundtrip. Select Write, and open its Order_Files connection to inspect Working Directory ${mule.home}/orders-data. Return to the component: Path is order.json, and Content is the expression output application/json --- payload.

Select Read immediately after Write. It uses the same connection and path; its Output MIME Type is application/json. The following Transform Message constructs the response with this inline script:

%dw 2.0
output application/json
---
{orderId: payload.orderId, file: attributes.fileName}

Send book/fixtures/order-calculation.json to POST /lab/file. The writer explicitly chooses application/json. On reading, Output MIME Type application/json tells Mule how to interpret the content. The response contains orderId: "A-1001" and file: "order.json".

The read also changes attributes. attributes.fileName describes the file operation, whereas the incoming listener supplied HTTP attributes: a connector read replaces the message’s payload and attributes with its own result unless a target preserves the caller’s message. So save an incoming request identity in a variable before crossing this boundary if later work needs it — the same event rule that explained HTTP enrichment now explains a filesystem read.

A historical version called write(payload, "application/json") inside an expression that serialized the resulting String again. The file then held a JSON string containing JSON text, and those outer quotation marks change the data model — a JSON reader correctly returned a String, so the orderId selector failed. The full diagnostic status was not retained in that earlier run. Selecting output application/json --- payload wrote the object directly. This is why a file test should read the bytes back and check their shape: existence and byte count catch missing output, but they cannot distinguish an object from a string containing its textual representation.

[image: File Write path and JSON Content expression]

File Write path and JSON Content expression.

A deliberate overwrite

This small round trip uses a fixed filename and is intended for one reader running one request at a time. A second call replaces the previous demonstration file — fine for a test, and a poor implicit policy for a business archive, where two deliveries would compete for order.json. It is not an archive or a safe concurrent intake design.

For a business export, choose the collision rule explicitly. Refusing to overwrite can reveal a repeated job; replacing a file can be appropriate for a disposable snapshot. Appending ordinary JSON objects does not produce a valid JSON array: {"id":1}{"id":2} is two adjacent documents, not one array of two objects. If a consumer expects newline-delimited JSON, define that format and ensure each record occupies the agreed line representation.

Writing a temporary name and renaming it after completion can prevent a polling reader from opening a partly written file. Whether that rename is atomic depends on the filesystem and whether both paths share its boundary. Test the actual storage; a naming convention alone cannot establish atomicity.

Normalize a tabular input once

The CSV fixture contains the same three products as the supplied-price order. CSV fields arrive as text, so the adapter converts quantities and prices before any arithmetic.

Example 040 — Normalize CSV item rows

The complete source is in checkpoints/15-order-files/src/main/mule/app.xml.

Open src/main/resources/items.csv in Explorer to see the input bytes. Then return to the canvas, select Flow List → normalize-csv, and open Transform Message → Payload → Inline Script. The Listener exposes GET /lab/csv; the script reads a classpath resource rather than an HTTP body:

%dw 2.0
output application/json
---
readUrl("classpath://items.csv", "application/csv") map (row) -> {sku: row.sku, price: row.price as Number, qty: row.qty as Number}

readUrl reads the supplied classpath resource. Its explicit MIME type selects the CSV reader. Each row is an object keyed by the header names; the two as Number expressions establish the internal numeric representation. GET /lab/csv returns PEN-01 at 2.5 × 4, PAD-22 at 6 × 2 and CLP-08 at 1 × 10.

This is still a representation adapter, not order acceptance. The file supplies prices for the arithmetic lesson. The server-priced API continues to obtain prices from its catalogue. Combining those two contracts without a decision would let a caller choose the accepted price.

An amount such as unknown should fail normalization. Decide where that record goes before processing a large file: abort the file, record a rejection and continue, or quarantine it for repair. Silently converting it to zero changes the business amount.

Try it

1. Locate the bytes. Run the round trip, then inspect $MULE_HOME/orders-data/order.json. Why would looking beside the curl command be misleading?

Show answer

The connector resolves its configured path on the Mule host. The client terminal can be on a different machine. The named working directory makes the storage boundary explicit.


2. Predict a second write. What evidence would you retain if order files had to be auditable rather than replaceable?

Show answer

An auditable design needs a stable export or order/version identity, a declared collision policy, and retained bytes or an immutable source reference. Record completion separately from file discovery. The fixed demonstration filename does not provide that history.


3. Break one CSV price. Replace 2.5 with unknown. What should happen before the value reaches the total?

Show answer

The numeric cast should fail. A rejection path should retain the source identity and reason. A fabricated zero would make the transform succeed while corrupting the amount.


A file can hold several records. The next chapter processes three of them one at a time, before a scheduler or a Batch Job takes on a larger import.
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16

Process a Small Import


Three records arrive together. The second has a zero quantity. We want an outcome for each record, including that rejection, without hiding what happened to the other two.

For Each runs the same processors over collection elements sequentially, which is what makes it a useful first import mechanism: one element can be traced all the way through the work before the next element begins. This example records outcomes in memory — it does not yet promise durable delivery.

Open this checkpoint in ACB

Stop the previous local application, then use File → Open Folder to open book/checkpoints/16-sequential-and-scheduled. Open src/main/mule/app.xml and use Flow List to select the named flow for each example. Start the controlled dependency in a separate terminal from the companion root with python3 book/stubs/server.py. Choose Run and Debug → Run Mule Application and wait for deployment. Save canvas edits and use Save and Hot-deploy to Local Runtime before repeating a request.

Run python3 book/run.py verify 16 from the companion root to exercise this running checkpoint with its synthetic fixtures. The verifier supplies requests and checks results; it does not start the ACB application. Keep the editor on this checkpoint while reading a failure so an old deployment cannot supply a misleading answer.

The bounded fixture is book/fixtures/import-records.json:

[
  {
    "orderId": "IMPORT-1",
    "qty": 4
  },
  {
    "orderId": "IMPORT-2",
    "qty": 0
  },
  {
    "orderId": "IMPORT-3",
    "qty": 2
  }
]

Example 041 — Process three records sequentially

The complete source is in checkpoints/16-sequential-and-scheduled/src/main/mule/app.xml.

Choose Flow List → process-records. The first Set Variable has Name outcomes and Value expression []. Expand For Each, then expand its nested Try.

Within Try, the Choice condition is payload.qty <= 0; its matching route raises APP:BAD_QUANTITY. The normal path’s next Set Variable updates outcomes using:

output application/java
---
vars.outcomes ++ [{orderId: payload.orderId, status: 'processed'}]

In Try → Error handler, On Error Continue matches APP:BAD_QUANTITY. Its Set Variable updates the same outcomes with:

output application/java
---
vars.outcomes ++ [{orderId: payload.orderId, status: 'rejected'}]

The final Transform Message sits after For Each. Its JSON payload script selects vars.outcomes. Inspect that nesting before moving a component: a handler around the whole loop would have a different continuation point.

The subflow initializes an empty outcomes array. The accumulator expressions explicitly use output application/java because they combine an in-memory array with JSON input; leaving the output representation implicit can produce a media-type inference error. Inside For Each, payload is the current record. ++ appends a one-element array to the accumulated outcomes. The Try handler owns only one iteration’s work: when quantity is invalid, it records rejected and permits the loop to continue.

After For Each, the scope restores the original collection as payload. Variable changes survive between iterations, which is why vars.outcomes contains all three classifications. The final transform selects that variable for the response. It would be a mistake to assume that setting each iteration’s payload automatically builds a new output collection.

POST the fixture to /lab/import. The result is IMPORT-1 processed, IMPORT-2 rejected and IMPORT-3 processed, in that order. Here processed means the local check accepted the quantity — not that an order reached a warehouse.

If the handler propagated instead, the failed iteration would fail the loop and prevent ordinary processing of subsequent elements. Choosing Continue therefore changes the import’s contract — the caller now needs the per-record result, since a successful request can contain a rejected record.

[image: Input collection: IMPORT-1, 2, 3: Quantities 4, 0, 2. For Each + Try: Validate one record: Append its outcome. Outcome array: processed, rejected: processed. The Scheduler supplies a trigger; the subflow supplies the work.]

[image: Scheduler fixed frequency, start delay and local concurrency control]

Scheduler fixed frequency, start delay and local concurrency control.

Let time start the same work

Nothing about that import needs a caller; it needs an occasion. A Scheduler is a source, like the HTTP Listener, but its trigger is time rather than an incoming request — which means the flow starts with nothing in hand, so give it an input explicitly. No HTTP body appears by itself.

Example 042 — Run the small import on a schedule

The complete source is in checkpoints/16-sequential-and-scheduled/src/main/mule/app.xml.

Choose Flow List → scheduled-import. Select the Scheduler source and inspect Fixed Frequency: Frequency 5, Start Delay 5, Time Unit SECONDS. Enable Disallow Concurrent Execution for this scheduler.

The next Set Payload uses expression readUrl("classpath://records.json", "application/json"). Flow Reference calls process-records. The final File Write uses Order_Files, Path scheduled-results.json, and Content expression output application/json --- payload.

Run the application in ACB and wait for a scheduled execution. Stop the runtime after the exercise so this five-second teaching job does not keep running.

The source waits five seconds, then runs at the configured frequency. It loads the same classpath fixture, calls the same subflow and serializes its result to scheduled-results.json. GET /lab/scheduled exposes that file for the local check. Wait for a newly written file after deploying; a file left by an earlier run is not evidence that this scheduler executed.

Disallow Concurrent Execution prevents overlapping executions of this scheduler in this runtime — it does not provide a distributed lease across independent replicas. Nor does a five-second period guarantee a job finishes in five seconds. If work takes longer, understand the scheduler’s missed-trigger behavior for the selected deployment. Scheduler reference.

This scheduler deliberately reprocesses a fixed fixture and overwrites a disposable result. A real synchronization job needs an eligibility rule, durable progress and replay-safe destination writes. Appendix D develops those responsibilities after the recovery and state chapters.

Size the loop to the request

For Each is reasonable for a short bounded collection. Its sequential nature can also protect a dependency from a burst of calls, although it is not a complete global rate limiter, because each request can still start its own loop.

Database pages should have an explicit ordering and bound. A fetch-size setting influences retrieval behavior — it does not replace a business limit or page cursor. If rows can change while pages are read, the query’s consistency and source-change contract determine whether records can be missed or repeated.

A bulk database operation takes parameter sets and reduces call overhead. Do not infer whole-import atomicity from the word bulk: inspect the driver result, transaction boundary and failure behavior. The local transaction in chapter 12 covered a deliberately small unit, not every page a scheduler might eventually process.

Try it

1. Explain the final payload. Remove the last transform in Process three records sequentially. What collection does For Each leave?

Show answer

The original input collection. The accumulated classifications are in vars.outcomes; they become the response only because the final transform selects them.


2. Stop on rejection. Change the per-record handler to Propagate. Which record cannot complete through the normal path?

Show answer

IMPORT-2 fails the loop, so IMPORT-3 does not reach its normal processing path in that execution. The source or enclosing flow must now own the failed import response.


3. Add a second runtime. Does the scheduler setting prevent both runtimes processing the same remote export?

Show answer

No. It prevents overlapping executions of this scheduler locally. Shared work requires a declared owner, supported distributed coordination or a destination that safely tolerates the overlap, plus a progress protocol.


Sequential execution made the state changes easy to follow. Parallel execution changes which work can overlap and how results return; those are useful choices only when the operations are independent.
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Run Independent Work in Parallel


The order service can look up a customer and a catalogue independently. Neither answer is needed to start the other request. Waiting for them sequentially spends time without adding a dependency the business requires.

Parallel work can reduce that waiting, but it changes two things that matter more than the saving: the shape of the result and the boundary of a failure. The controlled services and the tiny inputs stay, so both changes remain visible.

[image: Shared input: Customer lookup: Catalogue lookup. Scatter-Gather: Routes overlap: Wait for results. Joined payload: Route-indexed Messages: Extract each payload. A composite failure does not undo a successful remote side effect.]

Open this checkpoint in ACB

Stop the previous local application, then use File → Open Folder to open book/checkpoints/17-parallel-work. Open src/main/mule/app.xml and use Flow List to select the named flow for each example. Start the controlled dependency in a separate terminal from the companion root with python3 book/stubs/server.py. Choose Run and Debug → Run Mule Application and wait for deployment. Save canvas edits and use Save and Hot-deploy to Local Runtime before repeating a request.

Run python3 book/run.py verify 17 from the companion root to exercise this running checkpoint with its synthetic fixtures. The verifier supplies requests and checks results; it does not start the ACB application. Keep the editor on this checkpoint while reading a failure so an old deployment cannot supply a misleading answer.

Different routes, one input

The customer lookup and the catalogue lookup are different work over the same input, and neither needs the other’s answer. That independence is what makes them candidates for one fan-out — if the catalogue lookup needed an identifier the customer lookup produced, the second call could not simply begin alongside the first, however the diagram is drawn.

Example 043 — Join customer and catalogue lookups

The complete source is in checkpoints/17-parallel-work/src/main/mule/app.xml.

Choose Flow List → parallel-lookups and expand Scatter-Gather. It contains two routes. Select the Request in each route; both use Dependency_HTTP and Method GET:


















	Route	Request path
	First, index 0	/customers/C-42
	Second, index 1	/catalogue


Open the Transform Message after Scatter-Gather. Its payload script reads the joined messages:

%dw 2.0
output application/json
---
{customer: payload[0].payload.name, prices: payload[1].payload}

Scatter-Gather sends the incoming event down each route. It waits for the routes and returns route results indexed by route number. Each result contains a Mule Message, so payload[0].payload.name selects the first result’s message payload and then its customer name. payload[1].payload selects the catalogue object. The outer payload is not simply the customer’s response body.

GET /lab/parallel-lookups produces Dana and the PEN-01/PAD-22/CLP-08 prices from the controlled services. Its output shape is explicit because downstream code should not have to know which route number happened to call which system.

Variables written inside routes are route work, not a shared accumulator. Each route begins from the incoming variable context, and a change one route makes is not visible to another while they run — so an increment per route is not a safe count, because parallel paths do not execute a dependable sequence of updates to one mutable counter. Give each route its own result and combine those results after the join.

[image: Scatter-Gather containing two separate Request routes]

Scatter-Gather containing two separate Request routes.

One operation over several elements

The other fan-out shape spreads one processor sequence over a collection rather than over named routes. Its result is the part that catches people out: a collection of messages in input order, not a collection of the business values those messages carry.

Example 044 — Double independent items in parallel

The complete source is in checkpoints/17-parallel-work/src/main/mule/app.xml.

Choose Flow List → parallel-items. The initial Set Payload uses expression [1,2,3]. Select Parallel For Each and set Max Concurrency to 2. Inside that scope, Set Payload uses payload * 2 in expression mode.

Select the Transform Message after the scope. Its script extracts the payload from each result message:

%dw 2.0
output application/json
---
payload map (result) -> result.payload

Parallel For Each distributes elements through the same processors. Here the input is [1,2,3], each route multiplies its element by two, and the result collection contains messages whose payloads are 2, 4 and 6. The transform extracts those payloads into [2,4,6].

Max Concurrency 2 bounds simultaneous work within this scope — it does not impose a two-request limit across every HTTP request or application replica. If ten incoming requests each start their own scope, total dependency concurrency can be much larger.

The callback does no external work, so it is easy to predict. For an actual update, first ask whether element B depends on A’s committed result. If so, the operation is not independent merely because the source supplied an array.

A failed route still has an owner

One route succeeding does not make the request successful, and one route failing does not undo what another route has already done. Scatter-Gather makes an aggregate success-or-error decision — not an atomic transaction across downstream systems.

Example 045 — Handle a failed parallel lookup

The complete source is in checkpoints/17-parallel-work/src/main/mule/app.xml.

Choose Flow List → failed-parallel-route. Expand Scatter-Gather: its first Request calls /customers/C-42; its second calls /shipping/unavailable. Both use GET through Dependency_HTTP.

Expand the flow-level Error handler. On Error Continue matches MULE:COMPOSITE_ROUTING; it sets variable httpStatus to numeric 502, then constructs the JSON payload {error: "DEPENDENCY_ROUTE_FAILED"}. Inspect the Listener response status expression vars.httpStatus default 200 as well. Continue selects the normal response path, so that variable must carry the intended failure status.

The shipping service returns 503. Scatter-Gather surfaces a composite routing failure, which this flow translates to status 502 and DEPENDENCY_ROUTE_FAILED. A successful customer lookup does not make the combined response successful.

A composite error can carry information about successful and failed routes. Use that information deliberately if the contract supports partial results; do not turn it into an accidental success by dropping the failed route. Equally, propagating the composite error does not undo an external write that another route already completed.

For this reason the example performs reads — splitting order creation and notification into two parallel routes would create a distributed partial-failure problem. Chapter 19 connects notification intent to the order transaction instead.

Time and capacity still matter

For independent calls, elapsed waiting is closer to the slowest route than the sum of all route times, plus scheduling and combination overhead. That is a reasoning model, not a benchmark for this laptop. A slow route can still dominate the request, and waiting for all routes can retain memory and connections.

The budget worth writing down starts from the caller’s deadline and allocates time to the required dependencies and to building the response. A timeout on one requester does not automatically cancel already completed work elsewhere — it stops this side waiting, not the other side working. Load tests need the actual latency distribution, concurrency and destination quotas.

Try it

1. Read the joined shape. Why does the customer selector contain two uses of payload?

Show answer

The first identifies the event payload containing route results. The second selects the payload of the Message stored for route zero. The result is then the customer object whose name is Dana.


2. Count concurrent calls. Ten requests each run Parallel For Each with maximum concurrency two. Is the dependency protected by a global limit of two?

Show answer

No. Each scope owns its own limit. The aggregate can be much higher, subject to other pools and scheduling. Protect a shared dependency with a capacity plan that covers all callers.


3. Replace a read with a write. If one route commits an order and the other fails, what does Propagate establish?

Show answer

The owning flow fails. It does not establish rollback of the remote committed order. Retain the remote identity and reconcile or compensate according to the business contract.


Parallelism spends capacity to reduce waiting. Retry spends additional attempts to recover from failure. Both need a clear account of which effects may already have happened.
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Repeat a Request Safely


A caller submits A-1001, waits, and sees a timeout. The order may have committed before the response was lost. Retrying can be the right action, but only if the service recognizes the request as the same business operation.

Two separate mechanisms answer that, and they are easy to confuse. A bounded retry repeats an operation after failure. Business idempotency records which command was accepted and returns that recorded result when the same command comes back — one cannot substitute for the other.

Checkpoint 18 changes the teaching database from in-memory H2 to a file under $MULE_HOME/orders-data/orders-recovery, because a claim about surviving a restart needs something that survives a restart. Use the isolated runtime. POST /lab/setup intentionally erases this checkpoint’s synthetic order/request records — it is a reset command, not a startup migration for a business service.

[image: Repeated command: Tenant + order key: Stable fingerprint. Local transaction: Unique request claim: Order + response. Result: New: 201; repeat: 200: Different content: 409. The constraint resolves competing claims; recovery reads the winner.]

Open this checkpoint in ACB

Stop the previous local application, then use File → Open Folder to open book/checkpoints/18-retry-and-idempotency. Open src/main/mule/app.xml and use Flow List to select the named flow for each example. Start the controlled dependency in a separate terminal from the companion root with python3 book/stubs/server.py. Choose Run and Debug → Run Mule Application and wait for deployment. Save canvas edits and use Save and Hot-deploy to Local Runtime before repeating a request.

Run python3 book/run.py verify 18 from the companion root to exercise this running checkpoint with its synthetic fixtures. The verifier supplies requests and checks results; it does not start the ACB application. Keep the editor on this checkpoint while reading a failure so an old deployment cannot supply a misleading answer.

First, count attempts

A dependency that fails once and succeeds on the next call is the easy half of this problem, and Until Successful covers it. The question worth answering is how many times the far end is actually called.

Example 046 — Retry a temporarily unavailable read

The complete source is in checkpoints/18-retry-and-idempotency/src/main/mule/app.xml.

Choose Flow List → retry-read. Select Until Successful: Max Retries is 2, and Millis Between Retries is 25. Expand it and select its single Request: connection Dependency_HTTP, Method GET, Path /flaky.

Keep the scope limited to that read while testing retries. A processor added inside the scope becomes part of every attempt.

Configure the controlled service with POST /control and {"failNext":2}, then call GET /lab/retry. The first two responses fail and the third succeeds. Max Retries 2 permits two retries after the initial attempt, so this scenario makes three calls. Millis Between Retries 25 keeps the small test quick — it is not a recommended production delay.

Until Successful retries its whole scope on failure, not only the operation that failed. Suppose the scope held a successful database insert followed by a failing HTTP call: the next attempt starts again at the insert, because the scope rewinds the Mule execution and not the committed row. Put two operations inside one retry scope only if replaying both is safe.

Each attempt also begins with the scope’s incoming variable state, so changes from a failed attempt are not a durable attempt counter — use the controlled service’s call record to establish how often it was invoked. If attempts exhaust, handle MULE:RETRY_EXHAUSTED at a boundary that can express the final failure.

Reconnection has a different purpose: it reestablishes connector connectivity according to the connector strategy. A successful reconnection does not decide whether replaying a business write is safe. Nor does repetition make every failure go away — a connection reset may recover, while an unknown SKU will not become valid through repetition. Nested retry mechanisms can also multiply attempts, so count the complete path, including the caller and any broker redelivery.

[image: Until Successful retry count and delay around a single Request]

Until Successful retry count and delay around a single Request.

Name the command before storing it

The command key is (tenant_id, orderId). Two retailers can each use A-1001 without owning the same order. For now the local service supplies the fixture tenant retailer-a; chapter 23 will replace that assumption with an explicit caller context.

The RAML response contract now declares 200 for a replay as well as 201 for a new acceptance. The request ledger stores this key, a fingerprint and the serialized accepted response. The fingerprint serializes the normalized command fields in a fixed object order. Item order remains significant in this contract. Rearranging JSON object keys does not create a new command; rearranging items does. Decide such equivalences explicitly before calling something a duplicate.

The primary key on (tenant_id, request_key) arbitrates concurrent claims. A preceding Select is useful for the ordinary repeat path, but two callers can both observe absence — putting a lookup next to an insert on the canvas does not make the pair one atomic claim. The unique constraint, inside the transaction, resolves that race.

Example 047 — Accept or replay a command

The complete source is in checkpoints/18-retry-and-idempotency/src/main/mule/app.xml.

Choose Flow List → accept-once. Its first Set Variable retains command with Value payload. The next creates fingerprint with this Value expression:

write({orderId: payload.orderId,
       items: payload.items map (item) -> {sku: item.sku, qty: item.qty}},
      'application/json', {indent: false})

Select Select, whose Target Variable is previous. It queries the recorded request result by tenant and command identity:

SELECT fingerprint AS "fingerprint", response AS "response"
FROM request_results WHERE tenant_id = :tenant AND request_key = :key

Input Parameters is {tenant: vars.tenant, key: vars.command.orderId}. Expand the following Choice. Its condition not isEmpty(vars.previous) selects the replay route. That route checks the recovered fingerprint, reads the stored response into result, and sets httpStatus to 200.

In Otherwise, Flow Reference calls price-order, Set Variable retains order, and Try calls commit-order. Only after that call succeeds does the normal route assign result = vars.order and httpStatus = 201. The Try’s On Error Continue matches DB:QUERY_EXECUTION and calls recover-recorded-result. The final Transform Message serializes vars.result as JSON.

Use the component cards to distinguish the outer recovery Try from the transactional Try inside commit-order. They do not own the same work.

An existing row is compared with the new fingerprint. A match returns its recorded response with 200. A mismatch raises APP:CONFLICT, mapped to 409 by the API error handler. A new request is priced, then passed to the transaction. Only a successful new commit returns 201.

The catalogue call happens before the transaction begins. It may therefore run twice for concurrent first attempts, but only one result can become authoritative for the key — losing callers read the committed winner, and do not return their own independently calculated price.

Example 048 — Commit the order and request result

The complete source is in checkpoints/18-retry-and-idempotency/src/main/mule/app.xml.

Choose Flow List → commit-order and select Try. Its Transactional Action is ALWAYS_BEGIN and Transaction Type is LOCAL. Both Insert components inside it use Orders_DB and ALWAYS_JOIN.
























	Insert	Target Variable	SQL destination	Input Parameters expression
	First	claimResult	request_results(tenant_id,request_key,fingerprint,response)	{tenant: vars.tenant, key: vars.command.orderId, fingerprint: vars.fingerprint, response: write(vars.order,"application/json")}
	Second	insertResult	accepted_orders(tenant_id,order_id,response)	{tenant: vars.tenant, id: vars.order.orderId, response: write(vars.order,"application/json")}


The first SQL statement uses VALUES (:tenant,:key,:fingerprint,:response); the second uses VALUES (:tenant,:id,:response). Inspect the bound SQL and input expressions in their respective component panels.

After the inserts, Choice tests vars.failAfterOrder default false and raises APP:INJECTED when true. The Try’s Error handler contains On Error Propagate with Type ANY. Leave the failure injector inside the transaction while testing rollback.

Both inserts join the local transaction. The injected failure comes after the order insert but before commit. Propagate fails the transaction owner so both records roll back. A successful claim without its order, or an order without a retrievable recorded result, would leave the repeated-request contract incomplete.

Example 049 — Recover the committed winner

The complete source is in checkpoints/18-retry-and-idempotency/src/main/mule/app.xml.

Choose Flow List → recover-recorded-result. Its Select repeats the tenant/key query from Example 047 and stores the result in previous. Inspect the following Choice routes in order:


















	Condition	Raise Error type
	isEmpty(vars.previous)	APP:PERSISTENCE
	(vars.previous[0].fingerprint as String) != vars.fingerprint	APP:CONFLICT


After Choice, Set Variable assigns result with read(vars.previous[0].response as String, "application/json"). The next Set Variable assigns numeric 200 to httpStatus. This subflow runs after the failed transactional call has unwound; do not move its read inside that failed transaction.

The outer handler invokes this subflow after a database query failure. It reads outside the failed transaction, compares the fingerprint and returns a winner only if one exists. An unrelated database failure with no recorded result raises APP:PERSISTENCE — the application must not turn every SQL error into a successful duplicate.

Observe the competing outcomes

The verification command submits a new command, repeats it, changes a quantity under the same key and reads back the order. It also submits four concurrent identical commands and requires exactly one 201 and three 200 responses with equal bodies. That establishes the tested local race, not arbitrary distributed database isolation.

POST /lab/accept-failure runs the transaction with the failure injection enabled. A subsequent GET must return 404. A normal retry with that identity must then succeed with 201. An error-shaped HTTP response alone cannot establish rollback — the independent read is what establishes it.

Do not reset the database before testing restart durability. Leave a committed order, stop and restart the same isolated runtime, then retrieve and repeat it. Replacing or deleting the storage directory is a different failure than restarting the same process over retained files. Cloud replica replacement requires an external persistence design.

Retention is part of the promise

Deleting a request result while the caller can still repeat its key reopens the operation. Choose the idempotency retention window with the business and caller contract, and archive enough evidence to reconcile older requests. A cache TTL chosen for memory use is not an adequate payment or order-retention rule.

This implementation accepts one version of an order. Supporting amendments needs an explicit version or operation identity, concurrency rule and price decision. Reusing A-1001 with changed content is deliberately a conflict here.

Try it

1. Count attempts before changing a retry. What happens if a caller retries three times and each request permits two internal retries?

Show answer

There can be four caller attempts, each making up to three dependency attempts: twelve in the fully failing case. A retry budget must include every layer.


2. Lose the response after commit. Which stored value should the repeat return if the catalogue price has since changed?

Show answer

The response recorded for that accepted command. Repricing the repeat would change the result of the same operation and could disagree with the stored order.


3. Race two different commands. Two requests use one tenant/key but different quantities. What protects the identity, and what should the loser receive?

Show answer

The database unique constraint resolves the claim. After the losing transaction rolls back, recovery compares the winner fingerprint and returns conflict for different content. A Select-before-Insert check alone cannot arbitrate the race.


The transaction now records a reliable acceptance decision. Sending that decision to another system introduces a second durable boundary, which the next chapter makes explicit.
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Publish What the Database Committed


The order commits, then the process stops before sending its notification. If the only reminder lived in the running flow, nothing remains to tell the warehouse about the accepted order. Sending first has the opposite problem: the receiver can act on an order that later fails to commit.

An outbox stores notification intent in the same database transaction as the order, so the two records live or die together. A separate dispatcher then reads that intent and attempts delivery. The dispatcher still faces uncertain network outcomes — which is why the receiving side, not the sender, is where a repeated event identity has to be recognized.

[image: One transaction: Order + request result: Pending outbox event. One dispatcher: Send stable event ID: Mark after receipt. Receiver ledger: First call records effect: Repeat returns receipt. A lost receipt leaves pending intent; stable identity limits the effect.]

Open this checkpoint in ACB

Stop the previous local application, then use File → Open Folder to open book/checkpoints/19-outbox. Open src/main/mule/app.xml and use Flow List to select the named flow for each example. Start the controlled dependency in a separate terminal from the companion root with python3 book/stubs/server.py. Choose Run and Debug → Run Mule Application and wait for deployment. Save canvas edits and use Save and Hot-deploy to Local Runtime before repeating a request.

Run python3 book/run.py verify 19 from the companion root to exercise this running checkpoint with its synthetic fixtures. The verifier supplies requests and checks results; it does not start the ACB application. Keep the editor on this checkpoint while reading a failure so an old deployment cannot supply a misleading answer.

Commit the intent with the order

Checkpoint 19 adds outbox(event_id, body, sent) to the file-backed teaching database. The event identity combines tenant, order and event version: retailer-a:A-1001:accepted-v1. Its body contains the recorded order and type: "order.accepted".

Example 050 — Commit notification intent with acceptance

The complete source is in checkpoints/19-outbox/src/main/mule/app.xml.

Choose Flow List → commit-order in checkpoint 19. Compare its transactional Try with chapter 18. The request-result and accepted-order Inserts remain; a third Insert follows the failure-injection Choice. Select that third operation and inspect:


























	Field	Value
	Connection Config	Orders_DB
	Target Variable	outboxResult
	Transactional Action	ALWAYS_JOIN
	SQL	INSERT INTO outbox(event_id,body,sent) VALUES (:id,:body,FALSE)


Its Input Parameters expression builds the stable event identity and JSON body:

{
  id: vars.tenant ++ ":" ++ vars.order.orderId ++ ":accepted-v1",
  body: write({
    eventId: vars.tenant ++ ":" ++ vars.order.orderId ++ ":accepted-v1",
    "type": "order.accepted",
    order: vars.order
  }, "application/json")
}

Keep all three Inserts under the same Try, whose transaction settings are ALWAYS_BEGIN and LOCAL. Its On Error Propagate still matches ANY. Moving the outbox Insert outside that scope changes the acceptance guarantee.

The third insert joins the same transaction as the request result and order. After a successful acceptance the state endpoint reports one order, one request result and one pending event. Before commit, the injected failure must leave none of those records. This is a database atomicity claim — it does not include the receiver’s database in the transaction.

The stable event ID is distinct from a request correlation ID. A delivery retry is a new execution that still carries the same event identity. If every attempt invented a fresh ID, the receiver could not recognize the repeated effect.

[image: Dispatcher sends the event before updating its outbox row]

Dispatcher sends the event before updating its outbox row.

Publish a bounded page

The dispatcher’s job is to turn recorded intent into a delivered event without ever inventing one. It reads a bounded page of unsent rows, sends each one, and marks a row only after the receiver has answered.

Example 051 — Dispatch pending order events

The complete source is in checkpoints/19-outbox/src/main/mule/app.xml.

Choose Flow List → dispatch-pending. Select the first Select, using Orders_DB, and inspect its bounded query:

SELECT event_id AS "eventId", body AS "body"
FROM outbox WHERE sent = FALSE ORDER BY event_id LIMIT 10

Expand For Each. Set Variable saves the current row as pending. Select Request: Method POST, Path /events, connection Dependency_HTTP, and Target Variable receipt. Its Body expression is:

output application/json
---
read(vars.pending.body as String, 'application/json')

The Headers expression is {'Content-Type': 'application/json'}. The following Update uses Orders_DB, Target Variable marked, SQL UPDATE outbox SET sent = TRUE WHERE event_id = :id, and Input Parameters {id: vars.pending.eventId}.

The Transform Message after For Each uses JSON output and body {attempted: sizeOf(payload)}. Keep Update after Request: marking first would forget an event that was never delivered.

The Select reads at most ten unsent records in deterministic identity order. For Each preserves the original selected collection, which lets the final transform report its size. Before publishing, the flow saves the current row in vars.pending; the HTTP result goes to a target so the later Update retains the event identity.

The database flag changes only after a successful response. If the call fails, the row remains pending — which is the reason for writing the intent down in the first place. The local /lab/dispatch endpoint maps the selected dependency failures to status 503 with PUBLICATION_UNCERTAIN.

This dispatcher has one owner. Running two independent copies can select the same pending row. The receiver’s deduplication limits repeated effects in this lab — but it does not make competing dispatchers efficient, and it does not establish ordered delivery. A multi-owner design needs a tested claim/lease protocol and recovery of abandoned claims. Adding CloudHub replicas does not implement that protocol.

Let the receiver show the ambiguity

The supplied Python service on port 18882 stores each event in SQLite with an event-ID primary key. An identical repeat returns the existing acceptance; different content under the same identity conflicts. Its durable row is the demonstration effect. It does not represent stock reservation, payment or warehouse fulfillment.

The interesting failure is the one where the effect happens and the answer does not. POST /control with loseResponseNext set to true; the next /events call commits its row, then deliberately returns 503. From the dispatcher’s side, publication remains uncertain — from the receiver’s state endpoint, one effect exists.

Run /lab/dispatch again. The same event is sent, the receiver recognizes it, and the dispatcher marks the outbox row sent. The expected local state is one receiver effect after two delivery attempts, with zero pending outbox rows. A crash between publishing and marking the row has the same shape — the event is published again, and only the receiver’s identity check keeps the effect single.

A successful HTTP status needs a contract too. Here it means the receiver durably recorded the event. If a real endpoint returns success before its durable handoff, that response cannot justify marking publication complete under the same promise.

Recovery needs identities and ownership

An outbox row marked sent is still evidence, so retain those records, or an audit trail, for the period required to explain accepted orders. An outbox cleanup job must distinguish acknowledged publication from abandoned work, and its retention cannot undermine receiver deduplication — if the receiver forgets an event while an old sender can still replay it, the effect may recur.

Ordering is another contract. Event IDs sort deterministically here, but lexical order is not a business sequence. Multiple updates for the same order need a version and a receiver rule for stale or out-of-order events. The one-time acceptance example does not prove that update protocol.

Monitor the oldest pending age as well as the count. Ten pending events created a second ago may be healthy — one waiting for a day can represent a broken customer promise. The recorded intent gives operations something concrete to investigate even if the original process is gone.

Try it

1. Stop before commit. Which records may remain after the injected transactional failure?

Show answer

None of the request result, accepted order or outbox intent from that transaction. Query the state independently after the failing request.


2. Stop after the receiver commits. Why must the next delivery keep the same event ID?

Show answer

The receiver needs that identity to return its prior acceptance without recording the effect again. A fresh ID would describe a different event to its deduplication boundary.


3. Add a second dispatcher. What must change before claiming exclusive publication ownership?

Show answer

Exclusive publication needs a tested claim or lease mechanism with conditional acquisition, expiry/recovery and owner checks. Shared access to the outbox table is not itself exclusive ownership. Receiver idempotency stays even with claims, because acknowledgements can still be lost.


An outbox separates acceptance from publication without forgetting either. A queue can add buffering and redelivery between publisher and consumer, and it still needs the same agreement about what an acknowledgement means: the queue handles delivery after publication, while the outbox handles getting there.
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Give Unfinished Work an Owner


A caller can finish before every downstream activity finishes. That reduces response waiting, but it raises a more important question: who owns the unfinished work after the response has gone?

Two local mechanisms make deliberately modest promises about that, and their modesty is the lesson; a broker placed between the outbox publisher and a consumer makes a larger one. Broker access is an optional account-dependent path — the local service remains complete without it.

[image: Publisher: Stable event identity: Durable intent. Queue + consumer: Receive and process: Retain ACK token. Receiver then ACK: Effect first: Redelivery can repeat. Transient VM and account-dependent MQ have different guarantees.]

Open this checkpoint in ACB

Stop the previous local application, then use File → Open Folder to open book/checkpoints/20-async-and-queues. Open src/main/mule/app.xml and use Flow List to select the named flow for each example. Start the controlled dependency in a separate terminal from the companion root with python3 book/stubs/server.py. Choose Run and Debug → Run Mule Application and wait for deployment. Save canvas edits and use Save and Hot-deploy to Local Runtime before repeating a request.

Run python3 book/run.py verify 20 from the companion root to exercise this running checkpoint with its synthetic fixtures. The verifier supplies requests and checks results; it does not start the ACB application. Keep the editor on this checkpoint while reading a failure so an old deployment cannot supply a misleading answer.

Start work without joining its result

The cheapest way to stop waiting is to run the branch beside the main path and answer the caller straight away. The question that follows is what the answer is then entitled to say.

Example 052 — Start a local asynchronous notice

The complete source is in checkpoints/20-async-and-queues/src/main/mule/app.xml.

Choose Flow List → async-notice. Expand Async and select its Logger: Level INFO, Message Local asynchronous notice. The Transform Message after Async returns JSON {startedLocally: true}. The Listener accepts POST /lab/async.

Keep Transform Message outside Async. Moving it into the scope would change which branch constructs the caller’s answer.

The Async scope runs its processors separately from the main path. The response says startedLocally, not delivered or persisted — the logger is useful for observing execution, but the application has not stored a durable job that survives process loss. An Async failure cannot retroactively change the HTTP response already sent, so the branch has to own its own failure.

Avoid sharing mutable objects across that boundary, or treating asynchronous variable changes as a return value: copying an event does not deep-copy a mutable payload, and a shared Java object is not made safe by putting one reference on another execution path. If the caller needs a result, use an explicit request-response path. If the business needs recovery, establish durable ownership before acknowledging acceptance. The decision that matters is whether the side effect is dispensable — not whether it sounds like background work.

[image: VM Publish retains the local queue name and payload content]

VM Publish retains the local queue name and payload content.

Put a message on a local queue

A queue moves the handoff out of the flow and gives the unfinished work a name of its own. Whether it also gives that work durability is a separate question, and here the answer is no.

Example 053 — Publish a local VM notice

The complete source is in checkpoints/20-async-and-queues/src/main/mule/app.xml.

Choose Flow List → publish-local-notice and select VM Publish. Its connection is Local_VM, Queue Name is order-notices, and Content is expression payload. Open the connection to inspect its queue definition: Queue Type is TRANSIENT.

The following Set Variable has Name httpStatus and numeric Value 202. Transform Message returns JSON {queuedLocally: true}. Select the Listener to check POST /lab/notices and its Response status expression vars.httpStatus default 200.

Example 054 — Consume a local VM notice

The complete source is in checkpoints/20-async-and-queues/src/main/mule/app.xml.

Choose Flow List → consume-local-notice. This flow starts with VM Listener, not HTTP Listener. It uses Local_VM and Queue Name order-notices. The following File Write uses Order_Files, Path notice.json and Content expression output application/json --- payload.

Use the canvas Flow List to move between the publisher and consumer. They are separate flows: a line on the publisher canvas does not continue into the consumer.

The complete checkpoint declares the order-notices queue as TRANSIENT. POST /lab/notices returns 202 after local publication. The listener writes the notice as JSON; GET /lab/notices reads the file. Use a fresh notice identity when testing — an old file can otherwise impersonate a new delivery.

VM gives this application a source/consumer boundary, but the selected transient queue does not promise restart durability. Its notice file is a diagnostic result, not the order’s authoritative outbox. The consuming flow also starts a new event, so anything it needs has to be in the message — depending on the original HTTP attributes after a queue boundary is a hidden coupling. Queue persistence and transaction support depend on the connector configuration and deployment; do not infer them from the existence of a queue name. A transient queue stays useful inside one running application, when lost work can be regenerated or another durable system remains responsible for it.

Move publication across a broker boundary

A broker puts the message outside the application replica, which is the first arrangement in this chapter that could outlive the process that accepted the order. It also moves the interesting decision to acknowledgement: the moment the consumer says the message is finished with.

Example 055 — Publish and acknowledge an MQ order event

Source: platform/mq/src/main/mule/app.xml.

Open book/platform/mq as a separate ACB project. Its README lists the account prerequisites. In src/main/mule/app.xml, inspect these two flows without starting the subscriber until the sandbox queue and credentials exist:






































	Canvas location	Component settings
	publish-order-event source	HTTP Listener, connection Publish_Listener, POST /events, loopback port 18886
	Publisher processor	MQ Publish, MQ_Config, Destination ${mq.queue}, Body expression write(payload, 'application/json')
	consume-order-event source	MQ Subscriber, same destination, Acknowledgement Mode MANUAL
	First consumer processor	Set Variable, Name ackToken, Value attributes.ackToken
	Consumer Request	Receiver_HTTP, POST /events, Body output application/json --- read(payload, 'application/json'), header Content-Type: application/json
	Last consumer processor	MQ Ack, MQ_Config, Ack Token expression vars.ackToken
	Consumer Error handler	On Error Propagate ANY, then Logger at ERROR


In Global Configurations, MQ_Config takes URL ${mq.url}, Client ID ${mq.clientId} and Client Secret ${mq.clientSecret}. Receiver_HTTP uses ${receiver.host}, ${receiver.port} and response timeout 2000. Supply real secrets through protected runtime configuration; leave placeholders in shared source and screenshots.

This separate project accepts a local event on port 18886, publishes its JSON representation to the configured Anypoint MQ destination, and subscribes in manual acknowledgement mode. It saves the acknowledgement token before the HTTP call replaces message attributes. The ACK follows successful receiver processing.

To connect it to the outbox, point the dispatcher’s publication requester at port 18886. Keep the subscriber’s receiver on port 18882. Pointing the subscriber back at the publication endpoint would create a loop instead of an effect.

The README supplies the required queue, client properties and topology. This adapter has not been deployed against an MQ account. Its source is a concrete starting project, and broker delivery, timeout, ACK failure and redelivery remain acceptance work. Local HTTP or VM results cannot establish those broker behaviors.

Manual acknowledgement makes the ordering of operations visible: receive, establish the effect, then ACK. The dangerous sequence is business commit, crash, no ACK — a second delivery is then correct broker behavior, and the receiver’s event identity is the only thing preventing a duplicate effect. ACK-first has the opposite risk: work lost if processing subsequently fails. Anypoint MQ acknowledgement.

Poison messages and available capacity

A malformed event can fail on every delivery. Repeating it indefinitely consumes receiver capacity and obscures useful work. Define a delivery limit, dead-letter or quarantine destination, retained identity and an operator procedure for repair and replay. Moving a message to a dead-letter queue is an operational state, not fulfillment.

Classify failures before choosing delay and concurrency. A temporary network failure may merit retry; an invalid schema needs repair; an expired credential can affect every message. Rapidly retrying all three with the same policy increases load without increasing certainty.

Backpressure means unfinished work influences admission or consumption rate. Bound consumer concurrency and dependency connections, then measure queue age and destination saturation. A broker is a buffer — its retention and capacity remain finite, so a short HTTP response does not mean the system is keeping up if pending work grows faster than completion. Adding consumers against a saturated destination can make the outage worse.

Try it

1. Interpret 202. Does Publish a local VM notice establish survival across a runtime restart?

Show answer

No. The configured queue is transient and the response promises local queueing. Test and declare a durable handoff separately if restart survival is required.


2. Lose an ACK. Why does manual acknowledgement still need receiver idempotency?

Show answer

Processing can commit before the acknowledgement reaches the broker. Redelivery must carry the same stable business/event identity so another attempt does not repeat the effect.


3. Diagnose growing age. Queue depth is steady, but the oldest message keeps aging. What should an operator inspect?

Show answer

Look for a poison or repeatedly failing message, partition or ordering blockage, consumer ownership and destination failures. Aggregate depth alone can conceal work that never reaches a terminal state.


A queue handles a stream of messages. A finite import has another useful shape: a known input whose individual records need processing and a completion report. That is the next chapter’s Batch Job.
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Track Each Record in an Import


A nightly order export contains 80,000 rows. Most are valid, a few carry malformed amounts, and halfway through the run a request times out. Restarting the whole file might duplicate work; abandoning it might leave orders missing. A loop is only a small part of that problem.

The fixture in this chapter is three records, small enough to inspect by hand, and it stays that way while the job of tracking each record moves out of our own code. Batch adds a record lifecycle and completion report — a million rows first would only make those semantics harder to see.

Batch is an Enterprise Edition capability. Checkpoint 21 retains the local service but adds a separate import ledger. Its status processed means the quantity check passed and the local adapter recorded that result. It does not submit the record to the order-acceptance API.

[image: Three source rows: Two valid quantities: One zero quantity. Batch steps: Validate; success path: Rejection adapter. Outcome ledger: Two processed rows: One rejected row. The launch response precedes per-record completion.]

Open this checkpoint in ACB

Stop the previous local application, then use File → Open Folder to open book/checkpoints/21-batch-import. Open src/main/mule/app.xml and use Flow List to select the named flow for each example. Start the controlled dependency in a separate terminal from the companion root with python3 book/stubs/server.py. Choose Run and Debug → Run Mule Application and wait for deployment. Save canvas edits and use Save and Hot-deploy to Local Runtime before repeating a request.

Run python3 book/run.py verify 21 from the companion root to exercise this running checkpoint with its synthetic fixtures. The verifier supplies requests and checks results; it does not start the ACB application. Keep the editor on this checkpoint while reading a failure so an old deployment cannot supply a misleading answer.

Initialize the destination before launching

The ledger is the only place this exercise records what happened to each row, so it has to start empty; otherwise a previous run’s outcomes are indistinguishable from this one’s. POST /lab/import/setup creates and resets import_outcomes(order_id, status). Then POST book/fixtures/import-records.json to /lab/batch. The launch returns 202 with started: true; read GET /lab/import/outcomes until all three identities have an outcome.

Example 056 — Classify a three-record Batch import

The complete source is in checkpoints/21-batch-import/src/main/mule/app.xml.

Choose Flow List → start-batch. The Listener accepts POST /lab/batch. Select Batch Job: Job Name SmallImport, Block Size 2, Max Failed Records -1. Expand its processing steps in order:






















	Step	Acceptance and processors
	check-quantity	Choice condition payload.qty <= 0; matching route raises APP:BAD_QUANTITY
	save-valid-records	Accept Policy NO_FAILURES; Flow Reference record-import-success
	save-rejected-records	Accept Policy ONLY_FAILURES; Flow Reference record-import-rejection


Expand On Complete and inspect its Logger message expression:

write({loaded: payload.loadedRecords, failed: payload.failedRecords,
       successful: payload.successfulRecords}, 'application/json')

After the Batch Job, Set Variable assigns numeric 202 to httpStatus, and Transform Message returns JSON {started: true}. These components acknowledge launch; the On Complete section reports the job outcome.

The first step raises an error for quantity zero. The successful-record step accepts records without failures. The rejection step accepts records with failures. IMPORT-1 and IMPORT-3 therefore reach the success adapter; IMPORT-2 reaches the rejection adapter.

maxFailedRecords="-1" allows this small job to continue through record failures — it is not a sensible universal response to every outage. blockSize="2" controls internal blocks, not a business group that must commit together. On Complete receives a report with record counts, not the transformed source array. The logger reads that report after processing.

Example 057 — Record an accepted import row

The complete source is in checkpoints/21-batch-import/src/main/mule/app.xml.

Choose Flow List → record-import-success. Select Database Update, connection Orders_DB. In Advanced, its Target Variable is written, preserving the record payload. Its SQL is:

MERGE INTO import_outcomes(order_id,status) KEY(order_id) VALUES (:id,'processed')

Set Input Parameters to expression {id: payload.orderId}.

Example 058 — Record a rejected import row

The complete source is in checkpoints/21-batch-import/src/main/mule/app.xml.

Choose Flow List → record-import-rejection. Its Database Update uses Orders_DB, Target Variable written and Input Parameters {id: payload.orderId}. Its SQL records the other disposition:

MERGE INTO import_outcomes(order_id,status) KEY(order_id) VALUES (:id,'rejected')

Both adapters are supplied subflows. Their H2 MERGE uses the order ID as a key, so repeating this fixed fixture updates the same local outcome row. That is a narrow demonstration ledger. A filename is no substitute for that key: tomorrow’s export may reuse it with different contents, and “retry the same export” has to stay distinguishable from “process a newer export with the same name”. A real versioned import needs an import/source identity and ordering rule so a later replay cannot overwrite newer results.

The rejection adapter can fail too. If its database write fails, the system has not preserved a usable rejection merely because the original quantity error was recognized. Retain the immutable source and identify the import attempt so unresolved rows can be investigated.

[image: Batch Job block size and maximum failed-record settings]

Batch Job block size and maximum failed-record settings.

Read business outcomes beside runtime counts

The expected ledger is two processed rows and one rejected row. A handled rejection still originated as a failed record in the Batch lifecycle; do not interpret a runtime success counter as the destination’s business acceptance count without understanding the adapter. At 80,000 rows that gap becomes the question an operations team actually asks — why did the source contain 80,000 rows and the destination receive 79,700 — and a counter that cannot separate the two kinds of outcome cannot answer it.

An acceptance expression can skip a step without failing the record. If a delivery step selects only USD, an EUR row may bypass it without becoming a recorded rejection. When unsupported currency must be reported, implement that classification explicitly. Each source row needs a terminal business classification: delivered, deliberately excluded with a reason, rejected, or unresolved pending reconciliation.

Group delivery only when the destination supports it

A fixed Batch Aggregator collects eligible records into arrays for a bulk operation. Its size is separate from internal blockSize; the former must respect the destination’s request limit — that bound belongs to the destination’s contract, and an internal block size cannot change it. A final group can be smaller than the configured maximum. A streaming aggregator instead imposes sequential-access constraints and cannot be combined with a fixed size setting. Batch phases.

Suppose a destination accepts 100 items and returns HTTP 200 with 98 successes and two item errors. The adapter must correlate and store all 100 results. HTTP success establishes the request outcome, not acceptance of every record. Raising one blanket error after partial success loses the distinction unless item evidence was retained first.

Conversely, if the destination commits all 100 and the response disappears, the batch owns an uncertain group. Stable item identities and a destination idempotency/version contract permit reconciliation or safe replay. The Batch Job does not add a transaction around those remote effects.

Failures and recovery at scale

A failed-record limit can stop further processing; concurrent work can make the observed count exceed that threshold. It does not roll back earlier external commits. Whether continuing is useful depends on the kind of failure: working through malformed rows is often the point of a dirty historical file, while for a rejected credential every remaining block achieves nothing but noise. Distinguish malformed records from systemic failures such as a rejected credential before deciding whether continued attempts are useful. Batch failure handling.

Recovery evidence has to outlive the thing that failed, which means keeping the immutable input and the outcome ledger outside storage that can disappear with a replica. The local H2 ledger makes this exercise observable — it does not establish CloudHub replacement durability. Runtime restart recovery and replay from a retained source are separate recovery paths; an operating design should know which remains available after local state is lost.

More concurrency consumes connections, memory and destination quota as well as CPU, so the measures worth watching are committed item outcomes and unresolved work rather than throughput alone — more records submitted per second are no use if more of them stay unresolved. Making the launch return sooner or loading records faster does not prove that the destination completed more business work. A finite nightly import with per-record recovery and bulk delivery earns this machinery; a continuous event feed usually needs a message-driven design with explicit acknowledgement and backpressure, rather than an endlessly growing “nightly” input.

Try it

1. Reconcile the small import. What should the three ledger rows say, and why is the initial 202 insufficient?

Show answer

IMPORT-1 and IMPORT-3 are processed; IMPORT-2 is rejected. The 202 acknowledges launch, before the asynchronous job has established those per-record results.


2. Interpret a skipped currency. Is a row rejected merely because a step acceptance expression evaluates false?

Show answer

No. Skipping that step is selection, not a recorded business rejection. Add an explicit classification path when the contract requires one.


3. Inspect a mixed bulk response. A 100-item HTTP request returns 98 successes and two item errors. What must survive before retrying?

Show answer

Persist results correlated to all source identities, separating confirmed effects, rejected items and uncertain outcomes. Replay only under a destination identity/version rule that tolerates repeated or older work.


Batch tracks work that must be explained. A cache holds answers that may be recomputed. Confusing those two kinds of state makes recovery much harder.
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Cache an Answer Without Mixing Callers


The same retailer asks for the catalogue twice. Repeating the upstream read may be unnecessary for a short period. Another retailer can receive a different price, however, so equal HTTP payloads do not imply equal catalogue requests.

Reusing that answer requires a contract: which requests count as equivalent, how long the answer stays usable, and who may decide it is wrong. Object Store supplies key/value operations and the Cache scope supplies a reuse pattern — the application still has to define that equivalence and lifetime.

Checkpoint 22 uses two synthetic tenants. Retailer A receives PEN-01 at 2.5; retailer B receives it at 3. The caller chooses a fixture tenant in the local diagnostic URL. This is a cache-identity experiment, not an authentication mechanism.

[image: A, A, then B: A price: 2.5: B price: 3. Tenant-aware key: Version + tenant: Upstream uses tenant. Two source calls: A reused; B separate: Invalidate A to refetch. A cache entry is disposable; a business acceptance record is not.]

Open this checkpoint in ACB

Stop the previous local application, then use File → Open Folder to open book/checkpoints/22-cache-and-state. Open src/main/mule/app.xml and use Flow List to select the named flow for each example. Start the controlled dependency in a separate terminal from the companion root with python3 book/stubs/server.py. Choose Run and Debug → Run Mule Application and wait for deployment. Save canvas edits and use Save and Hot-deploy to Local Runtime before repeating a request.

Run python3 book/run.py verify 22 from the companion root to exercise this running checkpoint with its synthetic fixtures. The verifier supplies requests and checks results; it does not start the ACB application. Keep the editor on this checkpoint while reading a failure so an old deployment cannot supply a misleading answer.

Put every varying input in the identity

A cache keyed on the SKU alone would hand retailer B the price negotiated by retailer A. The cache is fast, the upstream is healthy, and the answer is wrong because the key omitted an input that changes it. Every input the result depends on therefore belongs in the identity of the request.

Example 059 — Cache a catalogue separately for each tenant

The complete source is in checkpoints/22-cache-and-state/src/main/mule/app.xml.

Choose Flow List → cached-catalogue. The Listener is GET /lab/catalogue/{tenant}. The first Set Variable assigns attributes.uriParams.tenant to tenant. The Choice rejects values outside the two fixture tenants using not (['retailer-a','retailer-b'] contains vars.tenant) and Raise Error APP:INVALID_TENANT.

The next Set Variable assigns 'prices-v1:' ++ vars.tenant to cacheKey. Expand Cache, select its Request, and inspect GET /catalogue through Dependency_HTTP; Query Parameters is expression {tenant: vars.tenant}.

Select the Cache scope and follow its Catalogue_Cache strategy into Global Configurations. Inspect its explicit key expression vars.cacheKey. The private store is already supplied in this checkpoint. In this ACB version the connection panel shows the key but leaves its Object store selector blank for that inline private store; do not interpret the blank selector as a missing runtime store or replace it while following this exercise. The supplied retention settings are described below. The Request must remain inside the Cache scope.

The key combines a representation version and one of the two validated tenant names. The same tenant is also sent to the upstream query. Including tenant only in the key would create separate caches of the same wrong source answer.

The complete configuration uses Catalogue_Cache, an explicit object-store caching strategy with a nonpersistent private store, a ten-minute entry lifetime and a one-minute expiration scan. It holds at most 100 entries in this local backend. These settings do not configure managed Object Store v2.

Call retailer A twice and B once after clearing the cache and resetting the dependency call counter. The bodies must contain the appropriate prices, while the source records two calls. Equal bodies alone could not prove a cache hit; the call counter supplies the missing observation.

The default cache key derives from payload, which is inadequate for GET requests whose identity lives in path, query or trusted caller context. The explicit key avoids that ambiguity. For unrestricted fields, use an unambiguous encoding: naive delimiter joins can make different tuples collide. The two fixed fixture values make this small concatenation safe within the declared experiment.

[image: Cache strategy configuration reading its key from vars.cacheKey.]

The strategy reads its key from vars.cacheKey instead of deriving one from the payload. The Set Variable in cached-catalogue is what builds that tenant-aware value.

Invalidate the value that changed

A commercial price correction does not wait ten minutes for an entry to expire. When the source changes, something has to name the answer that is now wrong — for one tenant, ideally, rather than for everything the application has remembered.

Example 060 — Invalidate one tenant catalogue

The complete source is in checkpoints/22-cache-and-state/src/main/mule/app.xml.

Choose Flow List → invalidate-one-tenant. The Listener accepts DELETE /lab/cache/{tenant}. Select Invalidate Key: Caching Strategy is Catalogue_Cache, and Key Generation Expression is 'prices-v1:' ++ attributes.uriParams.tenant. Transform Message returns JSON {invalidated: true}.

Compare this expression with the Set Variable in cached-catalogue; both must construct the same key.

DELETE /lab/cache/retailer-a removes that key. The next A lookup must reach the source again; B can retain its separate entry. The complete checkpoint also provides DELETE /lab/cache using ee:invalidate-cache to clear the strategy for a clean local run.

These are loopback diagnostic routes. A deployed invalidation operation needs authorized access and an audit record, because clearing a cache can direct a surge at the backend — an unauthenticated “clear all” endpoint offered for convenience is a load attack waiting to be used. Targeted invalidation is also easier to reason about than erasing unrelated tokens, cursors and product answers together.

A TTL bounds tolerated age — it does not know when a source price changes. Declare whether ten minutes of stale data is acceptable. If updates must appear immediately, establish how invalidation reaches every relevant instance. Independent local caches can diverge across replicas.

Store a small value explicitly

Not everything an application remembers is a cached response. A note, a cursor or a token is written and read by name, and the application decides both when it appears and what its absence means.

Example 061 — Store and retrieve a local note

The complete source is in checkpoints/22-cache-and-state/src/main/mule/app.xml.

Choose Flow List → store-note. Its HTTP Listener accepts POST /lab/store. Select Store: Object Store Small_Store, Key note, Value expression payload. The next Retrieve uses the same store and key. Transform Message after Retrieve serializes payload as application/json.

Inspect Small_Store in Global Configurations separately from the cache’s private store. Sharing the Object Store connector does not mean these two exercises share their lifecycle.

Object Store provides operations for storing, retrieving, checking and removing small values. In this example Retrieve replaces payload, and the final transform serializes the result as JSON. Use a target when later work needs to retain the incoming message.

A missing key and an unavailable backend are different conditions — the default value should catch only the absence case. A default that also swallows an outage turns a failing store into a cache miss that makes every replica call the upstream at once. The local note is disposable; a request-result ledger or synchronization cursor requires a different retention and failure contract. Absence means different things to those two — a cursor that treats its own disappearance as a first run will replay the whole source, so distinguish initialization from the unexpected loss of a position that was previously established.

Keep recomputation separate from business acceptance

A response cache usually uses time-based eviction and allows recomputation: it may evict an answer precisely because that answer can be produced again. The request-result ledger in chapter 18 remembers a business operation whose side effect must not be repeated merely because a timer expired — a repeated request payload is no reason to create a second order. Caching POST acceptance would erase that distinction.

An error handler inside a cache scope can convert failure into a normal fallback object. That object may then be eligible for caching. Decide explicitly whether not-found results, placeholders or fallback prices may be reused, and retain their meaning in the response. A temporary catalogue outage must not silently become an authoritative zero price.

Object Store operations do not make a multi-operation workflow atomic. Two callers can both observe absence, both call a remote system and both store a marker. A per-key store operation or local lock does not extend across those calls or automatically coordinate independent CloudHub replicas. What to do about that depends on the state: duplicate concurrent computation of an inexpensive catalogue lookup may be acceptable, while a credential refresh or a one-time business effect needs a single owner. Token refresh and synchronization need the additional ownership mechanisms in appendix D.

Try it

1. Detect a cross-tenant leak. Which three requests and observations establish this local cache experiment?

Show answer

Call A twice and B once after reset. Assert A’s 2.5 price, B’s 3 price and two upstream calls. Then invalidate A and require another upstream call on the next A read.


2. Lose the cache. Why may an empty cache trigger more load after a restart?

Show answer

Every arriving lookup may miss before useful entries are rebuilt. Bound aggregate concurrency and test cold behavior; a warm hit ratio says little about the first minute after restart.


3. Forget an order marker. Why can the note store not replace the idempotency transaction?

Show answer

It does not atomically commit the request result with the business order, and its disposable retention permits forgetting. The database constraint and transaction establish a different contract from cached state.


Tenant was a controlled input in this experiment. Before the order service is exposed beyond the local lab, the next chapter makes caller identity and order ownership explicit.
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Know Who May Read the Order


Retailer A’s caller knows the identifier A-1001. So does retailer B’s caller. An identifier is not proof that either caller may read the order. The service must receive a trusted caller identity and use it when selecting business state.

Authentication establishes who is calling under a particular trust contract. Authorization decides what that caller may do. TLS protects a connection and authenticates a peer according to its certificate configuration. Secrets let an application prove its own identity to dependencies. These responsibilities interact, but one does not automatically complete the others. A gateway establishes a trusted caller and enforces broad access rules; the application decides whether that caller may perform this operation on this order.

[image: Established principal: Tenant A: Not a body field. Order query: Tenant AND order ID: Bound parameters. Access decision: Own order: response: Other tenant: 404. The local principal seam tests ownership, not token validation.]

Open this checkpoint in ACB

Stop the previous local application, then use File → Open Folder to open book/checkpoints/23-order-ownership. Open src/main/mule/app.xml and use Flow List to select the named flow for each example. Start the controlled dependency in a separate terminal from the companion root with python3 book/stubs/server.py. Choose Run and Debug → Run Mule Application and wait for deployment. Save canvas edits and use Save and Hot-deploy to Local Runtime before repeating a request.

Run python3 book/run.py verify 23 from the companion root to exercise this running checkpoint with its synthetic fixtures. The verifier supplies requests and checks results; it does not start the ACB application. Keep the editor on this checkpoint while reading a failure so an old deployment cannot supply a misleading answer.

Make the application’s trusted input explicit

Checkpoint 23 provides a synthetic principal from a local property. It exists so ownership can be tested without an identity provider. It is not token validation and must not be copied into a public deployment as an authentication mechanism. Nor should an internal network location become the reason to skip the check — a compromised application inside that network may have exactly the connectivity a legitimate one has.

Example 062 — Supply a local test principal

The complete source is in checkpoints/23-order-ownership/src/main/mule/app.xml.

Choose Flow List → local-test-principal. Its Set Variable has Name principal and Value expression {tenantId: p('local.testTenant')}. The next Flow Reference calls require-tenant.

Open src/main/resources/config-local.yaml in Explorer to find the synthetic tenant setting. This deliberately local principal is a fixture, not a token-validation component.

Example 063 — Require a caller tenant

The complete source is in checkpoints/23-order-ownership/src/main/mule/app.xml.

Choose Flow List → require-tenant and expand Choice. Inspect both rejecting routes: not ((vars.principal.tenantId default null) is String) and isEmpty(vars.principal.tenantId). Each raises APP:UNAUTHENTICATED. The first condition checks type before the later branch uses a string operation.

The entry flow obtains this context before APIkit routes the request. The guard rejects a missing or empty tenant. It does not inspect a client-provided tenant header, query parameter or order body and treat that value as authenticated fact — a caller that can name its own tenant has chosen its own authorization context.

The local service uses retailer A by default. A dedicated diagnostic route calls the lookup with retailer B, and another route supplies no principal. Those fixed test seams let us establish the application’s ownership decision separately from platform authentication.

Example 064 — Read an order within its owner tenant

The complete source is in checkpoints/23-order-ownership/src/main/mule/app.xml.

Choose Flow List → get-order. Set Variable retains vars.principal.tenantId as tenant. The Database Select uses Orders_DB and queries by both ownership and order identity:

SELECT response AS "response" FROM accepted_orders WHERE tenant_id = :tenant AND order_id = :id

Its Input Parameters expression is {tenant: vars.tenant, id: attributes.uriParams.orderId}. The following Choice raises APP:NOT_FOUND when isEmpty(payload). Transform Message reads the retained response as JSON. Inspect the SQL predicate, not just the HTTP route, when reviewing ownership.

The bound query includes tenant and order ID. For the order created by retailer A, the ordinary lookup succeeds and /lab/tenant-b/orders/A-1001 returns 404. Returning not-found avoids revealing another tenant’s order through this endpoint. /lab/anonymous returns 401 from the local principal guard.

A production service may also need subject-level permissions within a tenant. This example defines tenant ownership only; it does not invent roles or assume every user of a retailer may cancel every order. Write that finer rule into the business operation before adding an endpoint, and apply it to updates and bulk paths too: a service that checks ownership on GET and then updates by order ID alone is inconsistent in the direction that costs the most.

[image: Database Select constrains the order by tenant and order identity]

Database Select constrains the order by tenant and order identity.

Replace the local seam with verified claims

The cloud reference project has a gateway-principal subflow and no local-principal fallback. It reads authentication.properties.claims.tenantId, the claim location used by the selected Mule Gateway JWT policy contract. Configure signature validation and required issuer, audience, expiry and tenant claims before trusting that value. A token signed by a trusted provider for a different service carries a perfectly valid signature — a tenantId string inside it is not sufficient by itself.

JWT validation and an OAuth token-provider policy are different integrations. JWT validation checks the signed token and configured claim rules; an OAuth provider policy may involve the provider’s validation protocol and availability. Client ID Enforcement identifies an application under its contract — a person using that application needs a separate identity model — and it does not by itself grant order ownership. Choose the mechanism that supplies the identity the application actually needs.

Test missing, expired, incorrectly signed and wrong-audience tokens, then test a valid identity that does not own the order. Record the selected policy’s actual statuses: even missing-token behavior need not match the application’s own 401 response. JWT validation policy.

Establish server trust with a small TLS application

An HTTPS URL says nothing about which peers a listener actually trusts — only a handshake that fails when it should. The workshop here is deliberately small: one listener with its own key store, and two requests that differ in nothing except whether the client trusts the certificate it is offered.

Example 065 — Trust a local TLS server

Source: platform/tls/src/main/mule/app.xml.

Open book/platform/tls as a separate ACB project and follow its README to generate the disposable local certificate. On the hello-over-tls canvas, select Listener and open its connection: HTTPS, Host 127.0.0.1, Port 18884.

Inspect the TLS context and Key Store configuration: enabled protocols TLSv1.2,TLSv1.3, Type PKCS12, Path server.p12, Password and Key Password changeit for this generated teaching certificate only. The flow’s path is /hello; Set Payload supplies Hello over TLS.

Run this project independently of the orders application. Use the workshop’s certificate-aware curl command below; the trust check is part of the exercise.

The complete workshop supplies a certificate-generation script, POM and descriptor. It creates a disposable PKCS12 identity for localhost and 127.0.0.1, copies that generated file into gitignored application resources for this lab, then listens on 18884. The runtime loads it as the server.p12 resource. Do not package a real private key using this disposable-lab procedure. The demonstration password is intentionally public and must never protect a real service identity.

After packaging and deploying the workshop, run:

curl --cacert "$MULE_HOME/orders-data/server.crt" https://127.0.0.1:18884/hello
curl https://127.0.0.1:18884/hello

The first request explicitly trusts the generated certificate and should return Hello over TLS. The second should reject that self-signed certificate. Using -k would bypass the trust check and defeat the comparison.

This is server TLS. Mutual TLS additionally needs a client trust configuration and tests with trusted, untrusted, missing and expired client certificates. At a platform ingress, identify where TLS terminates and what protects the last connection to the application — the public endpoint and that last hop are two different connections. An HTTPS public URL alone does not establish authenticated client-certificate context inside Mule.

Keep secret delivery separate from source code

The cloud reference uses runtime properties and marks db.password as sensitive in its descriptor and deployment configuration. Secure Configuration Properties is another option: it decrypts packaged encrypted values through an independently supplied key. The secure:: prefix selects that property provider; it does not encrypt a value by itself.

If you choose encrypted files, install the module with its exact dependency, generate ciphertext with matching algorithm/mode/IV settings, and supply the decryption key outside the archive. Appendix B preserves a complete configuration worksheet and the dummy-value tool command. Neither a checked-in ciphertext file nor a masked console view removes plaintext from the running application’s memory, and an environment variable stays readable to processes and operators with sufficient access. Plaintext exists somewhere in the end, because the application has to present real credentials to the dependency’s authentication protocol. What you control is how the secret is delivered and who can reach the runtime.

The application’s own identity is separate again. When the order service calls the catalogue or the warehouse, forwarding the consumer’s token may be wrong: its audience may be the orders API, and the dependency may use a different authorization model altogether. A service credential grants the integration its own permissions, and the original actor is preserved separately, for audit rather than for access.

Rotation involves different objects: a downstream credential, a file-decryption key, and a TLS private key. Changing one does not rotate the others. Verify a fresh outbound connection after credential rotation; an existing pooled connection can conceal a bad new password. Keep an overlap when supported and record which secret version remains valid for rollback. Plan that rollback before the old credential is revoked — a previous archive is only one part of the previous working deployment, and compatible configuration and a live credential complete it.

Try it

1. Use a valid but foreign caller. Why is a valid token insufficient to read A-1001?

Show answer

It establishes an identity under the token policy. The application must still restrict the query to that identity’s tenant and any required subject permissions. Another tenant receives the defined not-found response.


2. Explain the TLS comparison. What does the ordinary curl failure establish that a successful curl -k cannot?

Show answer

It shows the default trust configuration does not trust this disposable identity. The explicit CA request tests the intended trust path; -k skips certificate verification and supplies no such evidence.


3. Rotate and roll back. The old database password has been revoked. Will restoring yesterday’s JAR restore service?

Show answer

Only if compatible configuration supplies a still-valid credential. Artifact rollback cannot un-revoke a password. Retain configuration and secret-version identifiers with the release, without recording secret values.


The application now has a clear caller-context boundary. API Manager can govern the requests that reach it, provided the managed instance is associated with the actual entry flow.
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Govern the Entry to the Service


A policy appears in API Manager, yet a request without credentials still reaches the order flow. The policy listing alone cannot tell us whether the request used the intended deployment, API instance and entry path.

Governance starts by connecting those identities. The contract describes the API; an API instance represents a managed occurrence; the deployed implementation receives traffic. Their names can resemble one another while pointing to different things — and a policy that exists in the control plane has protected nothing until a request has actually crossed a gateway that applied it.

[image: Managed API instance: Contract + policies: Selected environment. Autodiscovery: api.id: orders-api entry. Application: Validated identity: Business ownership. A listed policy is not proof that a request crossed enforcement.]

Review the policy boundary from ACB

Open the companion folder in ACB Explorer, then open book/platform/policies/orders-policy-plan.yaml. Keep the worksheet beside book/platform/cloudhub/src/main/mule/app.xml. In the application canvas, locate the orders-api entry flow and follow its Listener into APIkit Router. In Global Configurations, inspect the API autodiscovery association and its ${api.id} property.

Edit the worksheet as YAML in ACB; it is a planning artifact, not a deployable policy. Installing policies and checking their readiness happen in API Manager in the browser. Record the actual instance and environment there, then return to this worksheet to record each admitted and rejected test. ACB’s local Run button does not install API Manager policies.

Associate the managed API with the entry flow

Publishing the orders API as an asset does not prove that the deployed implementation is protected, and a perfect policy attached to yesterday’s test instance will not protect today’s production listener. Autodiscovery ties the two ends together: the cloud reference declares apiId="${api.id}" and flowRef="orders-api". The property must identify the intended managed instance, and the flow reference must wrap the Listener/APIkit entry through which business requests actually arrive. A separate unprotected listener would provide a bypass even if the managed flow’s policies were correct — from an attacker’s point of view, policies on the advertised endpoint are then optional.

This chapter uses the operator worksheet below. It records decisions and acceptance tests; it is not an API Manager import format or a claim that policies were installed.

Example 066 — Plan the orders policy boundary

Source: platform/policies/orders-policy-plan.yaml.

# Operator worksheet; not an API Manager import format.
apiEntryFlow: orders-api
identity:
  policy: JWT Validation
  signingMethod: RSA
  signingAlgorithm: RS256
  keySource: JWKS
  jwksUrl: https://issuer.example.com/.well-known/jwks.json
  requiredClaims:
    iss: https://issuer.example.com/
    aud: orders-api
    exp: future-instant
    tenantId: authenticated-tenant-id
  claimDestination: authentication.properties.claims
accessTests:
  - valid-token-and-owned-order
  - missing-token
  - expired-token
  - wrong-audience
  - missing-tenant
  - other-tenant-order
  - cold-start-before-policy-ready
  - direct-listener-bypass
quota:
  policy: Rate Limiting
  testAllowance: 3
  windowSeconds: 60
  identity: validated-consumer

A useful deployment record keeps four facts together: application release, target environment, managed API ID and entry flow. When a policy test fails, that mapping is the first thing to inspect. Create or select the versioned API contract and its sandbox instance, associate the deployment and inspect policy readiness. Then add one policy at a time: applying six together destroys the relationship between a change and the outcome it produced. First establish the chosen identity provider and required claims. Next prove that the application receives the expected trusted tenant. Only then key a consumer-specific quota on that validated identity.

The required JWT claims in the worksheet are requirements to configure in the policy/provider integration, not checks supplied by the YAML file itself. Real issuer and JWKS URLs, algorithms and audiences must match the selected provider. The example.com addresses are placeholders.

Distinguish admission from fulfillment

The word SLA reads like a promise about how quickly an order will be finished, and a tier in API Manager is nothing of the kind. An API contract and SLA tier regulate access and usage: a rate allowance does not make the catalogue faster, and it cannot make a warehouse response arrive within two seconds. Acceptance latency and fulfillment age remain separate service measures — when the retailer agreement promises both, both need their own measurement.

A deliberately small allowance — three requests in a minute — makes the boundary easy to observe without a load generator, and a production tier still needs its own capacity justification. Send four otherwise valid calls and record which reached the application. Include timestamps and the validated consumer identity; a status code alone is not enough to explain quota accounting.

Fixed windows can permit a burst near reset. Short-interval spike controls address a different capacity question and may delay requests within bounded policy behavior. They do not create a durable queue. A caller can time out while a delayed POST still progresses, so the idempotency contract remains necessary.

Start the capacity arithmetic at the narrowest dependency rather than at the gateway. For two independent gateway instances, a local allowance of 30 per second each can expose a shared 40-per-second dependency to 60 requests per second. Those numbers illustrate capacity arithmetic, not measured service limits. Establish whether the selected policy supports shared accounting in the actual topology, and include other callers and retries in the budget — the public API is not necessarily that dependency’s only source of work.

Test resource selection and policy interaction

A rule written for /orders may express nothing useful about the /bulk-orders route added three sprints later. The same trap springs again when that route arrives on its own listener: a bulk-import endpoint can then expose business operations outside the policy boundary altogether. A path rule must cover the methods and resources intended to be protected, including root, child and near-match paths, and both the intended match and a near miss are worth testing.

Policy order determines which identity and request shape later rules see. A quota keyed on an untrusted header remains untrusted even if a token check happens afterward. Conversely, a coarse ingress limit can reasonably precede expensive authentication when that is the declared contract.

A policy that rejects everybody passes a negative-only test, so the two kinds of case belong in one suite: an invalid token rejected before business work, and a valid owned request that still succeeds. An HTTP status alone cannot prove the business flow was bypassed either — the flow could have run and returned that same status itself. Use correlated logs or a controlled invocation counter to prove rejected calls caused no business effect.

Operate a policy as a release

A policy change is a production change even though no application archive moves: public status codes, headers and admitted traffic can all shift while the JAR stays byte-for-byte identical. A retailer may have coded its client around the existing headers or error responses, which makes a new quota or token requirement an interface change from that client’s point of view. So the change needs an owner, a review with the affected consumers and a rollback to the previous specific configuration — recorded with the policy versions, parameters, API instance, environment and application artifact.

A protection test run ten minutes after the application started says nothing about the interval while it was starting. Test startup before policy readiness, and test direct attempts to reach the implementation: a healthy warm gateway does not establish that a new replica cannot admit unprotected traffic. Network placement and startup enforcement are part of the same boundary.

When admitted volume falls after a policy change, lower backend error counts may mean protection is working — or that legitimate callers can no longer enter. Compare rejected and admitted traffic, accepted orders and dependency outcomes before declaring improvement.

Try it

1. Find the wrong boundary. API Manager shows enforcement, but anonymous requests succeed. What do you inspect first?

Show answer

Confirm DNS/endpoint and deployment, api.id, managed instance, entry flow, applied policy readiness and resource selection. Then test for a direct listener bypass. Preserve a trace showing whether the business operation ran.


2. Divide a shared budget. Why do two 30-request limits not protect a 40-request dependency?

Show answer

Independent instances can admit 60 in aggregate. Allocate capacity across all callers or use a supported shared limit and test that topology. Include retries and non-API workloads.


3. Undo a bad quota. Why is deleting every policy a poor rollback?

Show answer

It also removes the identity boundary. Restore the previous quota/version while retaining required authentication, then repeat one admitted and one rejected request.



The next chapter carries the application into that environment, with external persistence and explicit deployment configuration.
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Move the Service to CloudHub


A local order remains available because the same runtime can still open the same H2 file. A replacement cloud replica cannot be assumed to inherit that file. Moving the archive is therefore only part of moving the service.

The CloudHub reference project replaces H2 with PostgreSQL and removes the local reset, failure-injection and synthetic-principal routes. It keeps the accepted-order, request-result and outbox-write responsibilities. Those source changes make its requirements concrete; they do not establish a successful deployment or PostgreSQL acceptance run.

[image: Fixed application: Published candidate: Versioned configuration. Cloud runtime: Ingress + policy: Reachable dependencies. External database: Order + request result: Outbox intent. Cloud deployment and PostgreSQL behavior require their own tests.]

Prepare the cloud project in ACB

Open book/platform/cloudhub with File → Open Folder. Use Explorer to inspect README.md, pom.xml, the schema and deploy-inputs.example.properties before opening the application canvas. In Global Configurations, compare the PostgreSQL connection and HTTP Listener with the H2 and loopback connections from the local chapters. Follow orders-api into its acceptance flows; confirm that local reset and synthetic-principal routes are absent.

Use ACB’s integrated terminal for the documented Maven packaging and promotion commands. ACB can offer deployment commands, but this exercise uses the supplied promotion script so the artifact identity and complete property map remain explicit. Packaging is a local preparation step. Exchange publication and deployment require the authorized sandbox described below; a successful editor build does not substitute for them.

Prepare the environment before deploying

You need an authorized Anypoint organization and sandbox, a target with capacity, an available Java 17/Mule runtime image, an API instance, configured identity policies and a reachable PostgreSQL database. Apply the supplied schema through the database’s migration procedure. Provide a catalogue implementing the sample /catalogue response and the chosen service-authentication contract.

The reference uses the same catalogue prices for all tenants. It does not implement negotiated tenant pricing. If that is required, propagate trusted tenant context to an authenticated catalogue contract and test isolation as carefully as the cache exercise did.

The listener binds to 0.0.0.0:8081 so platform ingress can reach it — a listener bound only to loopback can answer perfectly well on the machine itself while refusing everything that arrives from outside it. The local chapters bind loopback deliberately, to keep their diagnostic routes on the development machine. Changing the bind address without removing those diagnostics would expose a different service than intended.

Review the full deployment inputs

Example 067 — Identify a CloudHub deployment

Source: platform/cloudhub/deploy-inputs.example.properties.

# Template only: resolve from your account; no deployment has been performed.
exchange.organizationId=REQUIRED_ORGANIZATION_ID
exchange.repositoryUrl=https://maven.anypoint.mulesoft.com/api/v3/organizations/REQUIRED_ORGANIZATION_ID/maven
deploy.controlPlane=https://anypoint.mulesoft.com
deploy.environment=Sandbox
deploy.target=REQUIRED_TARGET
deploy.application=REQUIRED_UNIQUE_NAME
deploy.runtimeImage=REQUIRED_AVAILABLE_4_12_3_JAVA17_IMAGE
deploy.vCores=REQUIRED_CAPACITY
deploy.apiId=REQUIRED_API_INSTANCE
deploy.catalogueHost=REQUIRED_CATALOGUE_HOST
deploy.dbUrl=REQUIRED_POSTGRESQL_TLS_JDBC_URL
deploy.dbUser=REQUIRED_DATABASE_USER
# Secrets: MULE_CONNECTED_APP_ID, MULE_CONNECTED_APP_SECRET, ORDERS_DB_PASSWORD.
# This file documents inputs; Maven does not automatically load it.

These application-defined names are consumed by the checked-in POM through Maven properties. The .properties file documents the required inputs; Maven does not automatically load it. Supply them through the controlled release job or explicit -D arguments, with secrets supplied through the protected environment.

The POM uses cloudhub2Deployment, pins Mule Maven Plugin 4.10.0 and selects the target, environment, runtime image, Java version and capacity separately. It also declares Exchange distribution management and a complete application-property map. The connected-app identity used to deploy is distinct from the callers’ identities and the database credential.

When a CloudHub redeployment supplies properties or secureProperties, the supplied set replaces existing configured values. Omitting both preserves existing values. This reference chooses a complete set, so a missing database property must be caught before deployment. CloudHub deployment parameters.

Promote a fixed application archive

A second build can resolve different dependencies, or run with different settings, even when the source looks unchanged — so the artifact to promote is the one that passed its tests, with environment configuration injected around it rather than baked into it. CloudHub deployment consumes an application published to Exchange. Resolve the organization’s coordinates and repository endpoint, publish the authoritative candidate, and retain its digest and test evidence. Use the direct mule:deploy goal for promotion of that candidate; a new lifecycle build creates another archive whose identity must be established again.

The companion platform/cloudhub/promote.sh invokes that direct goal and requires the machine-identity and database-secret environment values. It does not publish an artifact, provision infrastructure or configure API policies. Chapter 27 supplies the local validation pipeline and explains the release record that a deployment job must consume.

Check more than process health

Three results are worth keeping apart. Packaging produces the archive; a successful deployment establishes that the archive can start in a particular environment; a successful order through the public endpoint adds evidence that ingress, configuration and downstream access work together. Collapsing them into one green tick is what makes a failed rollout hard to locate — ingress can be entirely healthy while the dependency behind it is unreachable.

First inspect the deployment’s runtime and policy readiness. Then send a controlled owned order through the public endpoint and retrieve it. Test foreign ownership, invalid token, invalid command, repeated command, conflict and a dependency failure. Observe the database independently after the injected failure cases appropriate to that sandbox.

The local H2 tests establish the learning implementation’s behavior on H2. PostgreSQL constraints, driver errors and concurrent claim recovery need their own run. The same SQL intent is not proof of identical error mapping or isolation behavior.

The cloud reference writes outbox intent but does not start a dispatcher. Choose its publication target and ownership topology, deploy that component and test recovery before promising fulfillment. A second intake replica does not elect a dispatcher. Until that path is established, pending outbox age is unfinished integration work that must remain visible.

Diagnose the boundary that failed






























	Observation	Investigate
	Archive does not package	POM, dependencies, plugin/runtime compatibility
	Deployment cannot select target	Machine permissions, environment, capacity, runtime image
	Application starts but ingress fails	Bind address, ingress route, TLS and policy readiness
	Request reaches flow but persistence fails	Database route, trust, credential, schema and driver
	Orders commit but never reach a receiver	Dispatcher ownership, destination, outbox age and acknowledgement


If the application never starts, read the first meaningful startup error rather than the last, because later exceptions are often consequences of a missing property or a failed global configuration. Redeploying the same archive cannot repair a missing secret — and changing the archive and the secret together makes it impossible to say which one repaired the deployment.

A green health route proves only its own path. Use a narrow controlled business request as well, with cleanup appropriate to the sandbox rather than the public diagnostic reset endpoint from the local book. Give that request synthetic data: a smoke check that depends on a real customer’s order staying unchanged will eventually report a deployment failure that never happened. Read the numbers together as well — low latency after a release can mean the new version is rejecting requests immediately, and a low error count can mean traffic never reached it.

Replacement and scaling change state assumptions

A second replica helps only when another instance can do useful work — if both wait on the same unreachable database, a higher count just produces more waiting requests. Capacity planning starts by naming what actually runs out: CPU, heap, connections, downstream throughput or time. Every scheduled or polled activity deserves the same review as the HTTP flows before that count goes up, because if a retry can submit A-1001 twice, scaling should not quietly turn that into two orders.

Local files, caches and runtime queues then belong to their actual lifecycle. Retain authoritative orders, request results, source exports and recovery evidence in services whose durability fits the replacement scenario. A warm local cache test says nothing about a multi-replica cold start.

Runtime Fabric changes which infrastructure and operations the organization owns. The application still needs compatible configuration, reachable dependencies and recovery tests, while the team also owns the selected cluster, network and storage responsibilities. “We have Kubernetes” does not establish that the orders API is reachable there, so the platform team and the integration team need a concrete handoff — who answers when the application is healthy and ingress is not? Neither target removes the business need to distinguish accepted, published and fulfilled.

Try it

1. Replace the replica. Which local state cannot simply be assumed to survive?

Show answer

The local H2 file, diagnostic files, transient VM messages and in-memory caches. Authoritative business state and replay evidence need persistence outside the replaced instance’s lifecycle.


2. Supply half a property map. Why is preserving yesterday’s database password not a safe assumption?

Show answer

Supplying a CloudHub properties or secureProperties set replaces the configured set rather than merging omitted values. Provide a complete versioned configuration or intentionally manage the whole configuration externally.


3. Read a green deployment. What remains unproved when the app starts but no outbox dispatcher exists?

Show answer

Publication and downstream progress. Intake can commit pending intent while nothing delivers it. Deploy and test a declared dispatcher/receiver path before promising fulfillment.
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Investigate an Unfinished Order


A caller reports that A-1001 was accepted, but the receiving system has no visible notification. A successful HTTP response narrows the investigation: it does not identify the last durable transition.

The application already has three places to look: the accepted order and request result, its outbox record, and the controlled receiver’s event identity. Logs connect those states to an execution. They should describe the transition that actually occurred.

[image: Execution log: Correlation ID: Accepted or replayed. Sender state: Order + event identity: Pending or sent. Receiver state: Recorded effect: Repeat recognized. Pending publication can coexist with a committed receiver effect.]

Open this checkpoint in ACB

Stop the previous local application, then use File → Open Folder to open book/checkpoints/26-order-investigation. Open src/main/mule/app.xml and use Flow List to select the named flow for each example. Start the controlled dependency in a separate terminal from the companion root with python3 book/stubs/server.py. Choose Run and Debug → Run Mule Application and wait for deployment. Save canvas edits and use Save and Hot-deploy to Local Runtime before repeating a request.

Run python3 book/run.py verify 26 from the companion root to exercise this running checkpoint with its synthetic fixtures. The verifier supplies requests and checks results; it does not start the ACB application. Keep the editor on this checkpoint while reading a failure so an old deployment cannot supply a misleading answer.

Log after the decision becomes durable

Logging every processor produces a long narrative that may still never record the decisive fact. What an investigation needs is a small number of meaningful transitions, each describing something the application actually knows — an attempted operation and an acknowledged one have very different evidential value. A line written just before a database insert can honestly claim only that a commit was attempted; calling it committed manufactures false evidence the moment that insert fails.

Example 068 — Log committed acceptance or replay

The complete source is in checkpoints/26-order-investigation/src/main/mule/app.xml.

Choose Flow List → create-order. The first Set Variable retains vars.principal.tenantId as tenant; Flow Reference calls accept-once. Select the Logger after that reference. Category is book.orders, Level is INFO, and Message is this expression:

write({event: if (vars.httpStatus == 201) 'order.accepted' else 'order.replayed',
       stage: 'committed', correlationId: correlationId,
       orderId: vars.result.orderId, tenantId: vars.tenant},
      'application/json', {indent: false})

The logger follows accept-once. A new successful commit returns 201 and produces order.accepted; a recorded repeat returns 200 and produces order.replayed. The event carries stage committed, correlation ID, order ID and tenant ID. It does not label validation as acceptance.

Correlation ID identifies an execution. Order ID identifies the business object within a tenant. Event ID identifies the notification that may be delivered several times. Keep all three meanings clear; replacing them with one generic id makes repeated requests difficult to explain. They also have different lifetimes — a caller that retries the same create-order operation produces two correlation IDs and one order.

Avoid full payloads and credentials in ordinary logs. An order log needs an internal identifier, a stage, an outcome and a correlation ID — it rarely needs a shipping address, a payment credential, an Authorization header or a full customer response. A controlled source/recovery store can retain sensitive evidence under appropriate access and retention, while logs carry the minimum identity needed to find it. A correlation value supplied by a caller also needs validation or controlled treatment before becoming trusted operational metadata.

Example 069 — Configure bounded local application logs

Source: checkpoints/26-order-investigation/src/main/resources/log4j2.xml.

Open src/main/resources/log4j2.xml in ACB Explorer. Log4j configuration is edited as text; it is not a flow on the canvas. Inspect this bounded rolling-file configuration:

<?xml version="1.0" encoding="UTF-8"?>
<Configuration status="WARN">
  <Appenders>
    <RollingFile name="Orders" fileName="${sys:mule.home}/logs/orders-learning.log"
        filePattern="${sys:mule.home}/logs/orders-learning-%i.log">
      <PatternLayout pattern="%d{ISO8601} %-5p [%t] %m%n"/>
      <Policies><SizeBasedTriggeringPolicy size="10 MB"/></Policies>
      <DefaultRolloverStrategy max="3"/>
    </RollingFile>
  </Appenders>
  <Loggers>
    <Logger name="book.orders" level="INFO" additivity="false"><AppenderRef ref="Orders"/></Logger>
    <Root level="INFO"><AppenderRef ref="Orders"/></Root>
  </Loggers>
</Configuration>

The dedicated category writes to orders-learning.log in the isolated runtime, rotates at 10 MB and retains three rolled files. Those are teaching defaults, not a retention policy for a regulated service. Platform collection and retention require their own configuration; a local rolling file does not automatically become an Anypoint Monitoring dashboard.

[image: Logger records acceptance or replay after the acceptance flow returns]

Logger records acceptance or replay after the acceptance flow returns.

Follow one failed publication

Run the checkpoint verification, or repeat the outbox lost-response scenario manually. Find the order’s committed record, then its pending event and the receiver row. A pending sender flag alongside a committed receiver effect is consistent with a lost acknowledgement. It is not evidence that the receiver did nothing.

Replay through the dispatcher with the same event identity. Then read sender and receiver state again. The recovery should explain both why another attempt was needed and why that attempt did not create another local effect.

If no accepted-order row exists, investigate the request before publication: contract rejection, principal failure, catalogue failure or rolled-back persistence. If the order exists but no outbox row exists in this edition’s transaction, investigate schema/version mismatch or an implementation defect. The transaction contract makes that combination unexpected. Throughout, treat a missing log line as ambiguous: the execution may have failed before it ever reached that logger.

Measure work as well as requests

Request latency, error rate and admitted volume explain the synchronous interface. Pending count and oldest age explain unfinished publication. Receiver failures, retries and duplicate recognitions explain delivery pressure. A mean can stay comfortable while a handful of orders wait forever, and ten events stuck for an hour are worse than ten thousand draining in a minute — a backlog count alone cannot tell those apart, which is why the oldest age and the relation between arrival and completion belong beside it. Retain distributions and identities for the oldest unresolved work.

Order and correlation identifiers create a new series for every execution, so they belong in logs and traces rather than in metric dimensions. Keep those dimensions bounded: environment, operation, outcome class and a short list of dependencies.

Runtime Manager answers deployment and process questions. Monitoring facilities, logs and dependency telemetry answer execution and service questions. Available features and retention depend on the account and target; design the operating procedure around what is actually collected, not a screenshot from another subscription.

Business counts need the same care, because a burst of client retries can look like a sudden increase in sales. Count completed orders after the durable commit boundary, and decide whether a replay that returns an existing order increments that count — the operational event counter and the unique-order counter answer different questions.

A service-level objective needs a start and finish. “Accepted within two seconds” starts at admitted request and ends at the durable acceptance decision. “Published within a minute” ends at the defined receiver/broker acknowledgement. Neither is a promise of final warehouse fulfillment unless that final state is measured too.

Give an alert a next action

An alert that says “CPU high” leaves the operator to invent its meaning at three in the morning. An alert for old pending events should name the service, environment, oldest age, failure category and owning runbook — a count with no owner is a notification without a recovery action.

For a replica failure, the first question is whether the order committed before the response was lost, and restarting the application again cannot answer it. Establish whether authoritative state is external and intact. Restore processing capacity, inspect unresolved events, then replay through the stable identity boundary. Do not reset the database to make the dashboard green. If the receiver outcome is uncertain, reconcile or repeat idempotently before clearing pending state.

For a policy failure, compare admission and rejection with a known good request. For a credential failure, establish a fresh connection after repair. For a bad release, use the recorded artifact/configuration pair rather than rebuilding a branch and guessing which values were active.

Try it

1. Name the event honestly. Why does order.accepted belong after accept-once rather than after request validation?

Show answer

Validation establishes eligibility, not durability. The acceptance event describes a committed order and recorded result. A replay receives its own event name so request count is not confused with newly accepted order count.


2. Investigate one old event. Sender state says pending; the receiver has the event row. What is a plausible failure and safe next step?

Show answer

The receiver may have committed before its acknowledgement was lost. Repeat or reconcile using the same event identity, then verify the sender flag and receiver effect count. Do not assume pending means no effect.


3. Interpret green process health. Which measure exposes a dispatcher that is alive but makes no progress?

Show answer

Oldest pending age and successful completion rate, considered with dependency failures and workload arrival. A process health endpoint can remain green while unfinished work ages indefinitely.


The local log and state checks are executable. Platform dashboards, alert delivery and an operator rehearsal remain deployment-specific work. The next chapter retains evidence of what was tested and which bytes were released.
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Release the Bytes You Tested


The orders release passed its tests in staging. Production was then built from the same Git tag, with a different Maven profile that filtered a properties file into the archive. When the warehouse host turned out to be wrong, the team could name the commit but could not say which bytes had passed the tests.

Two archives built from the same commit can contain different bytes — archive timestamps, resource filtering and resolved dependencies all matter. A release needs the identity of the tested file, not just a source branch name.

The companion now includes a validation workflow. It checks the example catalogue, runs the actual lesson MUnit suites, requires their reports, packages the recovery candidate and records a digest. It has no deployment credentials and performs no platform publication.

[image: Validation: Assertions + reports: Required evidence. Candidate archive: SHA-256 digest: Fixed coordinates. Promotion: Same artifact: Target configuration. Rebuilding the same source does not establish identical bytes.]

Review a release from the editor

Open the companion root in ACB Explorer and inspect the pipeline file referenced in Example 070. Use the integrated terminal for its local verification commands. The ACB Testing view is useful while changing a flow; the pipeline repeats those tests without an interactive editor and retains reports with the candidate artifact.

Before packaging, save all modified canvas components and inspect the source-control diff. ACB serializes the visual changes into the application source. Include those changes, resources, dependencies and the version manifest in the release input; a screenshot cannot rebuild an application. When comparing a rollback candidate, use Explorer’s Select for Compare / Compare with Selected on configuration files and the recorded artifact digests, then follow the controlled promotion procedure below.

Inspect the executable validation job

Every stage of a release should be able to say what it proved — and keep the report that supports the claim. This one is deliberately modest, and saying so plainly is part of what makes it useful.

Example 070 — Validate the companion in CI

Source: ../.github/workflows/book-validation.yml.

name: Book companion validation
on:
  push:
    paths: ['book/**', '.github/workflows/book-validation.yml', 'settings.xml']
  pull_request:
    paths: ['book/**', '.github/workflows/book-validation.yml', 'settings.xml']
  workflow_dispatch:
permissions:
  contents: read
jobs:
  validate:
    runs-on: ubuntu-latest
    steps:
      - uses: actions/checkout@v4
      - uses: actions/setup-java@v4
        with:
          distribution: temurin
          java-version: '17'
          cache: maven
      - uses: stCarolas/setup-maven@v5
        with:
          maven-version: 3.9.4
      - name: Check catalog and complete sources
        run: python3 book/check_catalog.py
      - name: Run the actual lesson MUnit suites
        run: |
          python3 book/run.py test 6
          python3 book/run.py test 10
          python3 book/check_reports.py
      - name: Package the recovery candidate
        run: |
          python3 book/run.py package 30
          python3 book/release_digest.py book/checkpoints/30-recovery-capstone/target/orders-learning-2.0.0-mule-application.jar
      - name: Retain evidence
        if: always()
        uses: actions/upload-artifact@v4
        with:
          name: book-validation-evidence
          if-no-files-found: error
          path: |
            book/checkpoints/06-first-tests/target/surefire-reports/
            book/checkpoints/10-enrichment-tests/target/surefire-reports/
            book/checkpoints/30-recovery-capstone/target/*.jar
            book/actual/release.json

The workflow uses Java 17 and Maven 3.9.4, matching the local build. It calls the same helper commands a reader can run. The chapter 6 suite checks greeting and arithmetic; the chapter 10 suite tests targeted enrichment. Those are deliberately small lesson tests. The independent HTTP checks exercise the complete local application and its real H2, file, queue and cache boundaries. A mocked dependency verifies the flow’s reaction to a convenient object — it cannot verify connector authentication, TLS trust, database driver behavior or broker acknowledgement.

The workflow does not start a licensed standalone runtime or claim that packaging the capstone reruns its integration matrix. A production release gate must execute its required integration and deployed acceptance stages under the appropriate runtime/account entitlement. Keeping that distinction visible prevents a green unit-test job from inheriting unrelated local evidence.

Example 071 — Reject missing or empty test evidence

Source: check_reports.py.

#!/usr/bin/env python3
"""Fail if required lesson MUnit reports are absent, empty or failing."""
from pathlib import Path
import xml.etree.ElementTree as ET
B = Path(__file__).resolve().parent
for folder, minimum in [('06-first-tests', 2), ('10-enrichment-tests', 1)]:
    reports = list((B / 'checkpoints' / folder / 'target/surefire-reports').glob('TEST-*.xml'))
    assert reports, f'No MUnit reports for {folder}'
    counts = dict(tests=0, failures=0, errors=0, skipped=0)
    for report in reports:
        root = ET.parse(report).getroot()
        for key in counts:
            counts[key] += int(root.get(key, '0'))
    assert counts['tests'] - counts['skipped'] >= minimum, (folder, counts)
    assert counts['failures'] == counts['errors'] == counts['skipped'] == 0, (folder, counts)
    print(folder, counts)

A successful process exit can occur with tests skipped, or with no matching suites at all — which is where an exit code stops being evidence. This check requires report files, the expected minimum executed counts, and zero failures, errors or skips. It preserves the reason to fail even if a JAR was created.

The report gate itself should fail when a report is absent, empty, failing or entirely skipped. The local verification record includes those negative controls. GitHub-hosted execution is a separate result: checking in a workflow and running its commands locally does not prove that a remote runner has completed it.

Give the archive an identity

Example 072 — Record a candidate digest

Source: release_digest.py.

#!/usr/bin/env python3
"""Record the exact candidate bytes without rebuilding them."""
import hashlib, json, subprocess, sys
from pathlib import Path
B = Path(__file__).resolve().parent
artifact = Path(sys.argv[1]).resolve()
assert artifact.is_file(), artifact
record = {'artifact': artifact.name, 'sha256': hashlib.sha256(artifact.read_bytes()).hexdigest(),
          'commit': subprocess.check_output(['git', 'rev-parse', 'HEAD'], cwd=B, text=True).strip(),
          'runtime': '4.12.3', 'javaMajor': 17,
          'sourceWorktreeDirty': bool(subprocess.check_output(['git', 'status', '--porcelain'], cwd=B, text=True).strip()),
          'boundary': 'local candidate; not Exchange publication or cloud acceptance'}
(B / 'actual').mkdir(exist_ok=True)
(B / 'actual/release.json').write_text(json.dumps(record, indent=2) + '\n')
print(json.dumps(record, indent=2))

The script hashes the actual archive and records the source commit and runtime boundary. It does not rebuild. A friendly release name proves nothing about identity — the digest is what connects a deployed file to the tests it passed. Retain that record with the test reports and the archive. Before a deployed candidate is accepted, add its environment configuration version, secret-version identifiers, policy versions and smoke-test evidence.

The historical companion also recorded two offline rebuilds under Mule Maven Plugin 4.10.0 with different SHA-256 digests. That observation belongs to those old builds; it is not a reproducibility measurement of this new checkpoint. It is one concrete reason the release procedure consumes a fixed file.

Publication and promotion are different jobs

A promotion job can accidentally rebuild the artifact it was meant to deploy, which is the whole reason the difference between a lifecycle phase and a plugin goal is worth knowing. An authoritative release build can run tests and publish fixed coordinates to Exchange. Fetch those coordinates back and compare the digest before staging. Production then uses the same published release with its own complete configuration, through the direct deployment goal from chapter 25.

mvn clean deploy invokes lifecycle phases, including the build and bound tests. mvn mule:deploy invokes a plugin goal. The similar word does not make them interchangeable: a promotion job must not accidentally rebuild the candidate whose evidence it was approved to consume. Maven lifecycle.

Revoking a build runner should not require rotating every business client, so publication and deployment get a controlled machine identity of their own, with the required environment permissions and nothing beyond them. Pull-request validation has no need for production credentials. Masking in logs is a backstop — not disclosing the value at all is the control that works — so keep private Maven settings outside retained artifacts and avoid printing effective configuration with secrets expanded.

Rehearse restoration before calling it rollback

Rebuilding an old tag during an incident reintroduces dependency resolution and packaging uncertainty exactly when there is no time for either. “We can rebuild the old branch” is a weaker position than holding the previous archive, because it leaves rollback dependent on repositories, credentials and build tools being available during the outage. So retain that previous compatible artifact and its complete configuration, and confirm that both releases can read the schema and consume the event versions present during rollout. Database migrations and already committed effects are not reversed by copying an older JAR.

In a sandbox, introduce a dependency endpoint failure after deploying a candidate. Stop promotion when the declared failure rate or oldest-pending-age condition is reached. Restore the previous artifact/configuration pair, then process the pending synthetic event through its idempotency boundary. Record the receiver effect count as well as restored process health.

A revoked credential can make the old configuration unusable. A new event schema can make an old consumer unable to drain the queue. Plan compatibility and secret rotation with the rollback window, rather than discovering these dependencies during an incident. And when a release does fail, preserve the evidence before retrying: deployed artifact identity, effective configuration version, platform events, sanitized logs and the first failing correlation ID. A second deployment should test a specific explanation rather than erase the first attempt.

Try it

1. Hide a report. Why must the release gate fail when Maven succeeds but no required test report exists?

Show answer

The required evidence is missing. Packaging success cannot establish that the intended suites ran. Restore the report path or test selection, then rerun the gate.


2. Rebuild for production. What breaks the argument that staging tested the production artifact?

Show answer

A rebuild creates a new archive. Even equal source does not establish equal bytes or configuration. Promote the retained published candidate and compare its digest instead.


3. Restore a working release. Which state remains changed after artifact rollback?

Show answer

Committed database/receiver effects, message delivery history, dead-letter state and external actions remain. Compatible configuration and live credentials must be restored separately, and unresolved work still needs reconciliation or safe replay.
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Decide Where an API Boundary Belongs


Mobile, web and a partner portal now need order status. Each could query the database and translate backend status codes independently, but three copies of that knowledge will drift. The application we built gives us a concrete place to ask which responsibility deserves an API boundary.

The expensive duplication is not the database connection. It is the business knowledge copied around it. A network boundary is useful when it contains a reason to change, an ownership rule or a reusable business capability. The cost is another interface somebody must own, together with the latency, deployment work and failure modes that arrive with it. A three-box diagram is not a requirement to deploy three services.

[image: System facts: Backend translations: Stable meanings. Business capability: Combine known facts: Partial-failure policy. Consumer view: Permitted fields: Useful presentation. Add a network boundary when its ownership benefit earns the cost.]

Trace a boundary in ACB

Open checkpoint 30-recovery-capstone for this design exercise. Use Flow List to locate create-order, accept-once, the catalogue requester and the dispatcher. Follow each Flow Reference using its configured Name. Draw the proposed service boundary around the responsibility, then identify every variable, payload field and error currently crossing those references.

Open the design artifact in Example 073 in the text editor alongside the canvas. Turning a subflow into a separate service requires an explicit request, response, identity and failure contract; it is not a canvas move. Keep the executable local checkpoint intact while comparing the proposed deployment boundaries.

The mess a boundary should remove

The first direct integration can be perfectly reasonable. One team needs one report, the database contract is stable, and the result has one consumer. Adding three independently deployed APIs before the first requirement is understood can produce more operational work than useful isolation.

The warning sign is knowledge spreading across consumers. The mobile team learns that ST=40 means handed to carrier. The partner team learns that cancelled orders remain in a different table. The web team adds a fallback when the shipping system has no tracking record yet. Soon the system is governed by duplicated interpretations rather than a shared contract.

Direct connections also multiply faster than a team expects. Ten systems wired to each other have 45 possible pairs, 10 × 9 / 2 — an upper bound for an undirected, fully connected network rather than a prediction that any company has exactly that many integrations. The arithmetic matters because every one of those connections carries the same decisions. The CRM calls a customer C-42 while the warehouse knows the same person as ACCOUNT_907. One endpoint reports an absent record with HTTP 404; another returns HTTP 200 containing an error object. Each direct integration learns those differences independently, and each one learns them slightly differently.

Putting a box marked “middleware” between the systems does not by itself fix that. If the box forwards every private schema and exception, its consumers remain coupled to the database behind it, and you have added a hop without moving a decision. The useful boundary is a contract with an owner — what requests are accepted, what responses mean, and which changes preserve compatibility. Reuse reduces the number of places that must understand a system; it does not remove the system’s complexity.

An Orders System API can own the translation from database records to order facts. An Order Status Process API can combine those facts with shipment information. An experience-specific interface can decide which fields a particular caller receives. Those are different reasons to change, even if an early implementation keeps some responsibilities in one deployable application.

Boundaries belong where ownership and behavior actually divide. Creating an API called orders-process-api does not make its contract reusable if every field is named after a mobile screen. Conversely, a direct call to a stable managed backend API is not automatically an architectural failure — MuleSoft’s own simplification guidance allows reducing layers when a separate interface adds no useful responsibility. Simplifying accelerator assets.

Three layers, three jobs

A System API protects consumers from the details of a backend. It can translate identifiers, expose supported operations, normalize source-specific errors and enforce access to that system. It should not promise that every backend replacement is invisible — it promises an interface whose compatibility the owner can test.

A Process API expresses a reusable capability. An order-status capability might reconcile order and shipping facts into a coherent view. An order-fulfillment capability might coordinate inventory, payment and dispatch. It owns the policy that crosses systems, rather than the presentation of one screen.

An Experience API adapts a capability for a consumer or channel. The mobile response might omit a large event history. A partner response might expose only permitted fields. The experience boundary is useful when the consumer’s pace of change, access model or payload needs justify it — these are architectural responsibilities, not Mule processor types. MuleSoft’s API-led model.

The reference model does not require every request to traverse exactly three network hops. A consumer can use a suitable System API directly, or a Process API can serve multiple consumers without another adapter. What matters is whether its contract already meets those consumers’ needs without mixing incompatible responsibilities. API-led integration patterns.

The knowledge owned by each layer gives you a practical review test: the Orders System API knows the source’s status mapping, the Process API knows how to handle an order without a shipment, and the mobile adapter knows which labels and fields the app needs. If two layers both determine whether an order may be cancelled, that rule has no clear owner.

Keep status reading distinct from order acceptance

The running service accepts A-1001 and can retrieve its recorded acceptance. It has no carrier integration or shipped-state lifecycle. The following design fixture uses another identity so a proposed status capability cannot be mistaken for observed output from the acceptance checkpoint.

Example 073 — Design a partial order-status response

Source: workshops/architecture/status-view.json.

{
  "orderId": "STATUS-2001",
  "tenantId": "retailer-a",
  "orderStatus": "SHIPPED",
  "shipment": null,
  "shipmentAvailable": false
}

STATUS-2001 is a hypothetical already shipped order whose carrier lookup is unavailable. The Process API retains the known order fact and marks the unavailable shipment explicitly. An informational screen can explain that absence — a service selling a guaranteed delivery date may instead need to fail, because the missing fact is required for its decision.

A missing order is a different case, and the contract has to keep it different. Returning an empty order with shipmentAvailable: false would confuse “the order does not exist” with “the carrier is down,” and no consumer can separate those two from the fields alone. A shared API earns reuse only if consumers can interpret its failures as reliably as its successes.

A separate API requires a real call

The flow-ref in chapter 5 only invokes another flow inside the same Mule application — naming a subflow orders-process-api does not grant it independent deployment or a separate owner. A capability that really is deployed on its own needs a network contract, authentication, a timeout and an error mapping, and each of those is a decision the drawing does not make for you.

Capture required identifiers before an HTTP Request replaces the message, use the requester’s URI-parameter map, and adapt the returned contract rather than reaching through it for a backend-specific column. If the transform on the far side needs payload.legacy_status_code, the boundary is leaking: that transform should adapt the Process API’s contract instead of inspecting its database-shaped internals. The target and attribute lessons in chapters 9–10 apply unchanged.

Time budgets cross layers

An extra API hop consumes time even when its code is small. Suppose the screen has an illustrative end-to-end budget of two seconds. Giving the Experience API, Process API and both dependencies a two-second timeout does not create a two-second journey. Sequential waits can add up, and retries can spend the budget again.

Instead, allocate the budget through the call graph: reserve time for local processing and response transmission, then give downstream calls a smaller remaining window. A dependency needed only for an optional shipment section should not occupy the entire order-view budget. The precise numbers require measurement against real traffic and failure behavior; the example budget is a design exercise.

Independent reads can sometimes run concurrently. That reduces the sum of waits toward the slower wait, but it introduces a join policy — what happens if one result is missing or failed? Parallelizing the calls without designing that policy merely moves the ambiguity into a Scatter-Gather error handler.

If the Experience API retries the Process API while the Process API retries the carrier, one customer action can multiply outbound requests — and during a dependency outage that amplification is what makes recovery harder. Give retries one clear owner at the point where the operation’s safety and remaining time are understood, and record enough context to distinguish original attempts from retries.

Ownership is part of the interface

A reusable Orders API needs an owner who can answer a compatibility question and an operational question. Who approves a new status value? Who responds when the API meets its own response time but returns stale data? Who announces a planned source migration? Write those responsibilities beside the contract.

A catalog entry with no owner, no support path and no version policy is discoverable code, not a dependable service. Exchange can publish a versioned asset, but the team still has to define the meaning and support expectations of that version.

Version the API contract separately from the deployment artifact. A patch to logging can change the JAR without changing the API’s major version. Removing currency, renaming orderId or changing a field from number to string can break callers even if the endpoint path remains /v1. Compatibility is about observable behavior, not the size of the code diff.

Adding a response enum value is a particularly useful review case. The provider sees an additive change; a consumer with an exhaustive switch sees a new branch it cannot handle. Decide whether the contract promises a closed set or allows unknown values, and give consumers an example of the intended fallback. Independent deployment requires an agreement about such changes.

Reuse can move the bottleneck

A shared Process API centralizes useful behavior, but it also concentrates traffic. Imagine the mobile app requests status every few seconds while a partner launches a bulk reconciliation. Both now compete for the same downstream capacity. Reuse has increased the importance of admission control, quotas and fair resource use.

Separate interactive and bulk workloads when their budgets differ. The status screen needs a prompt answer; the partner import may accept an asynchronous job and progress report. Making both use the same synchronous endpoint can let a large batch consume connections needed by customers.

A cache shared across customers without the relevant access context can expose another customer’s data. So caching needs an owner too, and a cached order-status result must identify the freshness it promises and respect the caller’s authorization context. Even a correctly isolated cache can produce business errors if a cancelled order remains visible as shippable beyond the agreed freshness window.

A canonical model can help several consumers agree, but an enterprise-wide object with hundreds of optional fields often couples everyone to everyone else. Prefer a bounded order-status contract whose fields have clear meanings. Add a separate capability when a requirement changes the meaning of the resource, rather than turning every field into an optional escape hatch.

Layering does not grant authorization

An Experience API may authenticate a mobile customer, but the Process API still needs an intentional trust model. An incoming customerId query parameter is not proof of customer identity. A System API exposed to other internal applications cannot assume every caller has performed the same authorization check.

Carry authenticated context through a controlled mechanism, validate caller identity at each exposed boundary as required, and decide which service enforces order ownership. Gateway policies can enforce transport-level access rules, while application logic decides whether the authenticated caller may read A-1001. Keeping those decisions distinct prevents a valid client credential from becoming permission to read every customer’s order.

Similarly, “internal” is a deployment classification, not a complete security design. An API may be reachable only through a private network and still require per-client authorization, quotas and audit evidence. The identity and governance chapters covered those implementation choices — the architecture should already name who is trusted to assert what.

Test the boundaries before multiplying them

Each layer’s test has its own job. A contract test for the Orders System API should keep passing when the database adapter changes. A Process API test arranges order and shipment facts, then asserts their combination and partial-failure policy. An Experience API test checks the permitted fields and consumer-specific shape.

The three suites still leave a gap. If every layer mocks the layer below with a fixture copied months ago, all three suites can pass while the deployed chain fails. Add a small integration test that uses the actual published contract version, and make contract examples part of provider validation. Mocks accelerate development; they do not prove agreement indefinitely.

For a backend migration, compare old and new adapters on representative cases: absent order, cancelled order, multiple shipments, unknown status and a total with its currency. Investigate differences before switching traffic. A field-by-field comparison is useful, but compare meanings too — such as the moment an order becomes cancellable, because a stable JSON shape can hide a changed business rule.

The architecture is ready to expand when these boundaries make a real change cheaper. Start with the narrowest capability whose ownership and consumers you understand, then add another deployment boundary when its benefits outweigh its latency, operating cost and coordination work.

Try it

1. Two consumers, one contract. Must mobile and web have separate Experience APIs when their data, permissions and release needs match?

Show answer

No. Keep one owned contract if it serves both coherently. Add a boundary when independent presentation, access or change requirements justify its network and operating cost.


2. Carrier unavailable. When is Partial order-status response acceptable, and when is it unsafe?

Show answer

It can support an informational screen that explicitly shows unavailable tracking. It is unsafe as evidence for a guaranteed delivery promise whose required carrier fact is missing.


3. Same fields, changed meaning. A backend changes SHIPPED from handed-to-carrier to label-printed. Which test should detect the break?

Show answer

A System API semantic contract/migration test using both lifecycle states. Schema equality cannot establish equal meaning. Translate the new backend value or deliberately version the changed promise.
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Put a Gateway in the Request Path


Orders runs in Mule, inventory runs in Java, and delivery estimates come from another team’s service. All three need authentication, traffic limits and a consistent public entry point, and reimplementing those controls in each service creates three places for the same policy to drift. They can share an entry policy without sharing an integration runtime: a separate gateway places that policy boundary in front of several implementation technologies.

Enforcing the policies in one place also puts another component in the request path, with its own configuration, certificates and failure modes. That boundary has a blast radius — a bad listener or authentication-policy change can affect several services even when their own deployments remain healthy. A separate gateway earns its place when several services need the same boundary and one team can own it, so the question worth asking first is where enforcement should run and who is allowed to change it.

Mule Gateway provides enforcement embedded in Mule. Omni Gateway is an independently operated, Envoy-based gateway for Mule and non-Mule services — its version and the Mule runtime’s are chosen independently. It does not execute the order application’s Mule archive or replace its database transaction and recovery logic. Gateway comparison.

For the orders API alone, embedded enforcement can mean fewer separately operated components: no self-managed gateway fleet exists simply to reach one Mule endpoint. The mixed orders, inventory and delivery estate is what makes the separate process attractive, because it supplies a common network boundary without requiring the Java inventory service to become a Mule application.

The technical interfaces still use names such as flexctl and mulesoft/flex-gateway. Omni is the product name used by the pinned gateway edition; changing those interface strings to match it would produce different, unsupported commands.

[image: Client: Host port 18880: /api/orders/A-1001. Omni route: Local Mode config: Method quota. Mule upstream: Host port 18881: Same request path. The route declares no path rewrite and no caller authentication.]

Keep the gateway configuration beside the application

In ACB Explorer, open book/platform/omni and its README. Inspect the route and policy YAML files named below using the text editor. Omni is a separate process: these files do not become Mule flow components, and ACB’s Run Mule Application command does not start a gateway.

Keep the orders application’s Listener settings visible while reviewing the upstream address and path. Run the documented gateway commands in a separate terminal only after satisfying its registration and runtime prerequisites. Retain the generated registration material outside shared source and screenshots. The exercises below distinguish the configuration to review from gateway behavior that still needs an environment test.

Choose who owns route configuration

Suppose the orders route lives in API Manager and someone adds a local ApiInstance file expecting it to override that route. The result is an uncertain deployment, and the mode is the decision that prevents it. Connected Mode obtains API and policy configuration through Anypoint’s control plane. Local Mode uses declarative gateway resources maintained by the operator’s configuration workflow. Both require registration. Mode describes configuration ownership; standalone, ingress, egress and sidecar describe placement — keep those two decisions separate.

Which mode suits you follows from who should hold the route. Connected Mode suits a team whose API operators manage instances and policies centrally, and Local Mode suits a team that wants routing and policies delivered through its own configuration pipeline. The route below is Local Mode, in one visible file, so the first gateway request does not require learning two sources of configuration at once; Appendix D preserves the Connected Mode procedure as a separate workshop.

Register before starting the gateway

Registration and startup are separate operations — creating the identity does not launch the process. Use a fresh private registration directory and an authorized gateway registration identity for the selected organization/environment. Follow the pinned version’s Local Mode registration procedure and retain registration.yaml as secret material: it carries identity, which is why the application repository ignores that file rather than treating it as an ordinary route to commit.

The companion README gives the Docker startup command and required mount. In the Docker Desktop lab, port 18880 on host loopback maps to gateway port 8080. The upstream is the host’s checkpoint on port 18881. Other container environments need an explicit supported host/network route; localhost inside a container refers to that container.

Example 074 — Route the known orders API through Omni Gateway

Source: platform/omni/orders.yaml.

apiVersion: gateway.mulesoft.com/v1alpha1
kind: ApiInstance
metadata:
  name: local-orders
spec:
  address: http://0.0.0.0:8080
  services:
    orders:
      address: http://host.docker.internal:18881/
      routes:
        - rules:
            - path: /api/orders(/.*)
  policies:
    - policyRef:
        name: rate-limiting-flex
      config:
        rateLimits:
          - maximumRequests: 5
            timePeriodInMilliseconds: 60000
        keySelector: "#[attributes.method]"
        clusterizable: false
        exposeHeaders: true

The route selects /api/orders and its child paths. It forwards the same path to the upstream; no strip-prefix or rewrite is implied. A request for /api/orders/A-1001 should therefore reach the endpoint already implemented by the companion. /lab/ diagnostics must remain unmatched.

A rate limit is easy to add and easy to misinterpret. The policy here supplies a small five-request, one-minute quota keyed by method, per replica, which is useful for observing a limit with a few calls. It is not a per-consumer allowance, and this route does not authenticate callers. For a production contract the identity comes before the number, because a group keyed by something the caller controls lets the caller create new groups by changing it. Replica count matters for the same reason: if two replicas each accept five requests, the pair is not enforcing a five-request ceiling.

Keep the experiment on loopback. Network access is what completes an enforcement boundary — if a client can call the unprotected orders service directly, gateway policy is optional from that client’s point of view. Before a public deployment, configure the chosen identity policy, upstream trust and network controls and repeat their acceptance matrix.

The source is a complete Local Mode API resource, but registration, startup, policy version resolution and traffic have not been run for this edition. A mounted YAML file is evidence of intent; traffic through the intended enforcement path is evidence of behavior, so review resource acceptance in the gateway logs before believing the route exists. Local configuration reference.

Trace one request through the new hop

A response arriving through a new hop has two possible authors, and a 5xx alone does not identify which component produced it. So prepare the upstream order first and retrieve it directly to establish the application baseline. Then retrieve through port 18880 and correlate the upstream invocation. Exercise the root path, child path, unmatched path, quota exhaustion and an unavailable upstream, and give a gateway-generated response and an application-generated response distinct operational identities.

A gateway policy migration requires tests, even when policy names resemble those on Mule Gateway. Expressions, extension mechanisms and rejection contracts differ — a migration has to inventory the supported policies and retest custom behavior rather than trust a familiar name. The gateway should enforce its boundary while the upstream application still checks trusted ownership; a new edge does not remove the application’s business authorization requirement.

Separate control-plane loss from request failure

A running gateway losing management connectivity is not the same condition as an upstream timing out. What existing configuration remains usable, what a new process requires, and which updates can be applied depend on the mode/version and retained state. An existing process may be serving traffic on configuration it loaded before the disconnection, while a replacement process still has to obtain that configuration from somewhere — so test warm disconnection and cold startup separately.

Timeouts belong to the same argument, because they now span two components. If the client abandons checkout before the gateway gives up on Mule, the service can still commit an order after the caller has seen a failure. Raising the gateway timeout changes how long it waits; it does not establish whether repeating the create-order request is safe.

A policy update can affect several upstreams simultaneously. Record the route bundle, policy versions, image digest and upstream release. Rolling back the application does not restore the gateway bundle; rolling back the gateway does not undo accepted orders.

Try it

1. Follow the path. What upstream path should a gateway request for /api/orders/A-1001 use here?

Show answer

The same /api/orders/A-1001 path. The configured route selects traffic but declares no rewrite. Test root and child cases as well as a nonmatching diagnostic path.


2. Identify the limit. Does the example quota mean five requests per retailer across all replicas?

Show answer

No. It is keyed by method and configured per replica. Consumer identity and shared accounting require a different supported policy configuration and tests.


3. Disconnect management. Why are a warm gateway and a new gateway separate tests?

Show answer

The warm process may have retained usable configuration or credentials that a new process lacks. A warm success cannot establish cold-start enforcement or update behavior during control-plane loss.



The final chapter returns to the local service and demonstrates the acceptance and recovery boundaries already implemented throughout the book.







Chapter

30

Demonstrate Acceptance and Recovery


A customer submits A-1001 and the screen spins. The database may have committed the order; the response may have been lost. The customer presses Submit again. This is where an integration stops being a sequence of green components and becomes a promise — one intended order, a recoverable outcome and an answer the caller can trust. A-1001 is accepted only when the service can explain what committed and recover the work that remains, and the complete local implementation lets us test that claim now rather than adding a missing database protocol in the last chapter.

Checkpoint 30 combines the principal seam and ownership query from chapter 23, the transaction and recorded result from chapter 18, the outbox and dispatcher from chapter 19, and the honest transition log from chapter 26. Its core order behavior is the same implementation those lessons introduced.

[image: Submit and repeat: One committed order: Conflict on changed key. Interrupt work: Before commit: After receiver effect. Inspect and recover: No partial transaction: Two sends; one effect. The capstone combines previously taught mechanisms.]

Rehearse recovery from ACB

Open book/checkpoints/30-recovery-capstone as the active ACB project. Start the controlled dependency with python3 book/stubs/server.py from the companion root in a separate terminal, then use Run and Debug → Run Mule Application. Wait for deployment before sending requests. Stop any previous checkpoint first because the local listener port is shared.

Keep Flow List → accept-once and the dispatcher available while running the acceptance commands below. Use Debug Mule Application for one synthetic request when you need to inspect a variable at a boundary; do not interpret a paused debugger as a timeout or throughput test. Run python3 book/run.py verify 30 from the companion root for the repeatable scenario checks, and preserve failures before using a diagnostic reset.

[image: Capstone Choice injects a failure inside the local transaction]

In commit-order, the Choice on vars.failAfterOrder sits inside the owning Try, after the order Insert and before the outbox Insert. POST /lab/accept-failure from chapter 18 sets that flag; ordinary orders leave it false.

Prepare one isolated run

A recovery test is only as good as the state it starts from, so isolate the run first. Start the dependency/receiver service and the isolated Mule runtime. Run checkpoint 30 from ACB, wait for deployment, then run python3 book/run.py verify 30. The verification resets synthetic teaching tables and receiver rows. Do not point it at a shared environment or use that reset when performing the separate restart-persistence exercise.

The fixture is the server-priced command from chapter 14. A caller supplies order ID and product quantities; the catalogue determines prices. The recorded response contains tenant, priced lines, total 32 USD and state ACCEPTED. It does not claim shipment or payment.

Read the acceptance matrix



















































	Scenario	Required local observation	Boundary established
	New valid command	201 and recorded order	Local durable acceptance
	Identical repeat	200 and identical recorded body	Request identity and replay
	Changed command under same key	409	Fingerprint conflict
	Four simultaneous identical commands	One 201, three 200; equal bodies	Tested unique-key race
	Failure before transaction commit	500, then absent order	Local rollback
	Retry after that rollback	New 201	No abandoned successful claim
	Other tenant reads A-1001	404	Application tenant ownership
	Missing principal	401 from local guard	Required application context


Each row names a particular observable result, and the observation is what counts: a handler can return any text it likes regardless of what the database did, so the evidence for the rollback row is the absence of the order afterward — not the handler’s reassuring response. A backend timeout belongs to the same discipline. It should stay an operational failure rather than being recast as invalid customer data, because the status a caller receives has to say whether correction, retry or support is the next step. The local principal is synthetic, so its tests do not establish JWT verification. The H2 transaction is real, but it does not establish PostgreSQL isolation or a remote warehouse rollback.

Read the publication matrix

Writing the order and then publishing directly would leave a gap, because the database can commit while publication fails; publishing first opens the opposite gap, where fulfillment learns about an order that never committed. The outbox from chapter 19 closes both by committing the intent with the order, and this matrix is where that claim gets tested. After reset, accepting one order must leave one request result, one order and one pending event. The receiver is then configured to commit the next event and return 503 — the ambiguous case the design exists for. Dispatch reports uncertainty, the sender retains pending intent and the receiver has one effect.

A second dispatch sends the same event. The receiver recognizes it, the sender marks it sent, and the receiver still has one effect after two attempts. Dispatching an empty outbox reports zero attempted records. This is the local recovery promise: a repeated delivery is visible, and its stable identity prevents a second row in the controlled receiver.

That receiver row is the entire demonstrated downstream effect. A real warehouse must offer a corresponding idempotency or reconciliation contract around its own effect, because an outbox is a durable publication plan — it does not create exactly-once execution across every system. Writing a marker before an unrelated irreversible operation would reopen the same atomicity gap on the receiving side.

Restart without erasing the evidence

A process that comes back with its files is a different experiment from a replacement that comes back without them, and only one of them is being run here. Leave a committed order and an unsent event. Stop the isolated runtime and restart it over the same orders-data directory. Retrieve the order and repeat the command without running /lab/setup. Then dispatch pending work and inspect receiver state.

This exercise distinguishes process restart with retained storage from a fresh deployment with a new filesystem. The former can preserve this teaching database; the latter needs the external persistence design from chapter 25 — so record which failure you actually introduced before calling the result durable.

The SQLite receiver also owns a file-backed ledger. If the receiver and sender both lose their files, the local experiment has lost both sources of evidence. Backups, retention and reconciliation across storage loss require a larger operating design than this process-restart check.

Carry the tests to a different environment

Replacing H2 with PostgreSQL, HTTP publication with MQ, or a local principal with JWT enforcement changes a tested boundary — keep the same business cases, but run them again through the new adapter and account for its failure model. Do not replace the labels on local output and call it a cloud result.

For a platform acceptance run, add direct-listener bypass, policy cold start, wrong audience, expired token, broker redelivery, acknowledgement loss, replica replacement and configuration-aware rollback. Retain artifact, configuration and policy identities with each result. The reference projects make those tasks concrete while preserving the distinction between supplied source and executed behavior. A release is ready when its remaining uncertainty is explicit and acceptable to the people who own it.

Try it

1. Trace one identity across recovery. Which IDs remain stable when the dispatcher retries an event?

Show answer

Tenant/order identify the accepted business object and eventId identifies its notification. A new execution can have a different correlation ID. The retry must retain event identity so the receiver recognizes the same effect.


2. Move the failure. Why are before-commit failure and after-receiver-commit failure different tests?

Show answer

The first should leave no transaction records. The second deliberately leaves a receiver effect and uncertain sender acknowledgement, requiring repeat or reconciliation. One rollback test cannot establish both boundaries.


3. State the completed promise. What can this local capstone claim, and what still needs target-specific evidence?

Show answer

It demonstrates the supplied local acceptance, conflict, race, rollback, ownership and repeated-publication behaviors on its pinned stack. Provider authentication, PostgreSQL, MQ, cloud replacement and gateway enforcement require their own acceptance runs.


The service has grown from a greeting into an acceptance protocol whose uncertain outcomes can be examined. When the customer presses Submit a second time, the useful answer comes from a durable record of the intended operation rather than a guess about which network hop failed. The habit is the same at every scale: identify the next consumer, make the state transition explicit, and inspect the result at the boundary where it becomes authoritative.
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Setup, Versions and Evidence


A reproducible example needs more than a canvas screenshot. It needs the runtime that understands it, the connector and driver versions it uses, the fixture it receives and a check of the behavior it claims. This appendix keeps that inventory outside the first greeting lesson.

Pin the editor and open the projects

Use the separate MuleSoft Book profile introduced in chapter 1. The tested desktop editor is VS Code 1.110.1 on macOS arm64 with ACB pack 1.22.1. The exact installed component extensions are recorded in environment.json in the complete download; pin each component, not only the pack. Use Extensions → gear → Install Another Version, then disable Extensions: Auto Update and Extensions: Auto Check Updates in the profile. Retain the JDK and Mule runtime versions below independently.

These pins describe the tested installation, not the newest releases or an immutable installer. The screenshot computer has a staged VS Code update; its running executable remains 1.110.1. Applying that update and the pending restart has not been validated. Check Help → About and installed extension versions before reproducing the screens.

Open the current checkpoint folder containing pom.xml, then open src/main/mule/app.xml as a canvas. Use Run and Debug for the local application and Testing for the chapter 6/10 suites. Screenshots sometimes show several checkpoint folders in the author’s workspace; select the current project in the run configuration if using that arrangement. A single-folder workspace avoids the ambiguity.

Design-time DataWeave diagnostics can appear where these small projects omit input metadata. They are not runtime test results. First reproduce the documented fixture; then inspect an actual error and the selected project’s configuration rather than suppressing diagnostics globally.

Make a canvas change deliberately

The supplied checkpoints are complete so you can run a known baseline before changing it. To add a processor, select the + at the intended position, search the component name and choose the connector/module shown in the lesson. For a scope, use the insertion point inside its boundary; the plus after the scope changes the enclosing flow instead. Select the new card and fill its General and Advanced fields from the example. Reuse the named connection configuration unless the lesson creates a new one.

Use fx for a DataWeave expression and text mode for a literal. Where the field already displays #[ and ], enter only the expression between them. Full Transform Message scripts include their %dw 2.0 header and output declaration. Click out of the field to apply the edit, save, hot-deploy, and send the same fixture again. Restore the checkpoint’s baseline before using its verifier. To compare a larger change, keep a copy of the previous checkpoint and reopen the finished current one separately.

The pinned editor can show design-time errors as well as warnings. For example, its File Read metadata can infer Binary at a following object selector even though the documented JSON MIME type and runtime fixture produce a parsed object. Inspect Problems and the component metadata; the screenshots do not claim a diagnostics-free workspace. The local runtime evidence below tests the specific fixture paths.

The component configuration guide and MUnit guide provide vendor reference details. Their current screens may differ from the installed snapshot used here.

Obtain the runtime through supported tooling

Install Anypoint Code Builder and obtain an appropriately licensed or valid evaluation Mule runtime through MuleSoft’s supported distribution. The public companion contains source, not the runtime or a license. Follow the platform’s current entitlement and installation instructions for your account. Code Builder setup.

The normal lessons run through ACB. For the optional standalone verification harness, create an isolated runtime directory for the book. Do not reuse a directory serving other applications. Set JAVA_HOME to the Java 17 installation and MULE_HOME to the teaching runtime, then verify both java -version and mvn -version — the second is the one that reveals which Java Maven actually runs.

The command-line baseline uses Maven 3.9.4 and Python 3. The HTTP harness and controlled services use Python’s standard library. If Maven is installed under another executable path, set the companion’s MAVEN variable to that executable. Shell, IDE and CI environments can select different tools unless those choices are explicit.

The Code Builder runtime used here needed apps, domains/default and orders-data created before standalone startup:

mkdir -p "$MULE_HOME/apps" "$MULE_HOME/domains/default" "$MULE_HOME/orders-data"

Its role is directory setup, not the deployment of a custom shared-resource domain.

Reproduction pins






































	Component	Pin used by the progressive local projects
	Mule / bundled DataWeave	4.12.3 / 2.12.3
	Java used for execution	17.0.13
	Maven / Mule Maven Plugin	3.9.4 / 4.10.0
	MUnit runner, tools and plugin	3.7.4
	HTTP / Database / File	1.11.3 / 1.15.1 / 1.5.5
	APIkit / VM / Object Store	1.11.17 / 2.0.1 / 1.2.2
	Local JDBC database	H2 2.3.232


These are reproduction pins — not claims that each is the newest release. The account-dependent references separately pin MQ connector 4.0.23, PostgreSQL driver 42.7.5 and Omni Gateway 1.14.0. Changing a connector can change parsing or errors even if the runtime stays fixed.

Mule 4.12 requires a compatible Mule Maven Plugin; the projects retain 4.10.0. Their POMs also retain skipAST=true, the workaround used when the public repository could not resolve the runtime AST-generation BOM. It permits packaging without that pre-generation step. It makes deployment and behavior checks especially important: a successful JAR build can still contain a configuration the runtime rejects.

Maven may need network access to resolve dependencies on a clean machine. The first run can take substantially longer than a cached build. A repository authentication or missing-artifact failure occurs before the flow executes — inspect the coordinate and the repository’s response before changing a working flow. No licensed runtime is silently downloaded by book/run.py.

Follow the companion’s reading order

book/checkpoints.json lists complete runnable checkpoints. Each directory includes its own POM, descriptor, resources, an ACB launch configuration and the stored application configuration; readers do not need an unpublished generator. Start with the finished previous checkpoint to make a change, or open the current finished project to compare it.

book/examples.json and book/EXAMPLES.md map global display numbers to stable example slugs, chapter, source, prerequisites, fixtures, result checks and evidence. The number expresses current reading order. The slug remains the identity when a future edit moves the example.

book/run.py list shows available applications. Chapters 24, 25, 27, 28 and 29 use a policy worksheet, platform project, pipeline or design artifact instead of another local application checkpoint. Their artifacts have explicit paths in the example catalogue.

Run only one orders-learning checkpoint at a time. They share port 18881 and an archive name. The controlled dependency/receiver uses 18882, the TLS workshop 18884 and the representation workshop 18887. MUnit reserves a dynamic listener port so its runtime can coexist with the standalone instance.

Read the evidence at its proper boundary

The progressive edition adds fresh local runs of the chapter checkpoints and representation/TLS workshops. The companion’s dated verification record lists the exact scenarios and final counts. Files under book/actual are generated run output, not source to compare blindly across machines.

The original root application, its results/ records and its separate munit/ application remain historical evidence from 13 September 2026. That baseline had fifteen response checks and four MUnit tests. Its port is 18081, not the progressive application’s 18881. Old passing results do not certify new code, and new results do not rewrite the old observations — the two sets answer different questions and are kept apart for that reason.

The historical probes include Java numeric classes, deferred JSON consumption, Excel and a fixed-width schema. Appendix B points to their complete source and describes what was measured. It does not broaden those observations to every Java object or large-file workload.


Diagnose setup without changing the business logic






































	Symptom	First boundary to inspect
	Maven uses the wrong Java	mvn -version, shell JAVA_HOME, IDE runner
	Connector or BOM cannot resolve	Exact coordinate, repository, entitlement, network
	Package succeeds but deployment fails	Runtime application log and configuration error
	Address already in use	Existing listener and selected port; MUnit dynamic-port setup
	Request gets connection refused	Runtime and application deployment, bind address, port
	A check receives old output	Active checkpoint, deployment completion and retained diagnostic files
	Repeated hot deployments exhaust metaspace	Isolated runtime process and its JVM memory settings


During the earlier progressive edition’s repeated redeployments, the runtime’s 256 MB metaspace ceiling was exhausted. The verification runtime was restarted with a 768 MB ceiling. The ACB-edition repeat run used a separate runtime with a 1 GB metaspace ceiling and restarted it between checkpoints. These are test-environment adjustments, not a benchmark or a sizing recommendation for a service.

If a test fails, preserve the actual status/body and relevant log before resetting state. Resets are useful for repeatable synthetic tests but can destroy the evidence needed to understand an unexpected result.







Appendix

B

Representation and Contract Workshops


An order arrives as JSON, a lookup returns JSON, and the final response is JSON as well — and the transform still fails, because it reads payload.items after the lookup, when payload is now the lookup’s response. The language did exactly what it was asked to do; the flow changed what the names referred to. Every workshop here extends a boundary the book has already crossed, and that one is the boundary most people cross twice. Use chapters 3–5 for expressions and reuse, chapter 10 for targets, and chapter 15 for representation before starting. None is a hidden prerequisite for the core order service.

Retain the whole response Message

That failure is the reason this first workshop exists. A lookup replaces the message, so an order field read after the call is read out of the wrong document. The fix is to leave the order where it is and give the response a name of its own.

Example 075 — Retain response status with its body

Source: workshops/representations/src/main/mule/app.xml.

Open book/workshops/representations as an ACB project and start the controlled dependency on port 18882. Choose Flow List → retain-response-message. The Listener accepts POST /message on port 18887. Select Request: connection Dependency_HTTP, Method GET, Path /customers/C-42. In Advanced, set Target Variable to customerReply and Target Value to expression message.

Open the following Transform Message’s Payload script:

%dw 2.0
output application/json
---
{orderId: payload.orderId, customer: vars.customerReply.payload.name,
 upstreamStatus: vars.customerReply.attributes.statusCode}

The same project supplies normalize-xml-order, use-pricing-module and inspect-java-value. Select each from Flow List. The first two transforms load normalize-xml.dwl and total.dwl; open those resources in Explorer for the following exercises. The Java route first produces application/java, then serializes it as JSON.

The complete workshop listens on 18887. POST the calculation fixture to /message while the controlled dependency is running. Target Value message stores the response Message, so its body is vars.customerReply.payload and status is vars.customerReply.attributes.statusCode. The incoming order remains payload. The observed response is order A-1001, customer Dana and upstream status 200.

What a target does not do is make the retained message cheap. Saving an entire input message in a variable also retains its data representation — it is not a promise that a large stream has become an independent in-memory snapshot.

The file also supplies the following three routes; their scripts are examined separately below. Global configuration and project dependencies are included in the workshop directory, so the shown routes do not depend on an unnamed application.

Normalize XML at the boundary

Example 076 — Normalize repeated XML items

Source: workshops/representations/src/main/resources/normalize-xml.dwl.

%dw 2.0
output application/json
---
{orderId: payload.order.@id,
 items: payload.order.*item map (item) -> {
   sku: item.@sku, price: item.price as Number, qty: item.qty as Number
 }}

Send book/fixtures/order.xml with Content-Type: application/xml to /xml. .@id selects the order attribute; .*item collects repeated elements. Prices and quantities are text at this boundary, and explicit casts produce numeric item fields. The fixture normalizes to the same three supplied-price lines totaling 32.

An absent item collection needs a stated policy. This adapter expects the supplied document; an intake adapter could normalize absence to an empty array, then let business validation reject empty orders. Malformed numeric text should fail conversion rather than silently become zero. Namespace-sensitive feeds also require selectors based on the actual namespace contract, not just a convenient local element name. Naming the translation here, at the adapter, is what keeps the source’s vocabulary out of every later transform — and it makes a dependency migration local, because the rest of the flow can keep reading qty while only the adapter knows how the partner spells it.

Put a helper in a module

Example 077 — Extract a pure pricing helper

Source: workshops/representations/src/main/resources/modules/Pricing.dwl.

%dw 2.0
fun lineTotal(item) = item.price * item.qty
fun orderTotal(items) = sum(items map (item) -> lineTotal(item))

Example 078 — Call the imported pricing helper

Source: workshops/representations/src/main/resources/total.dwl.

%dw 2.0
import orderTotal from modules::Pricing
output application/json
---
{orderId: payload.orderId, total: orderTotal(payload.items)}

POST the calculation fixture to /module; the observed result is {orderId: "A-1001", total: 32}. The module receives items as an argument and knows nothing about a listener, variable or production hostname — one that knew any of them would be harder to reuse and harder to test honestly. The Mule-facing script supplies payload data. That separation permits small pure-function tests and separate event-boundary tests without confusing their evidence.

Inspect a Java boundary without inventing a mapping table

GET /java in the workshop returns the order values and class name java.util.LinkedHashMap. That is an actual Mule Java-writer boundary for this object. It does not establish how every numeric value maps or how a custom constructor/setter behaves.

Example 079 — Inspect two Java numeric values

Source: workshops/historical-formats/java-numbers.xml.

In the historical root application, locate Flow List → javaFormat. Select its Transform Message components in execution order and inspect these Payload scripts. This remains the historical probe described below, not an additional freshly validated ACB checkpoint.

%dw 2.0
output application/java
---
{integer:42,decimal:1.5}

%dw 2.0
output application/json
---
{integerClass:payload.integer.^class,decimalClass:payload.decimal.^class}

The complete executable parent is the companion root project, using port 18081, not the new representation workshop. The historical run observed 42 as java.lang.Integer and 1.5 as java.lang.Double. Two values are not a general Java type table. A Java method expecting BigDecimal, a large integer or a non-null primitive needs a test against its actual class and input range. Representation belongs in debugging as well: when a selector fails, inspect the input’s representation and metadata before rewriting a transformation that was working — JSON text held as a plain string, a Java map and a parsed XML object can carry the same visible characters while presenting different shapes to the same selector. Defaulting unknown to zero can make a call succeed while corrupting meaning, and a conversion that always succeeds can be worse than a visible rejection.

Follow deferred consumption to its consumer

Example 080 — Consume deferred JSON at the listener

Source: workshops/historical-formats/deferred-json.xml.

In the historical root application, locate Flow List → deferred. Select its Transform Message components in execution order and inspect these Payload scripts. This remains the historical probe described below, not an additional freshly validated ACB checkpoint.

%dw 2.0
input payload application/json streaming=true
output application/json deferred=true
---
payload map (order) -> {id:order.orderId,total:order.total}

The historical /lab/deferred route defers output consumption until the HTTP boundary. A serialization failure reached during that consumption need not occur where the transform was declared. deferred=true changes when output is consumed; it does not make every upstream operation constant-memory or guarantee the transform’s enclosing handler sees every later failure.

A streaming reader followed by global grouping or sorting can still materialize substantial data. Full-payload logging can traverse or buffer the very stream you meant to inspect cheaply. Measure the complete reader-transform-writer-consumer path with representative input, including failures near the end. No throughput or memory benchmark is inferred from this small probe.

Preserve the optional format probes

Example 081 — Round-trip a small Excel sheet

Source: workshops/historical-formats/excel-roundtrip.xml.

In the historical root application, locate Flow List → xlsxFormat. Select its Transform Message components in execution order and inspect these Payload scripts. This remains the historical probe described below, not an additional freshly validated ACB checkpoint.

%dw 2.0
output application/json
var bytes = write({Orders:[{id:"A-1001",total:32}]},"application/xlsx")
---
read(bytes,"application/xlsx")

The root project’s /lab/xlsx probe writes and reads a small workbook under the historical pinned runtime. Its recorded success is evidence for that shape, not arbitrary formula evaluation, formatting fidelity or very large workbooks. The selected sheet and column layout are part of the data contract.

Example 082 — Read a fixed-width schema

Source: workshops/historical-formats/fixed-width.xml.

In the historical root application, locate Flow List → flatfileFormat. Select its Transform Message components in execution order and inspect these Payload scripts. This remains the historical probe described below, not an additional freshly validated ACB checkpoint.

%dw 2.0
output application/json
---
readUrl("classpath://customers.txt", "application/flatfile", {schemaPath:"customers.ffd"})

The referenced .ffd schema and input resource remain in the root project’s resources. Field widths, alignment, padding and encoding determine which bytes belong to each value — a manual character slice is a different adapter, and it needs its own tests for short records and multibyte input. Do not imply that a CSV delimiter option implements fixed-width parsing.

These format probes remain separate from the progressive fixtures so their historical observations are not rewritten to match a new order. The format appendix in DataWeave in Depth supplies additional language examples and their runtime distinctions.

Express the same acceptance contract in OpenAPI

Example 083 — Describe order acceptance in OpenAPI

Source: workshops/contracts/orders.openapi.yaml.

{
  "openapi": "3.0.3",
  "info": {
    "title": "Orders acceptance contract workshop",
    "version": "1.0.0"
  },
  "servers": [
    {
      "url": "http://127.0.0.1:18881/api"
    }
  ],
  "paths": {
    "/orders": {
      "post": {
        "operationId": "acceptOrder",
        "requestBody": {
          "required": true,
          "content": {
            "application/json": {
              "schema": {
                "$ref": "#/components/schemas/OrderCommand"
              },
              "example": {
                "orderId": "A-1001",
                "items": [
                  {
                    "sku": "PEN-01",
                    "qty": 4
                  },
                  {
                    "sku": "PAD-22",
                    "qty": 2
                  },
                  {
                    "sku": "CLP-08",
                    "qty": 10
                  }
                ]
              }
            }
          }
        },
        "responses": {
          "200": {
            "description": "Recorded result",
            "content": {
              "application/json": {
                "schema": {
                  "$ref": "#/components/schemas/OrderResponse"
                }
              }
            }
          },
          "201": {
            "description": "Accepted order",
            "content": {
              "application/json": {
                "schema": {
                  "$ref": "#/components/schemas/OrderResponse"
                }
              }
            }
          },
          "400": {
            "description": "Invalid command",
            "content": {
              "application/json": {
                "schema": {
                  "$ref": "#/components/schemas/Problem"
                }
              }
            }
          },
          "401": {
            "description": "Missing application principal",
            "content": {
              "application/json": {
                "schema": {
                  "$ref": "#/components/schemas/Problem"
                }
              }
            }
          },
          "409": {
            "description": "Command conflict",
            "content": {
              "application/json": {
                "schema": {
                  "$ref": "#/components/schemas/Problem"
                }
              }
            }
          },
          "500": {
            "description": "Internal failure",
            "content": {
              "application/json": {
                "schema": {
                  "$ref": "#/components/schemas/Problem"
                }
              }
            }
          },
          "503": {
            "description": "Dependency unavailable",
            "content": {
              "application/json": {
                "schema": {
                  "$ref": "#/components/schemas/Problem"
                }
              }
            }
          }
        }
      }
    },
    "/orders/{orderId}": {
      "parameters": [
        {
          "name": "orderId",
          "in": "path",
          "required": true,
          "schema": {
            "type": "string",
            "pattern": "^[A-Za-z0-9-]{1,40}$"
          }
        }
      ],
      "get": {
        "operationId": "getOrder",
        "responses": {
          "200": {
            "description": "Recorded result",
            "content": {
              "application/json": {
                "schema": {
                  "$ref": "#/components/schemas/OrderResponse"
                }
              }
            }
          },
          "401": {
            "description": "Missing application principal",
            "content": {
              "application/json": {
                "schema": {
                  "$ref": "#/components/schemas/Problem"
                }
              }
            }
          },
          "404": {
            "description": "Order not found",
            "content": {
              "application/json": {
                "schema": {
                  "$ref": "#/components/schemas/Problem"
                }
              }
            }
          },
          "500": {
            "description": "Internal failure",
            "content": {
              "application/json": {
                "schema": {
                  "$ref": "#/components/schemas/Problem"
                }
              }
            }
          }
        }
      }
    }
  },
  "components": {
    "schemas": {
      "OrderCommand": {
        "type": "object",
        "additionalProperties": false,
        "required": [
          "orderId",
          "items"
        ],
        "properties": {
          "orderId": {
            "type": "string",
            "pattern": "^[A-Za-z0-9-]{1,40}$"
          },
          "items": {
            "type": "array",
            "minItems": 1,
            "maxItems": 20,
            "items": {
              "type": "object",
              "additionalProperties": false,
              "required": [
                "sku",
                "qty"
              ],
              "properties": {
                "sku": {
                  "type": "string",
                  "enum": [
                    "PEN-01",
                    "PAD-22",
                    "CLP-08"
                  ]
                },
                "qty": {
                  "type": "integer",
                  "minimum": 1,
                  "maximum": 1000
                }
              }
            }
          }
        }
      },
      "OrderResponse": {
        "type": "object",
        "additionalProperties": false,
        "required": [
          "orderId",
          "tenantId",
          "currency",
          "state",
          "total",
          "items"
        ],
        "properties": {
          "orderId": {
            "type": "string"
          },
          "tenantId": {
            "type": "string"
          },
          "currency": {
            "type": "string",
            "enum": [
              "USD"
            ]
          },
          "state": {
            "type": "string",
            "enum": [
              "ACCEPTED"
            ]
          },
          "total": {
            "type": "number"
          },
          "items": {
            "type": "array",
            "items": {
              "type": "object",
              "additionalProperties": false,
              "required": [
                "sku",
                "qty",
                "unitPrice",
                "lineTotal"
              ],
              "properties": {
                "sku": {
                  "type": "string"
                },
                "qty": {
                  "type": "integer"
                },
                "unitPrice": {
                  "type": "number"
                },
                "lineTotal": {
                  "type": "number"
                }
              }
            }
          }
        }
      },
      "Problem": {
        "type": "object",
        "additionalProperties": false,
        "required": [
          "error"
        ],
        "properties": {
          "error": {
            "type": "string"
          }
        }
      }
    }
  }
}

This complete OAS 3.0.3 document describes the command, accepted response, replay status and error bodies of the recovery service. It is an alternative contract workshop; the executable APIkit checkpoints use RAML as their authority. The OpenAPI file has not been routed through APIkit here.

OpenAPI places required object fields in a required array; a required path parameter is a separate declaration. Check both schemas and examples after conversion. Choosing one authority avoids maintaining two drifting definitions by hand. A shape-compatible conversion still cannot prove authentication, business ownership or transaction behavior.

A mock can help a consumer test display and error handling before the implementation exists — it does not prove that the provider can honor those examples. Provider tests should run the contract examples against the implementation and include absent, invalid and dependency-failure cases.

Secure-property configuration worksheet

For an encrypted-property variant, install the Secure Configuration Properties module using Code Builder and retain the generated dependency pin. Generate ciphertext using the Java 17 tool and disposable values with matching AES/CBC/random-IV settings; put the result inside ![...] in the secure YAML. Configure secure-properties:config with the file and independently supplied key, and select values through secure::.

The tool invocation for dummy values is java -cp secure-properties-tool-j17.jar com.mulesoft.tools.SecurePropertiesTool string encrypt AES CBC '<disposable-key>' '<disposable-value>' --use-random-iv. Real secrets do not belong in visible command arguments or committed launch configuration. A wrong key, wrong mode or mismatched IV option should be tested as a startup failure. Secure Configuration Properties.

This is an optional configuration procedure, not an executed encrypted-secret project. The core cloud reference uses its declared runtime secret mechanism instead. Neither approach makes it safe to print a decrypted value.

Try it

1. One item, no items, malformed quantity. Which differences belong to the XML adapter and which to order validation?

Show answer

Repeated-element selection and numeric conversion establish representation. An explicit absence policy can produce an empty array; business validation decides whether an empty order is acceptable. Malformed numeric text fails conversion rather than becoming zero.


2. A pure helper passes, but the endpoint returns a lookup response. Which boundary needs a test?

Show answer

The Mule event and connector target boundary. Test the real invoking flow with an arranged dependency result and assert the final order shape. A pure pricing test cannot establish which payload reaches it.


3. Choose one contract authority. What evidence is still needed after a RAML-to-OAS conversion validates syntactically?

Show answer

Compare required fields, numeric bounds, error bodies and examples, then exercise the selected APIkit parser/implementation. Syntax and conversion do not prove runtime behavior or business semantics.








Appendix

C

XA and Standalone Domains


The local transaction in chapter 12 covered one H2 resource. XA and domains address different questions: coordinating participating resource managers, and sharing global configurations between standalone applications. Neither belongs in the first rollback experiment.

Start this appendix after chapters 12, 18 and 19. You should be able to identify the transaction owner, explain a repeated request and distinguish outbox commit from publication. The following material is an advanced design/deployment workshop, not an additional guarantee of the local capstone.

Use ACB to inspect the boundary, not to invent support

Reopen checkpoint 12-transactions and inspect its Try scope and Database operations in ACB. That is the working local transaction boundary to compare with XA. Selecting a different transaction type cannot add participation to an ordinary HTTP endpoint.

The domain resource below is a separate configuration artifact, not an application flow. Open it in ACB’s text editor for review; this appendix does not claim a supported visual domain-authoring workflow or a completed domain project. Keep the domain deployment and XA resource-manager acceptance procedure separate from the local Run command.

XA coordinates participating resources, not arbitrary APIs

XA adds a transaction manager that coordinates multiple transactional resource managers through prepare and commit phases. A database and a compatible messaging resource can participate when their connector configurations, drivers and resource managers support that model. Setting transactionType="XA" is only the Mule-side declaration; it does not manufacture XA support in an ordinary endpoint. XA transactions.

An orders design that combines a database write with a supported transactional JMS send might justify that coordination. The deployment must also provide recoverable transaction-manager state and a procedure for interrupted commits. If a process or network link fails after prepare, operators need to determine and complete the recorded outcome — simply resending the business command can create a second problem.

No XA configuration or failure recovery was run for this edition. Before selecting it, verify the exact database driver, broker, connection configuration and deployment target together. Rehearse failures during both phases and measure lock duration and throughput under those failures. A successful happy-path commit says little about the recovery procedure that justifies the additional machinery.

The warehouse HTTP API does not become an XA participant because it shares a hostname with the database. If the warehouse reserves stock and the local insert later rolls back, the reservation remains unless the warehouse provides a separate cancellation or reconciliation operation. That is a business compensation with its own authorization, retry and audit requirements.

An outbox is often a useful alternative when the requirement is durable publication rather than synchronous cross-resource commit. Write the order and pending event in one local database transaction, then let a publisher deliver the event after commit. Delivery can repeat — the consumer still needs the stable business identity taught in chapter 18. This changes the timing contract deliberately: acceptance and fulfillment become distinct states.

Domains share resources across applications

A Mule domain lets associated applications on a standalone, on-premises runtime reference shared global configurations. For example, orders and returns applications can use one configured HTTP listener connection while owning different paths. A domain can also centralize connector configuration and its dependencies.

Domains do not contain shared flows, subflows or message processors. They provide resources, not a hidden application whose logic another app can invoke with flow-ref. An application belongs to one domain at a time. This is the standalone deployment model described by the domain documentation; it is not a CloudHub application deployment technique. Shared resources and domain limitations.

Here is a domain configuration for that shared listener:

Example 084 — Allocate a standalone shared listener

Source: workshops/domains/shared-listener.xml.

<domain:mule-domain
    xmlns:domain="http://www.mulesoft.org/schema/mule/ee/domain"
    xmlns:http="http://www.mulesoft.org/schema/mule/http"
    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
    xsi:schemaLocation="
      http://www.mulesoft.org/schema/mule/ee/domain
      http://www.mulesoft.org/schema/mule/ee/domain/current/mule-domain-ee.xsd
      http://www.mulesoft.org/schema/mule/http
      http://www.mulesoft.org/schema/mule/http/current/mule-http.xsd">
  <http:listener-config name="Shared_HTTP">
    <http:listener-connection host="0.0.0.0" port="8081"/>
  </http:listener-config>
</domain:mule-domain>

The domain project requires its own POM, descriptor and HTTP connector dependency. The resource configuration belongs in src/main/mule/mule-domain-config.xml. An associated orders application can reference Shared_HTTP in an ordinary http:listener, with a path such as /orders/*; the returns application can use /returns/*. Those paths are proposed allocations, not a tested pair of deployments.

The application’s POM declares its domain dependency with classifier mule-domain and scope provided. The deployed domain supplies that resource at runtime. For standalone deployment, domain archives belong under MULE_HOME/domains and applications under MULE_HOME/apps; the domain must be available before its dependent applications start. This ordering is a dependency, not a request to copy these teaching files into an active runtime.

Shared configuration creates shared consequences

Consistent resource configuration saves each application from duplicating it, but a change to the shared listener, connector version or credential can then affect several applications together. A domain release therefore needs a compatibility matrix covering its consumers — including applications whose teams requested no change.

Each application can pass its own tests while their combination overloads a shared resource or collides at startup. For orders and returns, assign ownership of listener paths, connection capacity, TLS configuration and secret rotation, and test the combined deployment as well as the applications independently.

Sharing a Database configuration through a domain does not make separate HTTP requests one transaction. Each event still has its own transaction boundary — sharing access to the resource is different from sharing an active unit of work. Nor does a domain create a business service contract between applications; use an explicit API or messaging interface where they exchange work.

When you migrate the orders application to CloudHub, inventory every domain reference before packaging. Move the required configuration into the supported application/deployment model and decide which shared resources should become external services. Replacing a domain dependency with copied XML may restore compilation while silently changing connection counts, credential ownership and operational coupling.

Define the acceptance environment before writing XA configuration

An XA trial needs the exact resource managers, XA-capable drivers, connector participation settings, transaction-manager persistence and recovery permissions. Record which resource owns each prepared branch and what an operator does after an interrupted commit. A generic two-resource diagram is not enough to supply a portable complete project.

For a domain trial, create a domain project with its POM and descriptor, then two dependent applications declaring the domain with provided scope. Deploy the domain first into an isolated standalone runtime, allocate distinct listener paths and verify both applications together. The shared-listener file above is the resource configuration only; it is not presented as a complete deployed project.

Test a connector-version change and credential rotation against both consumers. Shared configuration saves repetition by creating a shared dependency. A change to that dependency can affect a team that did not request a release.

Try it

1. Include a warehouse HTTP call. Does changing LOCAL to XA make its reservation roll back with the database?

Show answer

No. The endpoint must be an actual supported participating resource manager. An ordinary HTTP side effect needs its own compensation, idempotency or reconciliation contract.


2. Fail after prepare. What makes an XA recovery test different from resending the original command?

Show answer

The transaction manager and resource managers must resolve the recorded in-doubt branches. Resending can create a second operation while the first is unresolved. Test the exact recovery store and operator procedure.


3. Share a domain. Can two applications use Flow Reference to call logic placed in that domain?

Show answer

No. Domains share supported global resources, not flows or processors. Each application owns its executable logic and declares the domain dependency. Test shared resource capacity and compatibility together.
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Synchronization and Platform Variants


A scheduled job needs a durable answer to “where did we finish?” A token cache needs a trustworthy answer to “is this credential still usable?” Both can store small values, but their loss and concurrency rules differ. This appendix separates those workflows instead of presenting them as one generic Object Store example.

Use chapters 16, 18 and 22 before synchronization; chapters 23–24 before token work; and chapter 29 before the Connected Mode gateway variant. Each workshop below states the additional environment it needs. The remote procedures are not prerequisites for the local capstone.

Prepare the workshops in ACB

Use Explorer to open book/workshops/synchronization/page.sql beside checkpoint 16’s Scheduler and checkpoint 22’s Object Store components. The SQL editor holds the source query; the canvas shows where a source adapter, destination handoff and cursor update would have to occur. The supplied query alone is not a runnable synchronization application.

For the SFTP variant, use the component palette to locate the SFTP source and inspect its connection, matching, polling and post-action settings in a separate sandbox project. Populate them only from the agreed server contract. For token refresh, keep credentials out of inline expressions and use a provider-specific configuration. For Connected Mode, edit the configuration artifacts in ACB and perform registration through the documented protected terminal procedure. None of these external services is created by opening the editor.

Remote file handoff: prerequisites and completion

A remote SFTP workshop requires a controlled server, agreed host key, synthetic input directory, producer completion protocol, client credential and archive/quarantine permissions. Keep immutable source bytes and a delivery identity/checksum. The local File round trip established serialization and attributes only.

Polling requires an eligibility rule

A polling source starts work when it discovers files that meet an eligibility rule agreed with the producer. For the partner’s midnight file, that rule decides whether your flow starts on a half-written delivery. A common design uses a temporary filename while writing and a final name after completion; another uses a separate ready marker carrying the expected count and checksum — either way the producer, not the consumer, declares completion.

Those are design choices, not guarantees supplied by a filename suffix. A rename must have the required behavior on the actual filesystem or SFTP server. If the producer writes directly to the final name, the consumer needs another way to know that all bytes are present.

The File and SFTP sources offer controls such as polling frequency, filename matching and checks for changes in size. A delay between size checks can reduce the chance of reading a file still being written, but a producer can pause longer than that interval. Stable size is a heuristic unless the delivery contract makes it authoritative. The File source configuration describes these controls; the late-writer scenario was not simulated in the local round trip.

When two replicas can see the same inbox, polling also needs a claim mechanism. An in-process variable cannot arbitrate between separate Mule processes — a source setting, server-side move, lease table or external scheduler may participate in that design instead. Your test has to start two consumers and show what prevents both from performing the business effect.

Watermarks do not identify business completion

Replay is where the difference between a watermark and a business record shows. A watermark helps a polling source remember a discovery position, commonly using file metadata such as modification time to decide what to consider next. It is not the same record as “order A-1001 was committed successfully.”

A corrected file can keep its name; a copied file can receive a new modification time; a failure can occur after some rows have committed. Replaying solely from the discovery position can either miss work or repeat effects. A delivery ledger tied to stable delivery and record IDs expresses the business state more directly.

For example, an orders feed can record a delivery identifier, checksum, received time, total row count, accepted count, rejected count and final disposition. If the same identifier arrives with different bytes, the consumer can flag a conflict. If a retry carries the same bytes after an interrupted run, row-level idempotency can prevent repeating accepted orders. This ledger is a proposed application design; it was not implemented by the small file test.

Moving that delivery into archive/ gives operators a useful location for its bytes; the ledger explains which orders were accepted and which still need recovery.

Success actions and failure actions

Where you handle an error affects what the source sees after processing. Convert a failed import into successful completion, and the source can run its success action — moving or deleting the file according to its configuration — even though the business objective was not met.

File and SFTP expose post-action settings, including whether actions apply after failure. Their exact configuration belongs in a deployment review because deletion can remove the only replay input. The SFTP reference describes move, deletion and failure-related controls. No remote post-action was run for this chapter.

A practical design keeps immutable received bytes until its retention policy permits deletion. Invalid deliveries move to a quarantine location with a reason and an operator-visible status. Retryable infrastructure failures remain distinguishable from permanently invalid data. The absence of a file from the inbox should never be the only explanation of what happened to it.

Consider a ten-thousand-row file whose final row contains an invalid date. If earlier rows were already committed independently, moving the whole file back to the inbox repeats them. Recovery needs either an atomic unit that truly includes all rows or a replay design that recognizes prior successes. The transactions and reliability chapters explain why an HTTP call, a file move and a database write do not automatically share one transaction.

The additional SFTP boundary

SFTP introduces a remote host whose identity must be checked, authentication material that must be protected, and a network that can fail between operations. A connection configuration contains host, port, user and authentication settings; production values belong outside the flow XML. The remote account needs the permissions required by the agreed inbox and archive operations.

Suppose a first connection fails and someone disables host verification to make it succeed. That removes a different check from the one a corrected password would fix. Checking the server’s host key authenticates the server to the client; presenting the client’s password or private key authenticates the client to the server.

Your deployment test should include an unexpected host key, an expired or rotated client credential, a denied archive move and an interrupted transfer. Expected outcomes include a clear failure category and retention of enough evidence to retry deliberately. The connector’s ability to connect once does not establish those operational behaviors.

The local example establishes File Write serialization, File Read parsing and file attributes. It is a foundation for a remote test, not a substitute for one.

A synchronization cursor needs a source contract

The next workshop requires a source database with stable ordering and precision, an authoritative retained cursor, one declared scheduler owner and an idempotent destination. Its reference query supplies the ordering decision; the adapters depend on those real services and are not silently supplied by a flow name.

Watermarking, or picking up where you left off

A watermark records a completed position in a source. You read it before querying and advance it only after the selected work is durably accepted by the destination. Object Store supplies storage for the cursor; it does not make source selection and destination writes one transaction. Mule’s watermark example illustrates the basic pattern.

A timestamp alone is often insufficient for paging, because two orders can share updated_at and advancing after processing only one can skip the other. Use a stable tiebreaker such as order ID and store both fields. The query and cursor comparison must use the same ordering — including timestamp precision and the ID tiebreaker.

This SQL fragment describes a proposed orders-source contract:

Example 085 — Select a page with a stable tiebreaker

Source: workshops/synchronization/page.sql.

SELECT id, updated_at, total
FROM orders
WHERE updated_at > :last_time
   OR (updated_at = :last_time AND id > :last_id)
ORDER BY updated_at, id
LIMIT :page_size

The fragment assumes a source with a stable ordering and consistent timestamp precision, and its parameter and limit syntax must be checked for your actual database driver. Bind values through Database connector input parameters, and retain the selected rows or final cursor in a variable before destination operations replace payload.

The algorithm is: read the initialized cursor, select a bounded ordered page, retain its final tuple, durably complete or hand off the destination work, then advance the cursor. An empty page leaves it unchanged. Unexpected absence of an established cursor requires a recovery decision; it must not silently replay from an arbitrary old date.

No readNextOrderPage or writePageIdempotently implementation is hidden behind this description. Implement those adapters against the selected source and destination, then interrupt the run after each boundary before claiming a synchronization guarantee.

Write-last still permits duplicates

If all destination writes succeed and the cursor update fails, the next run reads that page again. That is safer than skipping it, provided the destination recognizes the same order/version. If the cursor advances before destination completion, a crash can lose work permanently. The trade is deliberate: replay with idempotency instead of silent omission.

Partial page completion needs the same decision. Either make the destination operation atomic for the page or tolerate reprocessing successful rows. A Batch job that starts asynchronously does not satisfy the “page finished” boundary merely because the launching flow returns. Wait for the appropriate completion signal or store a separate durable handoff that now owns the work.

Concurrent schedulers introduce a second race. Two runs can read the same cursor and process overlapping pages, then an older run can overwrite a newer cursor. A single scheduler setting on one process is not a guarantee across all replicas. Use a supported single-owner scheduler topology or an external lease/checkpoint mechanism whose atomicity is established.

A source row can also appear late with an earlier timestamp. The tuple cursor does not solve that. The source contract may need a lookback window with deduplication, a commit sequence or change-data capture. Deletions also need an explicit representation. Watermarking is correct only relative to the source’s change semantics; ordering a query does not invent those semantics.

Token refresh needs a validity and ownership rule

This workshop requires an actual provider contract: expiry fields, supported refresh/grant behavior, whether issuing a token invalidates earlier tokens, and a permitted way to coordinate refresh across deployed callers. Test only with a disposable provider/client configuration.

Store an envelope containing the token’s expiry and required context. Check validity with a margin for clock uncertainty and request duration before use. A cache TTL merely controls storage — it cannot make an expired or revoked token valid. If a token expires at 15:00 and the policy refreshes two minutes early, a 14:59 cache hit must not authorize its use.

Two replicas can both read a miss, both obtain a token and both store it. If a fresh token revokes the prior one, one replica may now hold an invalid value. A single refresh owner or supported distributed lease can coordinate the operation, but its acquisition, expiry and ownership checks must be designed together. A local lock does not span independent replicas.

Treat backend unavailability separately from absent data so an outage does not cause every replica to refresh simultaneously. Never log a token to prove refresh worked; record safe identities, expiry metadata and outcome instead.

Object Store backends are not interchangeable

A local store, a Mule cluster’s shared state and managed Object Store v2 have different storage and coordination boundaries. persistent="true" does not turn a standalone process into the managed service. Individual connector operations do not create a transaction spanning a provider call and several stores.

Managed v2 retention, value-size limits and account request allowances need an explicit capacity/retention review. Static and rolling TTL semantics differ; do not carry a local maxEntries assumption into managed sizing. A cursor whose required recovery window exceeds the backend’s retention belongs in a more appropriate authoritative store. Object Store v2 guide.

A shared dictionary also does not establish a shared lock. Verify coordination under the actual deployment topology, including a crashed owner and a lease expiring during slow work. Payment and order idempotency still belong around the authoritative business effect, not an expiring token marker.

Connected Mode gateway workshop

This variant requires an authorized Omni registration identity, organization/environment, gateway entitlement and access to API Manager. Use a separate registration directory from the Local Mode example. The registration command selects Connected Mode; startup then consumes the generated identity, and the route/policies come from the managed API instance.

Create an API instance associated with the registered gateway, set the consumer listener and upstream path to the same /api/orders contract used in chapter 29, and apply one policy at a time. Do not drop a Local Mode ApiInstance file beside it and assume that file overrides the managed route.

The technical registration command uses flexctl registration create with --connected=true and the selected organization, environment and connected-app credentials. Follow the version’s control-plane-specific procedure in a protected execution environment because command arguments can expose substituted secrets. Store generated registration material privately. Connected Mode registration.

After registration, test startup, a valid request, a policy rejection and an unavailable upstream. Then disconnect management on a warm instance and attempt a separate cold start. Retain mode, gateway image digest, API instance, route and policy versions with the observations. No registration or gateway traffic was run here.

Try it

1. A file stops growing briefly. Does unchanged size prove the producer finished?

Show answer

Only if the agreed producer protocol makes it authoritative. A paused writer can resume. A tested final-name handoff or ready marker with checksum/count provides a clearer completion boundary.


2. Complete a page, lose the cursor update. What must the destination permit on the next run?

Show answer

Safe replay of already completed items using stable identity and source version. Advancing the cursor first risks omission; advancing last deliberately permits replay. Timestamp plus ID handles ties but not late older commits or deletions.


3. Refresh on two replicas. What does atomic Store fail to protect?

Show answer

The workflow across reading, provider invocation and result publication. Both replicas can call the provider before either stores. Coordinate the full refresh protocol under the actual topology.


4. Change gateway mode. Why keep registration and route ownership explicit?

Show answer

Connected and Local modes have different authorities for API/policy configuration. A second file is not an automatic override. Use separate identities/configuration and establish the intended source before testing request behavior.







Versions and Verification


These are the versions the examples in this book were run against, not a claim
about what is current. A pinned baseline is what makes a printed result
reproducible; software released after this edition may behave differently.

What each chapter was run against


	Chapter	Run against


	Chapters 1–3	Desktop ACB pack 1.22.1 with the component versions recorded in the downloadable examples’ environment.json, VS Code 1.110.1 on macOS arm64, Mule 4.12.3 and Java 17.0.13+11. Canvas operations and local HTTP behavior checked on 20 September 2026; platform deployment and other operating systems were not tested.

	Appendix A	ACB pack 1.22.1 with the complete installed extension snapshot in environment.json, VS Code 1.110.1, macOS arm64, Java 17.0.13+11 and Mule 4.12.3. On 21 September 2026, 266 HTTP checks passed across the 22 remaining local checkpoints (04–23, 26 and 30) in an isolated standalone runtime. Three MUnit tests passed from ACB Testing; a deliberately incorrect total failed and passed after restoration. Canvas screenshots record editor inspections separately from those runtime checks. Chapters 1–3 retain their 20 September evidence.




What was run, and what was not

What each chapter established, and what it did not, in its own words.

Chapter 24 — Govern the Entry to the Service

Not run. API Manager association, JWT/OAuth enforcement, quota distribution and startup/bypass tests require an authorized environment. The worksheet and cloud source define the intended acceptance work; no account-dependent enforcement result is claimed.

Chapter 25 — Move the Service to CloudHub

Not run. Exchange publication, PostgreSQL execution, CloudHub deployment, policy enforcement, ingress and replica replacement have not been executed for this edition. The complete reference project and inputs are supplied for environment acceptance, not labeled as local-test results.

Chapter 27 — Release the Bytes You Tested

Not run. Exchange publication, GitHub-hosted workflow execution, CloudHub promotion and production rollback have not been performed as part of the local verification. The checked-in validation commands, report gate and candidate digest are independently executable.

Chapter 29 — Put a Gateway in the Request Path

Not run. Omni Gateway 1.14.0 registration, route acceptance, policy enforcement, network topology and failure behavior remain account-dependent acceptance work. No gateway traffic was generated for this edition.

Appendix A — Setup, Versions and Evidence

Not run. Anypoint account-dependent publication, CloudHub/Runtime Fabric deployment, PostgreSQL execution, MQ broker behavior, SFTP ingestion, API Manager enforcement, Monitoring alerts, Omni traffic, XA recovery and custom-domain deployment require separate acceptance runs. A supplied project or documentation reference is not a passing execution result.

Appendix C — XA and Standalone Domains

Not run. XA participants, prepare/commit interruption recovery, a custom Mule domain and its dependent applications were not deployed. The historical local rollback result remains evidence for one resource only.
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