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1

Where Things Go: Laying Out a Real Repository


The service you built at the end of the last series lived in one file. That was the point: the standard library is enough to write real things. But a file grows into a package, a package into a handful, and at some point someone clones the repo and has to guess where the entry point is, what’s safe to import, and which directory holds the thing they came for. Go has almost no framework-mandated structure to answer that — which sounds like a gap and is actually a gift. The conventions are few, they’re enforced by the compiler where it matters, and they’re the same in every Go repo you’ll ever open. This chapter is those conventions, plus the one rule that outranks all of them.

The one rule: flat until it hurts

Before any directory names, the governing principle: keep the layout flat until flatness genuinely hurts, and then split by domain, not by layer. A new service does not need a pkg/, a services/, a handlers/, a models/, and a repositories/ on day one — it needs a main.go and maybe a package or two, and it will tell you when it needs more. The signal is real friction: a file you can’t find, a package that does five unrelated things, an import you’re embarrassed by.

When that friction arrives, resist the instinct most engineers carry in from other ecosystems — splitting by technical layer. A models/ directory holding every struct, a handlers/ directory holding every HTTP handler, a services/ directory holding all the logic. It feels tidy and it ages badly — a single feature is now smeared across five directories, and no directory is about anything. Split by domain instead: an order package that holds the order type, its storage, and its handlers together, and a catalog package next to it. Each package becomes a small vertical slice you can reason about, test, and delete as a unit. The standard library is the model here — net/http is not carved into net/http/types and net/http/logic; it’s one coherent thing about one subject.

cmd/ names your binaries

The first convention with a directory name attached is cmd/. A Go program that produces an executable is a package main with a func main, and the convention puts each such entry point in cmd/<binary-name>/main.go:

myservice/
├── go.mod
├── cmd/
│   ├── api/
│   │   └── main.go      // the "api" binary
│   └── worker/
│       └── main.go      // the "worker" binary
└── internal/
    └── ...

go build ./cmd/api produces a binary named api; ./cmd/worker produces worker. The reason to adopt this even for a single binary is that repos rarely stay single-binary — a service acquires a background worker, a migration tool, a one-off admin command, and cmd/ gives each one an obvious home without the root of your repo turning into a pile of main.go variants. The main package itself should stay thin: parse config, wire dependencies, start the server, hand off. All the actual behavior lives in importable packages below it, so it can be tested without spawning a process.

internal/ is a wall the compiler builds

The most useful directory in Go has nothing to do with taste and everything to do with the compiler. Any package whose import path contains an internal/ element may be imported only by code rooted at internal’s parent directory. This is not a convention or a linter rule you can wave away — it is a hard compile error.

Here is a package under internal/, and a main that shares the parent and imports it normally:

// internal/greeter/greeter.go
package greeter

func Hello() string { return "hello from an internal package" }

// main.go, rooted at the parent of internal/
import "example.com/app/server/internal/greeter"

$ go run .
hello from an internal package

Now drop a sibling package elsewhere in the module, reach into that same internal/greeter, and try to build it:

$ go run .
package example.com/app/badimport
	main.go:6:2: use of internal package
	example.com/app/server/internal/greeter not allowed

The build fails. Not a warning, not a lint finding you can suppress — the code does not compile. That single fact is what makes internal/ the backbone of a maintainable repo. Everything under it is yours to refactor freely, because no code outside the subtree was ever allowed to depend on it. Put your whole implementation there, expose a deliberately small public surface at the root, and you have drawn a line the language itself will defend. The practical default for a service is aggressive: put almost everything in internal/, and let only the genuinely reusable, genuinely stable packages live outside it.

Package names: short, lower, no stutter

A package name is part of every call site that uses it — so it earns its brevity. Go’s conventions here are firm and worth internalizing early — names are short, all-lowercase, no underscores, no camelCase: order, not orderService or order_pkg. The name is a noun for the thing the package is about, and it’s usually singular.

The subtle one is stutter. Because callers write package.Symbol, a symbol named after its own package repeats itself out loud. A function order.NewOrder() reads as “order new order” — the idiomatic name is order.New(). A type http.HTTPServer would stutter, so it’s http.Server. Read every exported name as package.Name and cut the redundancy out. The other trap is the generic bucket — util, common, helpers, base, misc. These attract unrelated code precisely because they mean nothing, and a year later util is the second-biggest package in the repo and about nothing at all. If you can’t name a package for what it is, that’s a sign the code inside it doesn’t belong together yet.

go.work, for when one module isn’t enough

Most repos are one module with one go.mod — and that’s the right default. But sometimes you’re developing two modules at once — a service and a library it consumes, in separate module trees — and you want the service to build against your local, uncommitted copy of the library rather than a published version. That’s what a workspace is for.

Here are two modules. example.com/greet is a library; example.com/app requires it, but that version was never published anywhere:

// greet/greet.go   (module example.com/greet)
package greet

func Greeting(name string) string { return "Hello, " + name }

Build the app on its own and it fails, because the require points at nothing the network can find:

$ cd app && go build ./...
main.go:6:2: unrecognized import path "example.com/greet":
	reading https://example.com/greet?go-get=1: 404 Not Found

Now stitch the two together with a workspace file in the directory above both:

$ go work init ./greet ./app
$ cat go.work
go 1.26.5

use (
	./app
	./greet
)

$ cd app && go run .
Hello, workspace

The go.work file lists local module directories under use, and while it’s present the go command resolves example.com/greet to the directory on disk, ignoring the network entirely. One discipline is non-negotiable here: go.work is a local-development tool, and it does not belong in the committed repo — add it to .gitignore. It describes your machine’s layout of checked-out modules, not a fact about the project, and committing it will break everyone whose directories don’t match yours. When the library is finally published and tagged, you delete the workspace and the normal go.mod require takes over.

Final thoughts

There is no src/, no framework scaffold, no config file deciding where handlers live. The layout is a handful of conventions the whole ecosystem shares — cmd/<binary>/main.go for entry points, internal/ for the code you want the compiler to keep private, domain-shaped packages with short unstuttering names, and go.work when you’re genuinely juggling two modules. Above all of it sits one instruction: stay flat until flatness hurts, then cut along domains rather than layers. A repo laid out this way is legible to anyone who’s read another Go repo, which is exactly the property the language keeps optimizing for. Next we replace the log.Printf calls from the last series with something a machine can actually query.
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Logs a Machine Can Read: slog in the Standard Library


The service from the last series logged with log.Printf("#%d %s %s -> %d", id, method, path, status). That line is fine for a human reading a terminal and useless the moment logs land in a system that wants to query them. “Show me every request to /books that returned a 500” is a grep and a prayer against a printf string — and a one-field lookup against anything better. Structured logging is that difference: instead of formatting values into a sentence, you attach them as key/value pairs a machine can index. Since 1.21 this lives in the standard library as log/slog, so it’s one import and no dependency decision to agonize over. This chapter is the whole working surface of it.

A logger, a handler, and a line

The shape of slog is two objects. A *slog.Logger is what you call (Info, Warn, Error, Debug), and a handler is what decides where the record goes and how it’s formatted. You build a logger by wrapping a handler around a destination:

logger := slog.New(slog.NewTextHandler(os.Stdout, nil))
logger.Info("server started", "addr", ":8080", "pid", 4123)
logger.Warn("slow query", "ms", 812, "table", "books")

The first argument is the message; everything after it is alternating keys and values. The TextHandler renders that as key=value pairs, logfmt-style:

time=2026-07-31T16:34:31.483-07:00 level=INFO msg="server started" addr=:8080 pid=4123
time=2026-07-31T16:34:31.483-07:00 level=WARN msg="slow query" ms=812 table=books

Three attributes come for free on every line — a time (real, so it changes run to run), a level, and the msg — and then your own keys. Notice that "slow query" got quoted because it contains a space, while books did not: the handler quotes only when it has to, which keeps the common case readable.

The same call, as JSON

Swap the handler and nothing else changes at the call site. That’s the whole design — the what (your log calls) is decoupled from the how (the handler). A JSONHandler turns the identical two lines into machine-parseable JSON:

logger := slog.New(slog.NewJSONHandler(os.Stdout, nil))
logger.Info("server started", "addr", ":8080", "pid", 4123)
logger.Warn("slow query", "ms", 812, "table", "books")

{"time":"2026-07-31T16:34:32.394034-07:00","level":"INFO","msg":"server started","addr":":8080","pid":4123}
{"time":"2026-07-31T16:34:32.394273-07:00","level":"WARN","msg":"slow query","ms":812,"table":"books"}

This is what you ship to production. Every log aggregator on earth ingests newline-delimited JSON, and each field becomes a queryable column instead of a substring you have to regex out. The rule of thumb writes itself — TextHandler for a human at a terminal, JSONHandler for anything that collects logs. A common pattern is to pick between them from config: text in local dev, JSON everywhere else, which the next chapter’s config loader makes a one-line decision.

Levels, and a minimum that filters

slog has four built-in levels — Debug, Info, Warn, Error — and the one you must configure is the minimum. Below it, records are dropped before they’re ever formatted, so Debug logging costs almost nothing in production when the floor sits at Info. You set that floor through HandlerOptions:

opts := &slog.HandlerOptions{Level: slog.LevelWarn}
logger := slog.New(slog.NewTextHandler(os.Stdout, opts))
logger.Debug("connecting to db")           // dropped
logger.Info("cache warmed", "keys", 128)   // dropped
logger.Warn("disk almost full", "pct", 92) // printed
logger.Error("write failed", "err", "EIO") // printed

With the floor at Warn, the first two calls vanish and only the last two reach the output:

time=2026-07-31T16:34:45.730-07:00 level=WARN msg="disk almost full" pct=92
time=2026-07-31T16:34:45.730-07:00 level=ERROR msg="write failed" err=EIO

A nil options argument — what we passed to the first two handlers — means the default floor of Info, which is why Debug never appears unless you ask for it. For a floor you can turn at runtime without a restart, wrap a *slog.LevelVar in the options and call .Set() on it later; that’s the standard way to flip debug logging on in a live process while you chase a bug, then flip it back.

One subtlety catches people who assume a below-floor log is free. The record is dropped, but its arguments were already evaluated, because Go evaluates a function’s arguments before the call happens. A logger.Debug("trace", "value", expensive()) still runs expensive() even when the floor is Warn:

logger.Debug("trace", "value", expensive()) // dropped, but expensive() runs
logger.Warn("done")

expensive() was called
time=... level=WARN msg=done

The Debug line produced no output, yet expensive() printed. If a debug value is genuinely costly to compute, guard it with logger.Enabled(ctx, slog.LevelDebug) or hand slog a slog.LogValuer that defers the work — don’t rely on the level filter to skip a call that Go has already made.

With: a child logger that carries context

You rarely want to repeat "request_id", id on every log call inside a handler. logger.With(...) returns a child logger that carries a fixed set of attributes, stamped onto every line it emits:

base := slog.New(slog.NewTextHandler(os.Stdout, nil))
slog.SetDefault(base)

reqLog := base.With("request_id", "abc123", "route", "/books")
reqLog.Info("handling")
reqLog.Info("done", "status", 200)

slog.Info("via default logger")

time=... level=INFO msg=handling request_id=abc123 route=/books
time=... level=INFO msg=done request_id=abc123 route=/books status=200
time=... level=INFO msg="via default logger"

Both reqLog lines carry request_id and route without repeating them, and the per-call status=200 slots in alongside. This is the pattern for request-scoped logging: at the edge of a request, derive a child logger With the request id and stash it in the context, and every log line downstream is automatically correlated to that request — no thread-local, no global. The slog.SetDefault(base) call also wires that logger into the package-level slog.Info/slog.Warn functions, so code that just calls slog.Info(...) — including third-party libraries you don’t control — routes through your handler and lands in the same stream.

Groups and the typed, lean path

Two more tools round out the surface. slog.Group nests related attributes under one key, which JSON renders as a sub-object:

logger.Info("request",
	slog.Group("http",
		slog.String("method", "GET"),
		slog.Int("status", 200),
	),
)

{"time":"...","level":"INFO","msg":"request","http":{"method":"GET","status":200}}

And LogAttrs is the call to reach for on a genuinely hot path. The loose "key", value, ... form is convenient, but it passes everything as any, which means boxing and a little allocation per call. LogAttrs takes a context, a level, a message, and typed slog.Attr values — skipping that overhead:

logger.LogAttrs(context.Background(), slog.LevelInfo, "typed",
	slog.String("user", "ada"),
	slog.Int("attempt", 3),
)

{"time":"...","level":"INFO","msg":"typed","user":"ada","attempt":3}

The output is identical to the loose form; the difference is purely in what it costs to produce, and it earns its keep only where you’re logging in a tight loop. For ordinary code the convenient form is the right call, and reaching for LogAttrs everywhere is premature optimization that makes every log line noisier to read.

The !BADKEY footgun (and the vet that saves you)

The loose form has one sharp edge, and it’s the one that bites everyone exactly once. The arguments after the message are pairs, so an odd count leaves a key without a value. slog doesn’t panic and doesn’t drop it — it invents a key so the stray value isn’t lost silently:

logger.Info("user login", "user", "ada", "ip") // "ip" has no value

time=... level=INFO msg="user login" user=ada !BADKEY=ip

That !BADKEY=ip is slog telling you it found a dangling argument and treated "ip" as a value under a placeholder key. The usual cause is meaning "ip" to be a key and forgetting the address after it. The good news is you rarely ship this, because go vet understands the slog calling convention and flags it before you run anything:

$ go vet .
main.go:10:2: call to slog.Logger.Info missing a final value

Wire go vet ./... into CI — as the first chapter of the fundamentals series argued — and this class of bug never reaches a log aggregator. The typed slog.String("ip", addr) form sidesteps it entirely, which is a second, quieter reason to prefer LogAttrs and friends when a log line genuinely matters.

ReplaceAttr: redaction and rewriting

Sometimes the problem isn’t what you log but what leaks into it. A struct you pass along carries a password field, an auth token rides in on a header, a timestamp is more precise than anyone needs. HandlerOptions.ReplaceAttr is the hook for that: a function the handler calls for every attribute of every record, giving you the chance to rewrite it, rename it, or drop it before it’s ever written. It receives the enclosing groups and the slog.Attr, and returns the attribute to emit — or the zero slog.Attr{} to remove it entirely.

func replace(groups []string, a slog.Attr) slog.Attr {
	switch a.Key {
	case "password", "token", "api_key":
		return slog.String(a.Key, "REDACTED") // scrub secrets
	}
	if a.Key == "user" {
		a.Key = "user_id" // rename a key
	}
	if a.Key == "internal" {
		return slog.Attr{} // drop it entirely
	}
	if a.Key == slog.TimeKey && len(groups) == 0 {
		a.Value = slog.StringValue(a.Value.Time().UTC().Format("2006-01-02T15:04:05Z"))
	}
	return a
}

logger := slog.New(slog.NewJSONHandler(os.Stdout, &slog.HandlerOptions{ReplaceAttr: replace}))
logger.Info("login attempt",
	"user", "ada", "password", "hunter2", "token", "sk-abc123",
	"internal", "drop me", "ip", "10.0.0.4")

One log call with a plaintext password and token in it, and here is what actually reaches the output:

{"time":"2026-08-01T00:54:55Z","level":"INFO","msg":"login attempt","user_id":"ada","password":"REDACTED","token":"REDACTED","ip":"10.0.0.4"}

Every piece did its job: password and token came out REDACTED, user was renamed to user_id, internal vanished from the record, and the built-in time was reformatted to a coarser stamp. The len(groups) == 0 guard on the time is worth noticing — ReplaceAttr visits nested group attributes too, and the three built-in keys (time, level, msg) only appear at the top level, so matching them without checking the group depth would also rewrite a user key that happened to be named time inside a group. Redaction is the killer use, because it fires no matter which call site logged the secret: one central function scrubs the whole service, so a stray logger.Info("saving", "password", pw) in code you forgot about is still caught.

One related knob lives in the same HandlerOptions: AddSource: true stamps the source file and line onto every record (as a source attribute), which is handy for tracing a log line back to the exact call — at a small cost, since the handler has to walk the call stack for each record.

Final thoughts

slog is the whole structured-logging story in one standard-library package: a logger you call, a handler that decides format and destination, TextHandler for humans and JSONHandler for machines, a minimum level that filters cheaply, With for context you don’t want to repeat, Group for nesting, and LogAttrs for the hot path. The !BADKEY trap is real, but go vet catches it before you do. Replace the log.Printf from the last series with a JSONHandler logger, thread a request-scoped child through the context, and your service’s output stops being prose and starts being data you can actually ask questions of. Next, we stop hard-coding that logger’s level — and everything else — and pull it out of the environment.
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One Struct to Configure Them All


The service so far has its listen address, timeouts, and log level baked into the code. That’s fine until you need to run the same binary in three environments with three different settings — at which point recompiling per environment is absurd, and configuration becomes its own small design problem. Go doesn’t hand you a config framework, and it doesn’t need to: the standard library reads environment variables, parses flags, and decodes files, and the good pattern folds all three into one typed struct, validated once, at startup. This chapter builds that loader and runs it.

Getenv, LookupEnv, and the empty-string trap

The environment is where a twelve-factor service gets most of its config, and Go reads it two ways that are not interchangeable. os.Getenv returns the value, or the empty string if the variable is unset. os.LookupEnv returns the value and a boolean telling you whether it was actually set. That second return exists for a real reason — it distinguishes “unset” from “set to the empty string,” which Getenv flattens into the same "":

// PORT is not set in the environment.
fmt.Printf("Getenv(PORT)    = %q\n", os.Getenv("PORT"))
v, ok := os.LookupEnv("PORT")
fmt.Printf("LookupEnv(PORT) = %q, ok=%v\n", v, ok)

os.Setenv("PORT", "") // now present, but empty
fmt.Printf("Getenv(PORT)    = %q\n", os.Getenv("PORT"))
v, ok = os.LookupEnv("PORT")
fmt.Printf("LookupEnv(PORT) = %q, ok=%v\n", v, ok)

Getenv(PORT)    = ""
LookupEnv(PORT) = "", ok=false
Getenv(PORT)    = ""
LookupEnv(PORT) = "", ok=true

Both variables print "" from Getenv, and only LookupEnv tells them apart — ok=false when unset, ok=true when present-but-empty. This matters for precedence more than it first looks. “The user didn’t set APP_ADDR, so keep the default” and “the user explicitly set APP_ADDR='', which is a mistake I should reject” are different situations, and Getenv alone cannot see the difference. Use LookupEnv whenever a missing value and an empty value should behave differently — which, in a config loader, is nearly always.

The shape of the goal

Everything funnels into one struct. Config that lives in a typed struct is config the rest of the program reads by field, with the compiler checking the field names — instead of scattering os.Getenv calls through the codebase and re-parsing the same string in five places, each free to disagree with the others.

type Config struct {
	Addr     string        `json:"addr"`
	Timeout  time.Duration `json:"timeout"`
	LogLevel string        `json:"log_level"`
	DBPass   string        `json:"-"` // secret: env only, never a file
}

The json:"-" on DBPass is deliberate and load-bearing — it means the field is never read from or written to a config file. Secrets belong in the environment, injected by whatever runs the process, and they must never sit in a file you might accidentally commit. Tagging the field out of the JSON path enforces that at the type level, so a future teammate can’t quietly add it to the config file and get away with it. The rule is old and absolute: credentials come from the environment, and the repository never sees them.

Precedence: default, then file, then env, then flag

A config loader is a stack of sources, each overriding the one below. The conventional order, lowest to highest, is built-in default → config file → environment variable → command-line flag. Flags win because they’re the most explicit and immediate thing an operator can do; the default loses to everything because it’s only there so the service boots at all. The loader applies them in exactly that order:

func Load(args []string) (Config, error) {
	// 1. defaults
	cfg := Config{Addr: ":8080", Timeout: 15 * time.Second, LogLevel: "info"}

	// 2. file overrides defaults, if CONFIG_FILE points at one
	if path, ok := os.LookupEnv("CONFIG_FILE"); ok {
		b, err := os.ReadFile(path)
		if err != nil {
			return Config{}, fmt.Errorf("reading config file: %w", err)
		}
		var fc fileConfig
		if err := json.Unmarshal(b, &fc); err != nil {
			return Config{}, fmt.Errorf("parsing config file: %w", err)
		}
		if fc.Addr != "" {
			cfg.Addr = fc.Addr
		}
		if fc.Timeout != "" {
			d, err := time.ParseDuration(fc.Timeout)
			if err != nil {
				return Config{}, fmt.Errorf("config file timeout: %w", err)
			}
			cfg.Timeout = d
		}
		if fc.LogLevel != "" {
			cfg.LogLevel = fc.LogLevel
		}
	}

	// 3. environment overrides the file
	if v, ok := os.LookupEnv("APP_ADDR"); ok {
		cfg.Addr = v
	}
	if v, ok := os.LookupEnv("APP_LOG_LEVEL"); ok {
		cfg.LogLevel = v
	}
	if v, ok := os.LookupEnv("APP_TIMEOUT"); ok {
		d, err := time.ParseDuration(v)
		if err != nil {
			return Config{}, fmt.Errorf("APP_TIMEOUT %q: %w", v, err)
		}
		cfg.Timeout = d
	}
	cfg.DBPass = os.Getenv("APP_DB_PASSWORD")

	// 4. flags override everything
	fs := flag.NewFlagSet("service", flag.ContinueOnError)
	addr := fs.String("addr", cfg.Addr, "listen address")
	level := fs.String("log-level", cfg.LogLevel, "log level")
	if err := fs.Parse(args); err != nil {
		return Config{}, err
	}
	cfg.Addr, cfg.LogLevel = *addr, *level

	// 5. validate once, below
	return validate(cfg)
}

Three things are worth naming. Every environment variable is a string, so any field that isn’t one needs an explicit parse, and that parse can fail. APP_TIMEOUT goes through time.ParseDuration, and a bad value is a startup error rather than a silently-wrong default:

$ APP_TIMEOUT=30 APP_DB_PASSWORD=s3cret go run .
config error: APP_TIMEOUT "30": time: missing unit in duration "30"

The operator wrote 30 meaning thirty seconds; Go’s duration syntax needs a unit, so 30 is rejected with the exact string it choked on. Catching that at boot beats discovering it when the first slow request never times out. The file is likewise parsed into a separate fileConfig whose Timeout is a string, because JSON has no duration type either — a value like "30s" has to go through time.ParseDuration before it becomes a real time.Duration. And each flag’s default is set to the value accumulated so far (cfg.Addr, cfg.LogLevel), so a flag the operator doesn’t pass leaves the lower-precedence value untouched — the flag only wins when it’s actually supplied on the command line. Using a fresh flag.NewFlagSet rather than the global flag package is what keeps the loader testable: you pass args in, so a test can drive it without touching os.Args or leaking state between cases.

Validate once, fail fast, say why

The last step is the one that saves you a 3 a.m. incident. A service should refuse to start when its configuration is invalid — loudly, immediately, at the door — rather than boot into a half-working state and then fall over on the first request that touches the missing value. Validate the whole struct once, at the end of Load, and return a concrete error naming exactly what’s wrong:

func validate(cfg Config) (Config, error) {
	if cfg.DBPass == "" {
		return Config{}, fmt.Errorf("APP_DB_PASSWORD is required but unset")
	}
	switch cfg.LogLevel {
	case "debug", "info", "warn", "error":
	default:
		return Config{}, fmt.Errorf("log_level %q is invalid (want debug|info|warn|error)", cfg.LogLevel)
	}
	if cfg.Timeout <= 0 {
		return Config{}, fmt.Errorf("timeout must be positive, got %s", cfg.Timeout)
	}
	return cfg, nil
}

main calls Load, and on error prints it and exits non-zero. That’s the fail-fast — no partial boot, no degraded mode, just a dead process and a message an operator can act on before the pod even goes into rotation:

cfg, err := Load(os.Args[1:])
if err != nil {
	fmt.Fprintln(os.Stderr, "config error:", err)
	os.Exit(1)
}

Running it

The proof is in the runs. First, boot with no APP_DB_PASSWORD set — the required secret is missing, so the service refuses to start and names the value at fault:

$ go run .
config error: APP_DB_PASSWORD is required but unset
$ echo $?
1

Now provide the secret and exercise all three override levels at once. A config file sets timeout to 30s and log_level to warn; the environment sets APP_LOG_LEVEL=error; a flag sets -addr=:7777:

$ CONFIG_FILE=/tmp/config.json APP_LOG_LEVEL=error APP_DB_PASSWORD=s3cret \
    go run . -addr=:7777
addr=:7777 timeout=30s log_level=error db_pass="s3cret"

Read the precedence straight off that one line. addr=:7777 came from the flag, beating both the file and the default. log_level=error came from the environment, beating the file’s warn. timeout=30s came from the file, beating the built-in 15s. Three sources, three winners, exactly the order we specified — and the secret arrived through the environment, never the file. One more run to watch validation reject a bad enum:

$ APP_LOG_LEVEL=trace APP_DB_PASSWORD=s3cret go run .
config error: log_level "trace" is invalid (want debug|info|warn|error)
$ echo $?
1

trace isn’t one of the four levels, so the service dies at startup with a message that hands the operator the valid set. That’s the whole contract: if the process is running, its configuration is known-good — because anything else already stopped it.

Final thoughts

Configuration in Go is a small amount of standard library and one firm discipline. Read the environment with LookupEnv when unset and empty must differ; layer default, file, env, and flag in that precedence; fold the result into one typed Config; validate it once and fail fast with an error that names the offending field; and keep every secret in the environment, tagged out of any file. The payoff is a binary that runs unchanged in every environment and refuses to start misconfigured — which is exactly the property you want the first time a deploy goes out with a typo in it. Next, we make that service stop as carefully as it starts, so a redeploy doesn’t drop the requests already in flight.
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Draining the Server: Shutdown That Doesn't Drop Requests


A process does not get to choose when it dies, but it does get a warning. When an orchestrator decides to stop your service — a deploy, a scale-down, a node drain — it sends SIGTERM and waits a few seconds before it sends SIGKILL, which cannot be caught. Those few seconds are the whole game. Use them to stop accepting new connections and let the requests already in flight run to completion, and nobody notices the restart. Ignore them, and every request being served at that instant dies with a dropped connection, a truncated response, or a client-side timeout. This chapter is about spending that grace period well.

The default is abrupt

Left to itself, a Go HTTP server does not shut down gracefully; it just stops existing. http.ListenAndServe blocks forever, and when the process receives an uncaught SIGTERM the runtime terminates immediately. Any goroutine currently inside a handler is gone mid-sentence, its response half-written, its database transaction neither committed nor rolled back. The fix has three moving parts, and they have to work together: notice the signal, stop ListenAndServe, and give the active handlers a bounded window to finish.

Turning a signal into a context

The cleanest way to notice the signal is signal.NotifyContext, which hands you a context.Context that cancels the moment one of the named signals arrives:

ctx, stop := signal.NotifyContext(context.Background(), os.Interrupt, syscall.SIGTERM)
defer stop()

os.Interrupt is Ctrl-C during local development; syscall.SIGTERM is what Kubernetes, systemd, and Docker actually send. The returned ctx starts alive and flips to done on the first matching signal, so <-ctx.Done() is your “time to shut down” trigger. The stop function detaches the handlers again; calling it after the signal arrives restores the default behavior, which matters for a reason we will get to.

Run the server off the main goroutine

ListenAndServe blocks, so if you call it on the main goroutine you have nowhere left to wait for the signal. Push it into its own goroutine and keep the main line free:

srv := &http.Server{Addr: ":8080", Handler: mux}

go func() {
	if err := srv.ListenAndServe(); err != nil && !errors.Is(err, http.ErrServerClosed) {
		fmt.Println("server: unexpected error:", err)
	}
}()

<-ctx.Done() // block here until a signal fires

The errors.Is(err, http.ErrServerClosed) check is not optional bookkeeping; it is the contract. When you later call Shutdown, ListenAndServe returns a specific sentinel error, http.ErrServerClosed, to tell you the stop was deliberate. Any other error means the listener failed for a real reason (a port already in use, for instance). Confirmed directly:

ListenAndServe returned: http: Server closed
errors.Is(err, http.ErrServerClosed): true

So the idiom is: treat ErrServerClosed as success and everything else as a genuine failure. Skip the check and you either log a scary “error” on every clean shutdown or, worse, swallow a real bind failure.

Shutdown drains, it does not chop

Once the signal fires, call srv.Shutdown with a context that carries a deadline:

<-ctx.Done()
stop() // restore default handling; a second Ctrl-C now kills instantly

shutdownCtx, cancel := context.WithTimeout(context.Background(), 10*time.Second)
defer cancel()

if err := srv.Shutdown(shutdownCtx); err != nil {
	fmt.Println("shutdown: forced:", err)
}

Shutdown does two things in order. First it closes all the open listeners, so no new connection is accepted — the server is now invisible to any client that hasn’t already connected. Then it waits for every in-flight request to return, blocking until the last handler finishes or the context’s deadline hits, whichever comes first. If the deadline wins, Shutdown returns a non-nil error (context deadline exceeded) and abandons whatever is still running. That bound is deliberate: a stuck handler must not hold the shutdown hostage past the orchestrator’s own patience, because after its grace period the orchestrator sends SIGKILL regardless. Size the timeout to fit comfortably inside that window — Kubernetes defaults to 30 seconds, so 10 or 15 is a safe drain budget.

The stop() call right after ctx.Done() restores the default signal disposition. Now a second SIGTERM (an impatient operator hitting Ctrl-C twice) kills the process immediately instead of being swallowed by our handler. You asked for a graceful shutdown once; the second signal means “I’ve changed my mind, die now,” and honoring it is the polite thing to do.

Watching it actually work

The claim is that a request in flight survives the signal. Here it is demonstrated end to end: a handler that takes three seconds, a client that fires it, and a SIGTERM delivered to our own process 300 ms after the request lands — well before the handler is done.

mux.HandleFunc("GET /slow", func(w http.ResponseWriter, r *http.Request) {
	fmt.Println("slow handler: started, working for 3s")
	select {
	case <-time.After(3 * time.Second):
		fmt.Fprintln(w, "done")
		fmt.Println("slow handler: finished, wrote response")
	case <-r.Context().Done():
		fmt.Println("slow handler: request context cancelled")
	}
})

// elsewhere, a goroutine delivers the signal mid-request:
go func() {
	time.Sleep(600 * time.Millisecond)
	p, _ := os.FindProcess(os.Getpid())
	_ = p.Signal(syscall.SIGTERM)
}()

Sending the signal to os.Getpid() is a trick to keep the demo self-contained; in production the signal comes from outside and you never write that goroutine. The output tells the whole story:

server: listening on :8080
client: firing GET /slow
slow handler: started, working for 3s
signal: delivering SIGTERM to self
shutdown: signal received, draining
server: ListenAndServe returned
slow handler: finished, wrote response
client: got 200 OK after 3.004s

Read the order carefully, because it is the entire point. The signal arrives and shutdown begins while the handler is still working. ListenAndServe returns right away — the listener is closed, no new request will ever be accepted. But the handler already running keeps going, finishes its full three seconds, and writes its response. The client gets a clean 200 OK after 3.004 seconds. Only then, with the last request drained, does the process exit. The signal did not interrupt the work; it started a countdown that the work comfortably beat.

The handler’s own context is the other half

Notice the handler also selects on r.Context().Done(). A request’s context is cancelled when the client disconnects, and Shutdown does not cancel it — draining means letting requests finish, not tearing them down. But wiring your slow operations to r.Context() matters for a different case: if the shutdown deadline expires and the process is about to be killed anyway, a handler that respects its context can bail out of a pointless computation instead of doing three more seconds of work nobody will read. Graceful shutdown drains what can finish in time; context cancellation is how the rest stops wasting effort.

Sharp edges

A few things bite people once this is wired up.


	Long-lived connections don’t drain. Shutdown waits on active requests, but a hijacked connection or an idle keep-alive WebSocket has no request in flight for it to wait on. WebSockets in particular need their own close signal; Shutdown will hit its deadline waiting for them otherwise.

	Background work is not covered. Shutdown knows about HTTP handlers, nothing else. A goroutine you spawned to flush a buffer or drain a queue has to be tracked and waited on separately — typically with a sync.WaitGroup you Wait on after Shutdown returns.

	Close is the guillotine, not Shutdown. srv.Close() also exists and it does the opposite thing: it slams every connection shut immediately, in-flight requests and all. It is for “get out now,” not “get out cleanly.” Reach for Shutdown unless you specifically want the abrupt version.

	The readiness probe should flip first. In Kubernetes there is a race between “the pod stops passing readiness” and “the load balancer stops routing to it.” A robust shutdown fails its readiness check, sleeps a beat to let the endpoints update, and only then calls Shutdown — otherwise new requests can still arrive during the drain.



Final thoughts

Graceful shutdown is four lines of ceremony around one real idea: a SIGTERM is a request, not a command, and you have a few seconds to answer it well. signal.NotifyContext turns the signal into a context, ListenAndServe runs off the main goroutine so the main line can wait, and Shutdown with a bounded timeout closes the door and then drains the room. Treat http.ErrServerClosed as the success signal it is, keep the drain budget inside the orchestrator’s grace period, and remember that anything that isn’t an HTTP handler — background goroutines, WebSockets, queues — you have to drain yourself. Get it right and a deploy is invisible to your users. Get it wrong and every rollout sheds a handful of failed requests that no dashboard will ever quite explain.
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pprof: Find the Hot Spot, Don't Guess It


Every engineer has a theory about why their program is slow, and the theory is usually wrong. The function you’re sure is the bottleneck is fine; the innocuous-looking loop three files away is eating 90% of the CPU. Guessing is how you spend an afternoon optimizing code that was never the problem. Profiling is how you find the actual hot spot in about ninety seconds, and Go ships the profiler in the box. This chapter captures a real CPU profile, reads it, and then covers the other profile types — heap, goroutine, block — and the HTTP endpoint that exposes them all live. Every profile and every number below was captured against Go 1.26.5 on this machine; your numbers will differ, but the shape of the output is what matters.

The one rule: measure first

The discipline is simple and almost nobody follows it: profile before you optimize. Not after you’ve formed a hypothesis, not to confirm what you already believe. First. The whole value of a profiler is that it tells you where the time actually goes, which is routinely somewhere you would not have looked. Optimizing without a profile is not engineering; it is superstition with extra steps.

Capturing a CPU profile

A CPU profile answers “where did the wall-clock time go?” by interrupting the program about a hundred times a second and recording the call stack each time. Functions that show up in a lot of samples are where the CPU is. The runtime/pprof package writes one to a file directly:

f, err := os.Create("cpu.prof")
if err != nil {
	panic(err)
}
defer f.Close()

if err := pprof.StartCPUProfile(f); err != nil {
	panic(err)
}
defer pprof.StopCPUProfile()

// ... the code you want to profile runs here ...

To have something worth profiling, here is a deliberately naive prime counter — trial division all the way up to n, which is exactly the kind of “looks harmless” code that hides a hot loop:

func isPrime(n int) bool {
	if n < 2 {
		return false
	}
	for i := 2; i < n; i++ {
		if n%i == 0 {
			return false
		}
	}
	return true
}

Run twenty passes of countPrimes(30000) under the profile, and you get a cpu.prof file. (In a real program you’d wrap main this way, or better, expose the HTTP endpoint below and grab a profile from a running server without restarting it.)

Reading it with go tool pprof

The profile is a binary file; go tool pprof reads it. The single most useful view is -top, which ranks functions by how much of the CPU they accounted for:

$ go tool pprof -top cpu.prof

Duration: 6.93s, Total samples = 6170ms (88.99%)
Showing nodes accounting for 6160ms, 99.84% of 6170ms total
      flat  flat%   sum%        cum   cum%
    5770ms 93.52% 93.52%     5940ms 96.27%  main.isPrime (inline)
     220ms  3.57% 97.08%     6160ms 99.84%  main.countPrimes (inline)
     170ms  2.76% 99.84%      170ms  2.76%  runtime.asyncPreempt
         0     0% 99.84%     6160ms 99.84%  main.main
         0     0% 99.84%     6160ms 99.84%  runtime.main

There is the answer, no guessing required. main.isPrime is 93.52% of the CPU. The two columns that matter are flat and cum. Flat is time spent in that function’s own body; cum (cumulative) is time in that function plus everything it called. isPrime has a huge flat because it does the work itself; main has zero flat and near-total cum because all it does is call down into the work. When you’re hunting for the hot spot you sort by flat — that is where the CPU is actually being burned.

To find the hot line, not just the hot function, use -list with a function name. It annotates the source with per-line samples:

$ go tool pprof -list=isPrime cpu.prof

     flat      cum
        .        .     14:	}
    210ms    240ms     15:	for i := 2; i < n; i++ {
    5.56s    5.70s     16:		if n%i == 0 {
        .        .     17:			return false

Line 16 — the modulo — is 5.56 seconds of the 6.17-second total, all by itself. That is the sharpest a profiler gets: it points at a single line. (The fix, incidentally, is to loop i only up to √n, but the point of the chapter is that the profiler told us the line rather than us reasoning our way there.)

The third command is -web, which renders a call graph as SVG. It needs Graphviz installed, and on this machine it isn’t:

failed to execute dot. Is Graphviz installed?

So -web needs brew install graphviz (or your platform’s equivalent) enables it. The -top and -list views need nothing extra and answer most questions anyway.

The heap profile: who’s allocating

A heap profile answers “where is the memory going?” It has two lenses, selected by flag. -inuse_space shows what is live right now (chase this for a leak or steady-state bloat); -alloc_space shows the total ever allocated, live or freed (chase this when the allocator itself is the cost, thrashing the GC). Write one with pprof.WriteHeapProfile(f) after a runtime.GC():

func buildRows(n int) [][]byte {
	rows := make([][]byte, n)
	for i := range rows {
		rows[i] = make([]byte, 1024) // 1 KiB each
	}
	return rows
}

Allocate 50,000 of these and profile with -alloc_space:

$ go tool pprof -top -alloc_space heap.prof

      flat  flat%   sum%        cum   cum%
   47.82MB 97.95% 97.95%    47.82MB 97.95%  main.buildRows (inline)
       1MB  2.05%   100%        1MB  2.05%  runtime.mallocgc
         0     0%   100%    47.82MB 97.95%  main.main

main.buildRows allocated 47.82 MB — 97.95% of everything. Same top/list/web commands as the CPU profile; only the meaning of the numbers changes from time to bytes.

Goroutine and block profiles

Two more profile types earn their keep in production.

The goroutine profile is a snapshot of every goroutine and where it’s parked. It is the single best tool for a goroutine leak: if the count climbs forever, this profile shows you exactly which line they’re all stuck on. A hundred goroutines all blocked on a channel receive:

$ go tool pprof -top goroutine.prof

Showing nodes accounting for 101, 100% of 101 total
      flat  flat%   sum%        cum   cum%
       100 99.01% 99.01%        100 99.01%  runtime.gopark
         0     0%   100%        100 99.01%  main.main.func1
         0     0%   100%        100 99.01%  runtime.chanrecv

The unit is goroutines, not time or bytes — 100 of them, all in main.func1, all parked in chanrecv. If that number only grows, there’s your leak and its exact location.

The block profile shows where goroutines wait on synchronization — mutexes, channels, WaitGroups. It is off by default because it has overhead; you enable it with runtime.SetBlockProfileRate(1). Fifty goroutines contending for one mutex:

$ go tool pprof -top block.prof

Type: delay
      flat  flat%   sum%        cum   cum%
     5.03s   100%   100%      5.03s   100%  sync.(*Mutex).Lock (inline)

The unit is delay — 5.03 seconds of aggregate time spent waiting on that lock. A high number here means contention, which a CPU profile won’t show you (waiting on a lock burns no CPU). There’s a sibling mutex profile focused specifically on lock contention, enabled the same way with runtime.SetMutexProfileFraction.

The live endpoint: net/http/pprof

For a running server you don’t want to redeploy to grab a profile. A single blank import wires all of the above onto your HTTP mux:

import _ "net/http/pprof" // registers /debug/pprof/ on http.DefaultServeMux

The _ means “import for its side effects only” — the package’s init registers the handlers, and you never call it directly. Now /debug/pprof/ lists every profile, confirmed live:

allocs        present=true
block         present=true
goroutine     present=true
heap          present=true
mutex         present=true
profile       present=true
threadcreate  present=true

You can point go tool pprof straight at a URL — go tool pprof http://localhost:6060/debug/pprof/profile?seconds=30 captures a 30-second CPU profile from the live process and drops you into the interactive prompt. One caveat that is really a security note: /debug/pprof/ exposes internals and must never be on a public port. Register it on a separate internal listener, or gate it behind auth. Wiring it onto the same mux that serves the internet is a genuine mistake.

A few things that trip people up

CPU profiling is cheap enough to leave on — the sampling interrupt costs a percent or two — but the block and mutex profiles are not, which is why they ship disabled and you turn them on with an explicit rate. Don’t leave those cranked to 1 in production; sample a fraction instead. A second gotcha is profiling the wrong thing: a profile of an idle or toy workload tells you nothing, so capture under realistic load, and for a server that means grabbing a profile while it’s serving traffic through the live endpoint, not from a synthetic benchmark that exercises one path. And read the flat-versus-cum distinction carefully every time — a function with huge cum and tiny flat isn’t slow itself, it’s just the one that called the slow thing. Sort by flat to find where the CPU actually burns, follow cum down the call tree to understand why that path got hit.

Final thoughts

The profiler removes the guessing. A CPU profile found isPrime at 93% and then pointed at the exact modulo line; a heap profile named the function allocating 47 MB; a goroutine profile located a hundred parked goroutines; a block profile measured five seconds of lock contention that no CPU profile would reveal. The commands are the same across all of them — top to rank, list to drop to source lines, web for the call graph if you have Graphviz. And net/http/pprof puts the whole kit on a running server so you can profile production without restarting it. The rule underneath all of it hasn’t changed since the first line of this chapter: measure first, then optimize the thing the measurement actually pointed at.
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Logs, Metrics, and Traces: Picking the Signal That Answers the Question


Once a service takes real traffic, the question stops being “does it work?” and becomes “what is it doing right now, and why did that one request take four seconds?” Answering that is observability, and it comes in three flavors, usually called the three pillars: logs, metrics, and traces. They are not interchangeable, and the most common observability mistake is reaching for the wrong one — grepping gigabytes of logs to compute a number a metric would have given you for free, or staring at an aggregate graph when what you needed was the story of a single request. This chapter is about which signal answers which question, and what Go’s standard library hands you for each.

Three signals, three questions

The signals map cleanly onto three different questions, and picking correctly is most of the skill:


	Logs answer “what happened, in order?” — discrete events with detail. One request failed; here is the error, the request id, the timestamp. Logs are the narrative. They are precise and high-cardinality and expensive at volume, so they’re for events you’ll want to read individually.

	Metrics answer “how much, how many, how fast — in aggregate?” — numbers you can add up, average, and graph over time. Requests per second, error rate, p99 latency, memory in use. A metric is cheap because it throws away the individual events and keeps only the running number, which is exactly why you can’t use it to explain one specific request.

	Traces answer “where did this one request spend its time?” — the path of a single request as it fans out across functions and services, with a timing on each hop. When a request touches five services and one of them is slow, a trace is the only signal that shows you which.



The failure mode to avoid: don’t compute aggregates from logs (that’s a metric’s job, and it’s slow and costly), and don’t try to debug one request from a graph (that’s a trace’s job). Match the signal to the shape of the question.

Logs: you already have slog

Logs are the signal Go gives you most completely, and we covered it in chapter 2: log/slog, the standard library’s structured logger. Structured is the operative word. A line like slog.Info("request handled", "path", r.URL.Path, "status", 200, "ms", 4) emits key-value pairs a log system can index and query, rather than a prose sentence you can only grep. That is the whole reason to prefer it over log.Printf in production: level=INFO msg="request handled" path=/books status=200 ms=4 is a record, not a string. Because slog is thoroughly covered already, this chapter spends its runnable budget on the pillar most people don’t realize is in the standard library too: metrics.

Metrics: expvar publishes counters as JSON

The expvar package is the standard library’s quietly-forgotten metrics facility. Importing it registers an HTTP handler at /debug/vars that serves every published variable as a single JSON document. You publish a counter with expvar.NewInt, increment it with .Add, and it appears in that document automatically — no scrape library, no dependency:

var (
	requests = expvar.NewInt("bookshop_requests_total")
	errors   = expvar.NewInt("bookshop_errors_total")
)

func main() {
	http.HandleFunc("/books", func(w http.ResponseWriter, r *http.Request) {
		requests.Add(1)
		fmt.Fprintln(w, "ok")
	})
	go http.ListenAndServe("localhost:7070", nil)
	// ...
}

Drive three requests through /books, record one error, then fetch /debug/vars the way a scraper would. The two custom counters come back exactly as published:

"bookshop_requests_total": 3
"bookshop_errors_total": 1

And the full document shows the shape — your vars alongside two that expvar publishes for free, cmdline and memstats:

{
"bookshop_errors_total": 1,
"bookshop_requests_total": 3,
"cmdline": ["/var/folders/.../c4-06-expvar"],
"memstats": {"Alloc":440856,"TotalAlloc":440856,"Sys":8...

That memstats object is the entire runtime.MemStats struct — heap size, GC pause history, allocation counts — exposed as metrics with zero effort on your part. For a small service, or for a quick internal dashboard, expvar is genuinely enough: a counter, a JSON endpoint, and something that polls it.

Where it stops is the ecosystem. expvar speaks its own JSON, and the de-facto standard for metrics is Prometheus, which scrapes a different text format and expects histograms, labels, and typed metrics that expvar doesn’t model. So in most production Go services the metrics library is client_golang, Prometheus’s official client. It gives you counters, gauges, histograms, and summaries with labels, and exposes them at /metrics in the format Prometheus scrapes. It is a third-party dependency, and it is the one nearly everyone reaches for — but knowing expvar exists is worth it, because for a lot of internal tooling you don’t need more than the standard library already ships.

Traces: OpenTelemetry, described honestly

Tracing is the signal the standard library does not give you, and it’s the one that needs the most infrastructure, so here I’m going to be precise about what I did and didn’t run.

A trace follows one request end to end. Each unit of work — an incoming HTTP handler, an outbound call to another service, a database query — becomes a span with a start time, a duration, and a parent. The spans share a trace id, and each carries the id of its parent span, so a collector can reassemble them into a tree that shows exactly where a single request spent its time and which downstream call was the slow one. The magic that makes it work across process boundaries is context propagation: the trace id travels in HTTP headers (the W3C traceparent header is the standard), so when service A calls service B, B’s spans attach to A’s trace instead of starting a new one. That is how you get a single timeline for a request that touched five services.

The standard for all of this in Go is OpenTelemetry (OTel) — a vendor-neutral set of libraries (go.opentelemetry.io/otel) for creating spans and an exporter that ships them to a collector, which forwards them to a backend like Jaeger, Tempo, or a hosted vendor. You instrument your code with tracer.Start(ctx, "span-name"), thread the returned context through your calls, and the SDK batches and exports the spans in the background.


Putting it together

The three signals are complementary, and a mature service emits all three. A single request might: increment a requests_total metric (so the aggregate rate is graphable), emit a structured log line with its request id and outcome (so you can find that exact request later), and produce a trace (so if it was slow, you can see which downstream call ate the time). The request id is the thread that stitches them together — put it on the log line and the span, and you can pivot from “the error rate metric spiked at 3pm” to “here are the logs” to “here is the trace of one slow request” without losing your place.

When you’re deciding which to add, go back to the question you’re trying to answer. Need to know how often something happens? Metric. Need the details of a specific occurrence? Log. Need to know where the time went on a request that crossed services? Trace. Adding the wrong one is how you end up paying to store logs you only use to count, or how you end up unable to explain a latency spike because all you kept was the average.

Final thoughts

Observability is three questions wearing three signals. Logs are events in order, and Go hands you a first-class structured logger in slog. Metrics are aggregates, and the standard library’s expvar will publish counters as JSON at /debug/vars today — verified above, three requests and one error showing up exactly as published — with Prometheus’s client_golang as the step up when you outgrow it. Traces are the path of one request across services, and for those you reach outside the standard library to OpenTelemetry, which needs a collector. Pick the signal that fits the question, thread a request id through all three, and the next time production misbehaves you’ll be reading the answer instead of guessing at it.
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One Binary, Every Machine: Building for Release


The reason a Go service is pleasant to ship is that go build hands you one file. No interpreter to match, no runtime to install on the target box, no node_modules to carry along — you copy the binary and run it. This chapter is about making that binary a release rather than a debug artifact: building it for a machine that isn’t yours, stamping a version into it so you can tell which build is running in production, making it genuinely self-contained, and trimming it down.

Cross-compilation is two environment variables

Most languages treat “build for a different platform” as a project. Go treats it as two environment variables. GOOS names the target operating system, GOARCH names the target CPU architecture, and the toolchain that shipped with your Go install already contains everything needed to emit code for the common combinations. There is no cross-toolchain to download — and no C compiler to configure.

Here is a program that reports what it was built for, using the constants the compiler bakes in:

package main

import (
	"fmt"
	"runtime"
)

func main() {
	fmt.Printf("built for %s/%s\n", runtime.GOOS, runtime.GOARCH)
}

Built and run natively, it prints the host:

$ go build -o app-native . && ./app-native
built for darwin/amd64

Now build the same source for a 64-bit ARM Linux box, the shape of most cloud instances today, without leaving the laptop:

$ GOOS=linux GOARCH=arm64 go build -o app-linux-arm64 .

That produced no output — which is go build telling you it worked. The proof the target arch is real is in file, which reads the binary’s header:

$ file app-linux-arm64
app-linux-arm64: ELF 64-bit LSB executable, ARM aarch64, version 1 (SYSV),
  statically linked, Go BuildID=..., with debug_info, not stripped

An ELF executable for ARM aarch64 — produced on an x86-64 Mac that cannot run it. Set the two variables, get a binary for that platform. To see every pair your toolchain knows, run go tool dist list — the list is long, and it includes Windows, the BSDs, WebAssembly, and a dozen architectures.

Stamping a version at link time

A binary in production should be able to tell you which build it is. You could hard-code a version string in the source and remember to bump it, but the version you want is the one from CI at build time — usually a git tag or commit. Go’s linker can write a value into a package-level string variable as it links, which keeps the number out of the source entirely.

Declare the variable with an empty default:

package main

import "fmt"

// version is overwritten at link time with -ldflags "-X main.version=...".
// Its default is the empty string.
var version string

func main() {
	if version == "" {
		fmt.Println("version: (unset)")
		return
	}
	fmt.Println("version:", version)
}

Build it normally and the default stands:

$ go build -o app . && ./app
version: (unset)

Now hand the linker a value with -ldflags and the -X importpath.name=value form. For a main package the import path you name is simply main:

$ go build -ldflags "-X main.version=1.4.0" -o app . && ./app
version: 1.4.0

Same source, same variable — a different string welded in at link time. Two things are worth knowing before you rely on this. The target must be a string variable, not a constant and not any other type — the linker can only overwrite string data. And the variable must not be initialized to a computed value, because -X replaces the linker’s idea of its contents, and an initializer that runs at startup would overwrite what you injected. An empty var version string is exactly right. In a real pipeline the value comes from the build: -X main.version=$(git describe --tags).

CGO_ENABLED=0: the genuinely static binary

Go binaries are self-contained by reputation, and mostly they are — but there is one seam. A couple of standard-library packages, net and os/user chief among them, can call into the host’s C library to resolve hostnames and look up users the way the operating system does. When they do, your “static” binary quietly grows a dependency on the system libc. CGO_ENABLED controls whether that door is open, and on a native build it defaults to on:

$ go env CGO_ENABLED
1

Setting it to 0 tells the toolchain to use Go’s own pure-Go implementations instead of calling C. The most visible effect is on DNS — with cgo off, hostname lookups go through Go’s own resolver, which reads /etc/resolv.conf and speaks DNS directly rather than calling the system’s getaddrinfo. For the overwhelming majority of services that behaves identically, and it is what you want for a container that ships without a libc at all.

The cleanest place to see the difference is Linux, where a cgo-free build is genuinely static:

$ GOOS=linux GOARCH=amd64 CGO_ENABLED=0 go build -o app .
$ file app
app: ELF 64-bit LSB executable, x86-64, ..., statically linked, ..., not stripped

statically linked with no interpreter listed — this binary depends on nothing on the target filesystem. Drop it into a FROM scratch image and it runs. One honest caveat about macOS — on Darwin every binary links libSystem, cgo or not, because macOS has no stable raw syscall interface, so CGO_ENABLED=0 there does not produce a “no libraries” result the way it does on Linux. The setting still changes which resolver your code uses — it just can’t sever libSystem. For release artifacts you almost always build the Linux target anyway, so CGO_ENABLED=0 GOOS=linux is the pair that matters, and it is the one the containers chapter leans on.

Build tags: choosing files per platform

Cross-compilation raises a question: what if some code only makes sense on one platform? Go answers with build constraints, and there are two ways to write them. The first is a filename suffix. A file named banner_linux.go is compiled only when GOOS is linux, with no directive inside it at all — the name is the constraint. The recognized suffixes are _GOOS, _GOARCH, and _GOOS_GOARCH.

// banner_linux.go — compiled only on Linux, purely because of the file name.
package main

const banner = "running on Linux"

The second is an explicit //go:build line at the top of a file, above the package clause, which can express boolean logic the filename can’t:

//go:build !linux

package main

const banner = "running on a non-Linux host"

Between them, exactly one banner is defined for any target, so the package always compiles. You do not have to build for a platform to see which files it would use; go list reports the selection:

$ go list -f '{{.GoFiles}}' .
[banner_other.go main.go]
$ GOOS=linux GOARCH=arm64 go list -f '{{.GoFiles}}' .
[banner_linux.go main.go]

On the Mac the toolchain sees banner_other.go; targeting Linux it swaps in banner_linux.go and drops the other. That is the constraint doing real work — excluding a file from the build entirely, not compiling it and discarding the result. One rule that catches everyone once: a //go:build line must be near the top of the file with a blank line between it and package, or the toolchain treats it as an ordinary comment and silently ignores the constraint.

Trimming the binary with -s -w

A Go binary carries its symbol table and DWARF debugging information by default, which is what lets a debugger and a panic traceback name your functions. For a release image where nobody will attach a debugger, you can drop both with two linker flags: -s removes the symbol table, -w removes the DWARF data. Measured on the Linux build above:

$ go build -o app-plain .                       # 3,271,188 bytes
$ go build -ldflags "-s -w" -o app-stripped .   # 2,199,714 bytes

Roughly 3.2 MB down to 2.2 MB, about a third gone from a hello-world-sized program — and the ratio holds up on real services. The cost is that a crash from the stripped binary gives less-legible tracebacks and the binary is harder to debug — so the usual practice is to keep an unstripped copy for your own diagnostics and ship the stripped one. Combined, the release incantation for a container is a single line:

$ CGO_ENABLED=0 GOOS=linux GOARCH=arm64 \
    go build -ldflags "-s -w -X main.version=1.4.0" -o app .

Static, stripped, version-stamped, built for the target from your laptop.

Stamping the build automatically

The -ldflags "-X" trick above is the manual way to weld a version in, and it’s the right tool when the value comes from outside the build — a git tag your CI computed, a release number from a spreadsheet. But Go can also stamp identity in by itself, with no flags at all, and read it back at runtime through runtime/debug.ReadBuildInfo. Since 1.18 the toolchain auto-embeds VCS metadata whenever it builds a VCS-tracked main package (this is the -buildvcs setting, on by default). ReadBuildInfo hands you the module path and version plus a list of build settings:

info, _ := debug.ReadBuildInfo()
fmt.Println("main.version:", info.Main.Version)
for _, s := range info.Settings {
	if strings.HasPrefix(s.Key, "vcs") || s.Key == "-trimpath" {
		fmt.Printf("%-14s %s\n", s.Key+":", s.Value)
	}
}

There is a real gotcha here, and it’s worth seeing honestly. In a plain go run — or a go build from a directory that isn’t under version control — there is no VCS to read, so the version comes back as the placeholder (devel) and the vcs.* settings are simply absent:

$ go run .
main.version: (devel)

Build the same source from inside a git repository, though, and the stamps appear on their own:

$ go build -o app . && ./app
main.version: v0.0.0-20260801005518-998d1f2350bb
vcs:           git
vcs.revision:  998d1f2350bbc1f78604cc24696998a09a061ab3
vcs.time:      2026-08-01T00:55:18Z
vcs.modified:  false

Nothing was passed to the linker. Because the package lives in a clean git tree, Go synthesized a pseudo-version from the commit time and hash, and recorded the exact revision, its timestamp, and whether the tree was dirty. That last field is the useful one in an incident: edit a tracked file without committing and rebuild, and vcs.modified flips to true while the version gains a +dirty suffix — proof the running binary doesn’t match any commit.

$ echo "// local edit" >> main.go && go build -o app . && ./app
main.version: v0.0.0-20260801005518-998d1f2350bb+dirty
vcs.modified:  true

The two approaches compose rather than compete: -X main.version=$(git describe --tags) gives you a human-readable release name, while the auto-embedded vcs.revision pins the exact commit for forensics — and you get the second one for free.

The companion flag for a release build is -trimpath. By default the binary embeds absolute paths from the build machine — /Users/you/src/... — into file names for panics and DWARF, which leaks your directory layout and, worse, makes the build non-reproducible: the same source on two machines produces different bytes. -trimpath strips those paths down to the module-relative form, and records that it did so as its own setting:

$ go build -trimpath -o app . && ./app
-trimpath:     true

For anything you ship, -trimpath belongs in the build line next to -ldflags "-s -w" — reproducible bytes, no local paths baked in, and a ReadBuildInfo that still tells you exactly which commit you’re looking at.

Final thoughts

Shipping a Go binary is deliberately boring, and every knob is a flag or an environment variable rather than a config file or a plugin. GOOS/GOARCH retarget the build with a toolchain you already have. -ldflags "-X main.version=..." writes the build’s identity into it without touching the source. CGO_ENABLED=0 on Linux makes it genuinely static — at the cost of the C resolver you almost never want in a container. Build tags let a file exist only where it applies, and go list shows you the selection without a full build. -s -w trims what a release doesn’t need. None of this is a separate build system; it is the one go command with the right arguments, which is the whole point. Next we look at the toolchain writing source code for you, on purpose, before the build ever runs.
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The Comment That Writes Code: go generate and stringer


Some code is too mechanical to write by hand and too error-prone to leave written by hand. The String() method for an enum is the classic case: fifteen constants, and you want each to print its own name instead of a number. Writing that method is tedious, and worse, it drifts. Someone inserts a new constant in the middle, the numbers shift, and now the method returns the wrong name — with no compiler complaint. This is exactly the kind of code a machine should generate from the source of truth. Go ships a convention for that, go generate, and this chapter runs it end to end. Every command and every line of generated source below was produced against Go 1.26.5.

What go generate actually is

go generate is smaller than it looks. It scans your source files for a special comment, the //go:generate directive, and runs the shell command that follows it — that is the entire mechanism. It does not know what code generation is, it has no opinion about what the command does, and it imposes no framework — it finds directives and executes commands, in file order, in the package’s directory.

The directive is a comment with no space after the slashes:

//go:generate go run golang.org/x/tools/cmd/stringer -type=State

The single most important fact about go generate is what does not run it. go build does not run go generate. Neither does go test, nor go install. Nothing runs it except you, typing go generate explicitly. This is a deliberate and load-bearing design choice — generation is a step an author performs and then commits the result of, not something that happens invisibly on every build. The person who checks out your repo and runs go build gets the generated file you committed, byte for byte, without needing the generator installed at all. We’ll prove the “build doesn’t run it” claim in a moment — because it surprises people.

An enum worth generating for

Here is a small state type, the source of truth we want names for:

package main

//go:generate go run golang.org/x/tools/cmd/stringer -type=State

// State is the lifecycle of a background job.
type State int

const (
	Pending State = iota
	Running
	Done
	Failed
)

And a program that prints each state with %s, which asks the value to describe itself:

package main

import "fmt"

func main() {
	for _, s := range []State{Pending, Running, Done, Failed} {
		fmt.Printf("%d -> %s\n", int(s), s)
	}
}

Build and run it before generating anything, and you see the problem in the flesh:

$ go build -o app . && ./app
0 -> %!s(main.State=0)
1 -> %!s(main.State=1)
2 -> %!s(main.State=2)
3 -> %!s(main.State=3)

That %!s(main.State=0) is fmt reporting that State has no String() method, so it has nothing to print but the underlying integer and a complaint. Notice the build succeeded — a missing String() is not a compile error, it is a runtime disappointment. This is the first half of the proof that go build ignores the directive. The directive is sitting right there in the file — and the build walked straight past it.

Running stringer for real

stringer is the reference generator, part of golang.org/x/tools. The directive runs it with go run, which fetches and builds the tool on demand. In this module the package needed one go.sum entry first:

$ go get golang.org/x/tools/cmd/stringer
go: upgraded golang.org/x/tools v0.47.0 => v0.48.0

With that in place, run generation over the package:

$ go generate ./.
$ ls
main.go  state.go  state_string.go

A new file, state_string.go, appeared. (The network fetch of the tool succeeded here; in an environment with no module proxy access it would fail at the go run, and you’d vendor the tool or install it ahead of time.) Here is what stringer wrote, in full:

// Code generated by "stringer -type=State"; DO NOT EDIT.

package main

import "strconv"

func _() {
	// An "invalid array index" compiler error signifies that the constant values have changed.
	// Re-run the stringer command to generate them again.
	var x [1]struct{}
	_ = x[Pending-0]
	_ = x[Running-1]
	_ = x[Done-2]
	_ = x[Failed-3]
}

const _State_name = "PendingRunningDoneFailed"

var _State_index = [...]uint8{0, 7, 14, 18, 24}

func (i State) String() string {
	idx := int(i) - 0
	if i < 0 || idx >= len(_State_index)-1 {
		return "State(" + strconv.FormatInt(int64(i), 10) + ")"
	}
	return _State_name[_State_index[idx]:_State_index[idx+1]]
}

This repays a close read — it is smarter than a hand-written method. The names are stored as one packed string, "PendingRunningDoneFailed", with an index table [0 7 14 18 24] marking the boundaries — so String() returns a slice of that constant with zero allocation. Out-of-range values fall through to a State(7)-style rendering instead of panicking. And that odd func _() at the top is a compile-time guard: it indexes a one-element array with Pending-0, Running-1, and so on, so if anyone renumbers the constants without regenerating, those expressions go out of range and the package stops compiling with an “invalid array index” error. The generated code defends itself against becoming stale. The first line, DO NOT EDIT, is a recognized convention — linters and tools respect it and leave the file alone.

Rebuild and run, and the same %s now has a method to call:

$ go build -o app . && ./app
0 -> Pending
1 -> Running
2 -> Done
3 -> Failed

Names, not numbers, from source that we did not write and will not maintain by hand.

Proving the build does not generate

The claim deserves a clean demonstration, so here it is directly. Delete the generated file, then build without generating:

$ rm state_string.go
$ go build -o app . && ./app
0 -> %!s(main.State=0)
1 -> %!s(main.State=1)
2 -> %!s(main.State=2)
3 -> %!s(main.State=3)

The build succeeded and the fallback is back. go build saw the //go:generate directive, as it always does — and did nothing with it. Only go generate brings the file back:

$ go generate ./. && go build -o app . && ./app
0 -> Pending

This is the workflow to internalize: you run go generate when the source of truth changes, you commit the generated file alongside your code, and the build treats it like any other hand-written source. In a repo you’d run go generate ./... to sweep every package, usually in CI as a check that the committed output matches a fresh run.

The philosophy, and the other generators

The discipline around generated code is the interesting part, and it is consistent across the ecosystem. Generated code is committed, not produced at build time, so a checkout builds without the generator present and code review sees the real output in the diff. It is deterministic — the same input produces the same file, which is what makes the “is the committed output stale?” CI check possible. And it carries the DO NOT EDIT header so nobody hand-patches a file that the next generation will overwrite.

stringer is the gateway example, but the same directive drives the heavy hitters. protoc with the Go plugin turns a .proto schema into Go structs and gRPC stubs. mockgen and moq read an interface and write a test double that implements it — so your mocks track the interface instead of rotting beside it. sqlc compiles SQL queries into typed Go functions. All of them are invoked the same way: a //go:generate line naming the tool, go generate to run it, the output committed. The pattern is always the same because go generate itself is so small. It runs a comment. What the comment does is up to the tool — and the tools are where the leverage is.

Final thoughts

go generate is a convention, not a feature: a //go:generate comment names a command, go generate runs it, and go build pointedly does not. That last part is what makes generated code trustworthy in a Go project — the file in the repo is the file that ships, reviewed in the diff and built by everyone without the generator installed. stringer shows the whole shape in miniature — an enum is the source of truth, the tool derives a self-defending String() from it, and you commit the result. When you meet protobuf stubs or generated mocks later, they are the same move at larger scale. Next we turn to the code you didn’t write and can’t see, the dependency graph, and the tools Go gives you to know what is actually in your build.
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Trust, but Hash: Dependencies and the Vulnerabilities You Actually Call


Every dependency you add is code you now ship — written by an author you will never meet, running with your program’s privileges. Go takes that seriously enough to build supply-chain tooling into the same go command you already use for everything else. This chapter is about the two files that record what you depend on, the commands that keep them honest, and govulncheck, which answers the question that actually matters: not “do I import anything vulnerable” but “do I call anything vulnerable.”

go.mod and go.sum: the manifest and the ledger

A module is described by two files at its root. go.mod is the manifest you read and edit. It names the module, records the Go version, and lists the modules you require — each pinned to an exact version:

module example.com/vulndemo

go 1.26.5

require golang.org/x/text v0.3.5

go.sum is the ledger you never edit by hand. For every module version in your build graph, transitive dependencies included, it stores a cryptographic hash of the module’s contents and of its own go.mod:

golang.org/x/text v0.3.5 h1:i6eZZ+zk0SOf0xgBpEpPD18qWcJda6q1sxt3S0kzyUQ=
golang.org/x/text v0.3.5/go.mod h1:5Zoc/QRtKVWzQhOtBMvqHzDpF6irO9z98xDceosuGiQ=

Those hashes are the integrity check. When Go downloads a dependency it compares the bytes it received against the recorded hash, and if they differ the build fails loudly — rather than silently linking someone’s altered code. You can force that check at any time with go mod verify, which re-hashes every module in your cache against the ledger:

$ go mod verify
all modules verified

Commit both files. go.sum is not noise to gitignore — it is the thing that makes your build reproducible and tamper-evident for everyone who clones the repo.

go mod tidy keeps the manifest true

Manifests drift. You delete the last import of a package but leave its require line behind — or you add an import and forget to record it. go mod tidy reconciles go.mod and go.sum with what your code actually imports: it removes requirements nothing uses and adds the ones you reference but haven’t declared.

Here is a manifest that requires one module and imports a different one. The code imports golang.org/x/text/language and never touches uuid:

module example.com/tidydemo

go 1.26.5

require github.com/google/uuid v1.6.0

After go mod tidy:

$ go mod tidy
go: finding module for package golang.org/x/text/language
go: found golang.org/x/text/language in golang.org/x/text v0.40.0
$ cat go.mod
module example.com/tidydemo

go 1.26.5

require golang.org/x/text v0.40.0

The unused uuid requirement is gone and the missing x/text one is added — resolved to its latest version because nothing constrained it. Run go mod tidy before every commit that touches imports. A CI step that runs it and fails on any resulting diff is a cheap way to stop the manifest from rotting.

Minimal version selection: the least surprising choice

Here is where Go diverges sharply from most package managers. When several parts of your build graph require different versions of the same module, Go selects the minimum version that satisfies every requirement — not the newest one available. In the tidy module above, x/text v0.40.0 exists, yet the vuln module pinned v0.3.5 and stayed there: go build never quietly upgraded it, even though a far newer release was one command away.

Ecosystems that resolve to the newest matching version hand you upgrades you never asked for, and the occasional broken build from a dependency’s dependency you have never heard of. Minimal version selection makes builds a pure function of the versions written down: the only way a version moves is if you move it. That is less convenient and far more reproducible — the trade Go makes nearly everywhere.

Moving versions on purpose: go get

You upgrade deliberately with go get. Name a module and a version, or @latest to jump to the newest tagged release:

$ go get golang.org/x/text@v0.3.7
go: upgraded golang.org/x/text v0.3.5 => v0.3.7

go get pkg@latest chases the newest release, go get pkg@v1.2.3 pins an exact one, and go get pkg@none drops it. Each writes the new version into go.mod and the new hash into go.sum. Nothing about your dependency versions changes unless a command like this changed it.

Vendoring: the dependencies in your tree

By default your dependencies live in a module cache outside the repo and are fetched as needed. go mod vendor copies them instead into a vendor/ directory at your module root:

$ go mod vendor
$ cat vendor/modules.txt
# golang.org/x/text v0.3.7
## explicit; go 1.17
golang.org/x/text/internal/language
golang.org/x/text/internal/language/compact
golang.org/x/text/internal/tag
golang.org/x/text/language

When a vendor/ directory is present the go command builds from it and skips the network entirely. That buys you three things: builds that work with no access to the module proxy (air-gapped CI, or an outage upstream), a diff that shows exactly what changed inside a dependency when you upgrade it, and a guarantee that the code you reviewed is the code you build. The cost is a larger repository and a tree you must keep in sync with go mod vendor. Most services skip vendoring and trust the cache plus go.sum — regulated or air-gapped shops vendor. Both are valid. Know which one you are choosing and why.

govulncheck: only the vulnerabilities you actually reach

Importing a package with a known CVE does not mean your program is exploitable. The vulnerable function may sit in a corner of the library you never call. govulncheck is Go’s official scanner, and its defining feature is exactly this distinction: it does static call-graph analysis and reports only vulnerabilities your code can actually reach — then lists the rest separately as informational.

Point it at the vuln module, which pins golang.org/x/text v0.3.5 and calls language.Parse:

$ go run golang.org/x/vuln/cmd/govulncheck@latest ./...
=== Symbol Results ===

Vulnerability #1: GO-2021-0113
    Out-of-bounds read in golang.org/x/text/language
  More info: https://pkg.go.dev/vuln/GO-2021-0113
  Module: golang.org/x/text
    Found in: golang.org/x/text@v0.3.5
    Fixed in: golang.org/x/text@v0.3.7
    Example traces found:
      #1: main.go:11:28: vulndemo.main calls language.Parse

Your code is affected by 1 vulnerability from 1 module.
This scan also found 1 vulnerability in packages you import and 1 vulnerability
in modules you require, but your code doesn't appear to call these
vulnerabilities.

Read what it told you. One vulnerability affects you, and it printed the exact call that reaches it — main.go:11:28: vulndemo.main calls language.Parse. That is the whole point. It also found a vulnerability in a package you import and one in a module you require — and it deliberately set both aside because nothing in your code path touches them. A scanner that flagged every CVE in your dependency tree would drown you in alerts you cannot act on. This one hands you the short list — the one that is actually true for your program.

The fix all but wrote itself: the report named the fixed version. Upgrade and rescan:

$ go get golang.org/x/text@v0.3.7
go: upgraded golang.org/x/text v0.3.5 => v0.3.7
$ go run golang.org/x/vuln/cmd/govulncheck@latest ./...
=== Symbol Results ===

No vulnerabilities found.

Your code is affected by 0 vulnerabilities.

Same code, one version bump — and the reachable vulnerability is gone. govulncheck exits non-zero when it finds something you call, which is exactly what you want in CI: a build that fails the day a CVE lands in a function you use — and stays green for CVEs you merely carry.

Two operational notes, both learned by running it. First, the database is live. The scan reported Go: go1.26.5, Scanner: govulncheck@v1.6.0, DB: https://vuln.go.dev, and that database is Go’s own, updated continuously. The same scan can start failing tomorrow with no change to your code, because a disclosure landed for a function you already call. That is a reason to run govulncheck on a schedule — not only on pull requests. Second, the tool pins its own Go toolchain in its go.mod, and that pin can be older than the go directive in the module you are scanning. When it is, the scan aborts with a “package requires newer Go version” error before it analyzes anything. The fix is to force the toolchain the tool builds and runs under — GOTOOLCHAIN=go1.26.5 go run golang.org/x/vuln/cmd/govulncheck@latest ./... — which is how the runs above were done.

Final thoughts

The through-line here is that Go treats your dependencies as something to be pinned, hashed, and audited — not merely downloaded. go.mod says what you want, go.sum proves you got it, minimal version selection means nothing moves behind your back, and go mod tidy keeps the two files honest against your actual imports. On top of that, govulncheck reframes the security question from the unanswerable “is anything I depend on vulnerable” to the actionable “is anything I call vulnerable,” and it points at the exact line to prove it. Wire go mod verify, go mod tidy with a diff check, and govulncheck into CI, and your supply chain stops being a thing you hope about and becomes a thing you assert. Next we take the hardened binary and wrap it in the smallest, least-dangerous container we can build.







Chapter

10

Six Megabytes and Nothing Else: Go in a Scratch Container


A Go program is already a single self-contained binary, which makes it the easiest thing in the world to containerize badly. Start FROM golang, copy your source in, run go build, and ship the result — it works, and the image is over 800 MB of Linux distribution, C compiler, and interactive shell wrapped around a binary that needs none of it. This chapter builds the other kind of image — the one that is just the binary on top of almost nothing, measured in single-digit megabytes with barely any attack surface.

Why a static binary is the whole trick

The reason a Go service can live in an almost-empty image is that you can compile it with no external dependencies at all, not even the C library. That is not automatic. By default Go builds with cgo enabled, and a couple of standard packages will use it — the net and os/user resolvers can call into the system’s libc for DNS and user lookups. A binary built that way is dynamically linked against libc and will not run in an image that has no libc.

Set CGO_ENABLED=0 and Go uses its pure-Go implementations instead, producing a genuinely static binary that depends on nothing outside itself. Here is the proof, built for Linux from a Mac:

$ CGO_ENABLED=0 GOOS=linux GOARCH=amd64 go build -o server-static .
$ file server-static
server-static: ELF 64-bit LSB executable, x86-64, version 1 (SYSV),
statically linked, Go BuildID=..., not stripped

statically linked is the word that matters. For contrast, the same source built with cgo enabled links against the operating system’s libraries. On my Mac that build reports four dynamic dependencies, DNS resolution among them:

$ CGO_ENABLED=1 go build -o server-cgo .
$ otool -L server-cgo
	/usr/lib/libSystem.B.dylib
	/usr/lib/libresolv.9.dylib
	/System/Library/Frameworks/CoreFoundation.framework/...
	/System/Library/Frameworks/Security.framework/...

A binary with those dependencies needs those libraries present at runtime. The static one needs nothing — which is exactly why it can run in an image that contains nothing. (The classic Linux proof is ldd server-static reporting “not a dynamic executable” — macOS has no Linux dynamic loader, so file is the proof shown here. The statically linked verdict is the same fact.)

While you are passing build flags, -ldflags="-s -w" strips the symbol table and debug information. On this service the static binary went from 8.0 MB to 5.6 MB. You lose symbolized stack traces from the binary itself — a fair trade for a production image, a bad one if you plan to attach a debugger to it.

The multi-stage Dockerfile

The building requires a Go toolchain; the running requires only the binary. A multi-stage build gets you both — without shipping the first. The build stage is a full Go image, and everything in it is discarded except the one file you copy forward:

# --- build stage: the full Go toolchain, thrown away at the end ---
FROM golang:1.26 AS build
WORKDIR /src

# Copy go.mod/go.sum first so dependency download is cached
# separately from source changes.
COPY go.mod ./
RUN go mod download

# Now the source, and the build itself.
COPY . .
RUN CGO_ENABLED=0 GOOS=linux go build -ldflags="-s -w" -o /bin/server .

# --- final stage: nothing but the binary and its trust roots ---
FROM gcr.io/distroless/static:nonroot
COPY --from=build /bin/server /server
USER nonroot:nonroot
EXPOSE 8080
ENTRYPOINT ["/server"]

Every line earns its place:


	FROM golang:1.26 AS build names a stage. This image carries the compiler, the standard library sources, git, and a shell. It is big and it is fine, because it does not ship.

	COPY go.mod ./ then RUN go mod download, before copying source. Docker caches each layer. Dependencies change far less often than your code, so downloading them in their own layer means an edit to main.go reuses the cached dependency layer instead of re-downloading. (On this single-file service with no third-party imports, that step honestly reported go: no module dependencies to download, but the pattern is what matters the moment you add a dependency.)

	RUN CGO_ENABLED=0 GOOS=linux go build ... is the static build from the previous section, now producing a Linux binary at /bin/server.

	FROM gcr.io/distroless/static:nonroot starts the final stage over from a base that has no shell, no package manager, and no libc. Google’s distroless/static is built for exactly this — a static binary, the CA certificates for TLS, timezone data, and /etc/passwd, and nothing else.

	COPY --from=build /bin/server /server reaches into the discarded build stage and lifts out only the binary.

	USER nonroot:nonroot runs the process as an unprivileged user. The :nonroot image variant ships that user (uid 65532) for you, so a container escape does not start as root.

	ENTRYPOINT ["/server"] is the exec form, which runs the binary as PID 1 directly rather than under a shell, so it receives the SIGTERM that graceful shutdown depends on — a shell wrapper would swallow it.



The two details scratch will bite you on

If you go smaller still and use FROM scratch — the truly empty base — two things that distroless/static handed you are suddenly your problem.

The first is TLS trust. scratch has no CA certificate bundle, so the first time your service makes an outbound HTTPS call, the TLS handshake fails with an x509: certificate signed by unknown authority error. The fix is to copy the certs out of the build stage, which has them:

FROM scratch
COPY --from=build /etc/ssl/certs/ca-certificates.crt /etc/ssl/certs/
COPY --from=build /bin/server /server
EXPOSE 8080
ENTRYPOINT ["/server"]

The second is users and timezones. scratch has no /etc/passwd, so a USER name has nothing to resolve against (a numeric USER 65532 still works), and no zoneinfo, so time.LoadLocation fails unless you copy that in too or compile with the timetzdata build tag. This is the trade: scratch is the absolute minimum and you assemble what you need by hand — distroless/static is a curated minimum that has already made the sensible choices. Reach for scratch when you want to know exactly what is in the image — reach for distroless when you want the boring correct defaults.

.dockerignore: keep the context honest

Before Docker runs a single instruction it sends the build context, your directory, to the daemon. A .dockerignore keeps that context small and, more importantly, keeps things you must never bake into an image out of reach of any stray COPY .:

.git
*.md
Dockerfile
.dockerignore
/server
*.env

Excluding .git and docs shrinks the context; excluding *.env and stray binaries is a safety rail — so a secret file or a locally-built artifact cannot be copied into a layer where it would live forever, readable by anyone who pulls the image.

What actually got built

Docker was available in this environment, so the image was really built, not just written. The distroless build succeeded and the numbers are the point of the whole exercise:

$ docker build -t bookshop:distroless .
...
$ docker images
REPOSITORY   TAG          SIZE
golang       1.26         833MB      # the builder, discarded
bookshop     distroless   7.99MB     # what actually ships
bookshop     scratch      6MB        # the scratch variant

The builder image is 833 MB. The image you ship is 7.99 MB on distroless, 6 MB on scratch. That is the entire argument — the multi-stage build throws away 800-odd megabytes of toolchain and keeps a binary plus its trust roots. The running container answers, too:

$ docker run -d -p 8099:8080 bookshop:distroless
$ curl -s localhost:8099/
hello from a scratch container
$ docker logs <id>
2026/07/31 23:40:08 listening on :8080

Sharp edges

The thing that makes this image safe is the same thing that makes it awkward to debug — there is no shell. docker exec -it <container> sh fails because there is no sh, no ls, nothing to exec. When you need to get inside, the answer is either the :debug tag of the distroless image (which adds busybox) or docker debug / an ephemeral debug container that attaches a toolbox to the running process’s namespaces without changing the shipped image. Plan for it before an incident — not during one.

Two more. A non-root user cannot bind a privileged port, so listen on 8080 and map it, never bind 80 inside the container. And there is no init process reaping zombies or forwarding signals for you, which is fine for a single Go binary as PID 1 that handles its own SIGTERM, but a reason to add --init or a real init if your process spawns children.

Final thoughts

Containerizing Go well is almost entirely one idea taken seriously: compile a static binary with CGO_ENABLED=0, then put only that binary on top of the least base image that still works. The multi-stage Dockerfile is the mechanism, distroless or scratch is the base, and the CA certs, non-root user, exec-form entrypoint, and .dockerignore are the handful of details that separate a correct image from one that fails its first TLS call or runs as root. The payoff is concrete and was measured here — an 833 MB toolchain reduced to a 6 MB artifact with no shell for an attacker to land in. The image is small; next we look inside the process, at the runtime that is doing the actual work.
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The Runtime Has Knobs: Escape Analysis, the GC, and sync.Pool


Go hides a lot of machinery behind a simple language, and most of the time you want it hidden. The garbage collector runs on its own, the scheduler spreads your goroutines across cores, and the compiler quietly decides which values live on the stack and which go to the heap. You can build fast, correct programs without ever thinking about any of it. But when a service is slow, or its memory graph climbs until the container gets killed, you need to know what the runtime is doing and which knobs change it.

This chapter is about those knobs: escape analysis, the two garbage-collector settings, GOMAXPROCS, and sync.Pool. The through-line, though, is one rule you should tattoo somewhere: never tune blind. Every setting here changes behavior you cannot see by reading the code, so the only honest way to touch them is to measure first, change one thing, and measure again. The profiling chapter gave you the tools; this chapter gives you the dials.

Where allocations come from

An allocation on the stack is nearly free: it vanishes when the function returns, and the garbage collector never sees it. An allocation on the heap costs a GC something to track and eventually reclaim. So the single most useful runtime fact is which of your values land where, and the compiler will tell you if you ask. This is escape analysis: for every value, the compiler proves whether it can safely stay on the stack, or whether it “escapes” and must go to the heap.

Here are two functions that look similar and are decided differently:

// sumLocal keeps its work on the stack: total never outlives the call, and its
// address is never taken, so the compiler can allocate it in the frame.
func sumLocal(nums []int) int {
	total := 0
	for _, n := range nums {
		total += n
	}
	return total
}

// newCounter returns a pointer to a local, so the local must outlive the call.
// The compiler is forced to move it to the heap.
func newCounter() *int {
	c := 0
	return &c
}

Pass -gcflags="-m" to go build and the compiler prints its reasoning:

$ go build -gcflags="-m" .
main.go:7:15: nums does not escape
main.go:18:2: moved to heap: c

nums “does not escape” — the slice header stays on the stack. But c is “moved to heap” because newCounter returns its address, so the variable has to outlive the call that created it. That is the rule in one line: if a pointer to a value survives the function, the value escapes. Returning pointers, storing them in longer-lived structures, and passing them to interfaces are the usual reasons. You do not have to eliminate every escape, and you shouldn’t try. But when a profile shows a hot path allocating hard, -m tells you why, and often the fix is as small as not taking an address you didn’t need.

The GC knobs: GOGC and GOMEMLIMIT

Go’s garbage collector is concurrent and self-pacing, and it exposes exactly two dials worth knowing.

GOGC sets the trade between CPU and memory. Its default is 100, which means: run a collection once the live heap has grown by 100% since the last one — in other words, when it has doubled. Raise it to 200 and the heap is allowed to grow more between collections, so the GC runs less often and burns less CPU, at the cost of a higher memory ceiling. Lower it to 50 and collections come sooner, holding memory down but spending more CPU. You can set it with the GOGC environment variable or from code with debug.SetGCPercent, which returns the previous value.

GOMEMLIMIT (added in 1.19) is the more important of the two for production. It is a soft memory limit: as the heap approaches it, the collector runs more aggressively to stay under it, trading CPU to avoid running out of memory. It does not replace GOGC; it backstops it. The classic setup in a container is a generous GOGC for throughput plus a GOMEMLIMIT set a little below the container’s memory quota, so the GC leans in before the kernel’s OOM killer does.

old := debug.SetGCPercent(100)          // returns the previous GOGC
fmt.Println("GOGC was: ", old)

debug.SetMemoryLimit(256 << 20)         // 256 MiB soft limit
fmt.Println("MemLimit:  ", debug.SetMemoryLimit(-1)) // -1 = query, don't change

debug.SetGCPercent(50)                   // collect at +50% growth
// ... allocate 64 MiB of retained slices ...
var m runtime.MemStats
runtime.ReadMemStats(&m)
fmt.Printf("NumGC: %d\n", m.NumGC)

runtime.ReadMemStats is how you confirm a knob did something. Running the program with the default GOGC, then again with GOGC=200 in the environment, the code reads the change straight back:

$ go run .
GOGC was:  100
MemLimit:   9223372036854775807
MemLimit:   268435456
NumGC:      9 (retained 64 MiB)

$ GOGC=200 go run .
GOGC was:  200

The default limit reads as 9223372036854775807 — that is math.MaxInt64, the runtime’s way of saying “no limit set.” After SetMemoryLimit(256 << 20) it reads back 268435456, exactly 256 MiB. And allocating 64 MiB with GOGC=50 triggered nine collection cycles; at the default of 100 there would have been fewer, because the heap is allowed to grow further between them. The numbers are the point: don’t reason about the GC, read MemStats.

GOMAXPROCS, and the container trap

GOMAXPROCS is the number of OS threads that may execute Go code simultaneously. It defaults to the number of CPUs the runtime detects:

$ go run .
NumCPU:     16
GOMAXPROCS: 16

$ GOMAXPROCS=2 go run .
GOMAXPROCS: 2

The 16/2 above come from this machine. The container story is documented behavior worth knowing. For years this had a sharp edge: a pod limited to 2 CPUs, running on a 64-core node, would see 64 and set GOMAXPROCS to 64, spawning far more runnable threads than its CPU quota allowed, which the scheduler then throttled, adding latency. The old fix was to import uber-go/automaxprocs or set the variable by hand from the cgroup limit. As of Go 1.25 the runtime reads the cgroup CPU quota itself and sizes GOMAXPROCS to match, so the default is finally right inside a container. Know the setting exists, and if you are on an older runtime, set it from your CPU limit explicitly.

sync.Pool: reuse instead of reallocate

When a hot path allocates the same short-lived object over and over — a scratch buffer per request, a parser’s working state — the allocations and the GC pressure they create can dominate. sync.Pool is a free list of reusable objects: you Get one (which either reuses a spare or calls your New), use it, and Put it back. The pool is safe for concurrent use, and the GC may empty it between cycles, so it is strictly a cache, never storage.

The way to know whether it helps is a benchmark with -benchmem, which reports allocations per operation. Here is the same work — grow a buffer and write 512 lines into it — done fresh each time versus borrowed from a pool:

var bufPool = sync.Pool{New: func() any { return new(bytes.Buffer) }}

func buildPooled() int {
	buf := bufPool.Get().(*bytes.Buffer)
	buf.Reset()          // reuse the grown backing array
	fill(buf)
	n := buf.Len()
	bufPool.Put(buf)
	return n
}

$ go test -bench=. -benchmem
BenchmarkFresh-16     70880   15469 ns/op   65472 B/op   10 allocs/op
BenchmarkPooled-16   293042    4090 ns/op       0 B/op    0 allocs/op

Ten allocations per operation drop to zero, and the operation runs almost four times faster, because the pooled buffer keeps its grown backing array between uses instead of rebuilding it from nothing. That is a real, measured win — for this workload. sync.Pool is not free: it has coordination cost, and for objects that are cheap to allocate it can be slower than just allocating. This is exactly why the benchmark is not optional. The pool paid off here because the objects were expensive to grow and reused constantly; change either of those and the answer changes.

Final thoughts

The runtime’s defaults are good, and the first rule of tuning them is to suspect you don’t need to. When you do, the order is fixed: profile, then turn one knob, then profile again. The pprof chapter is the first half of that sentence and this chapter is the second. Escape analysis tells you where the heap traffic is born, so you can cut it at the source. GOGC and GOMEMLIMIT set the CPU-versus-memory trade, and MemStats proves the change landed. GOMAXPROCS matches your real CPU budget, which the runtime now does for you in a container. And sync.Pool trades allocation for reuse when — and only when — a -benchmem benchmark says it wins. None of these are things you reason your way to; they are things you measure. A knob turned on a hunch is just a different way to be wrong.
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Are You Alive, or Just Breathing? Health Checks That Tell the Truth


An orchestrator cannot see inside your process. It knows the pod is running because there is a PID, but a PID tells it nothing about whether your service can actually answer a request. Maybe the process is up but still loading a 400 MB model. Maybe it’s up and serving fine. Maybe it’s up but wedged in a deadlock, holding a connection it will never respond on. To the kernel all three look identical: alive. The only way the platform learns the difference is if your code tells it, and the channel for that is a health check — an HTTP endpoint the orchestrator polls to ask a specific question and act on the answer.

The trap is thinking there is one question. There are three, they have different answers, and wiring them together is one of the most common ways a healthy service still sheds traffic. This chapter untangles them and then builds the endpoints.

Three probes, three different verbs

Kubernetes formalized the distinction, but the idea applies to any platform that supervises a process. There are three kinds of probe, and the reason they exist separately is that each one triggers a different action on failure.

Liveness asks: is this process fundamentally broken? A failing liveness probe means restart me. The orchestrator kills the container and starts a new one. This is the nuclear option, reserved for states you cannot recover from in place — a deadlock, a corrupted internal state, a goroutine leak that has eaten all your memory. The critical rule follows directly from the consequence: a liveness check must be cheap and independent. It must not touch the database, call an upstream, or check anything outside the process. If it does, a brief database outage fails every pod’s liveness probe at once, and the orchestrator responds by restarting your entire fleet — turning a recoverable dependency blip into a full outage of your own making. Liveness answers one thing only: is the process itself still capable of serving? While the process is alive and its request loop is turning, it should return 200.

Readiness asks: should I receive traffic right now? A failing readiness probe means take me out of the load balancer, but leave me running. No restart. The pod stays alive; the platform simply stops routing new requests to it until it recovers. This is the probe that should check dependencies — if you can’t reach the database you depend on, you can’t serve a useful response, so you should bow out of rotation until you can. Readiness is temporary and reversible by design: a pod flips out of rotation when a dependency is down and flips back in when it recovers, all without dying.

Startup asks: has this thing finished booting yet? It exists to solve a timing conflict. A service that takes thirty seconds to warm up would fail an aggressive liveness probe during those thirty seconds and get killed before it ever came up, restarting forever. The startup probe holds the other two off: while it is failing, the liveness and readiness probes are not even checked. Once it passes once, the platform switches to the normal liveness and readiness cadence and never consults the startup probe again. It is a one-time gate that says “don’t judge me until I’ve booted.”

The short version: liveness restarts you, readiness reroutes around you, startup waits for you. Conflate any two and you get the wrong action at the worst time.

Two endpoints

In practice, two HTTP handlers cover it. /healthz is liveness — dead simple, always 200 while the process is alive, no dependency checks. /readyz is readiness — it checks whatever you need to serve and returns 503 when you can’t. (Startup is usually the same /readyz endpoint pointed at by a startup probe with a longer timeout, so you rarely write a third handler.) The naming with the trailing z is a Kubernetes convention, chosen to avoid colliding with a real route.

mux.HandleFunc("GET /healthz", func(w http.ResponseWriter, r *http.Request) {
	w.WriteHeader(http.StatusOK) // alive if we can answer at all
	fmt.Fprintln(w, "ok")
})

mux.HandleFunc("GET /readyz", func(w http.ResponseWriter, r *http.Request) {
	if !ready.Load() {
		w.WriteHeader(http.StatusServiceUnavailable) // 503: don't route to me
		fmt.Fprintln(w, "draining")
		return
	}
	w.WriteHeader(http.StatusOK)
	fmt.Fprintln(w, "ready")
})

The ready gate here is an atomic.Bool, because the readiness answer is state that other goroutines flip. A real /readyz would also ping its dependencies inside that handler — db.PingContext(r.Context()) and friends — returning 503 the moment one is unreachable. Keep those checks fast and give them their own short timeout; a readiness probe that blocks for ten seconds is its own kind of outage.

The production move: flip readiness before you drain

Here is the part that ties this chapter to graceful shutdown, and the reason readiness is a variable and not a fixed 200. Recall from the shutdown chapter the race that lurks in every rolling deploy: when your pod gets SIGTERM, there is a lag before the load balancer’s endpoint list updates to stop routing to it. During that lag, new requests keep arriving at a process that has already decided to die. Drain immediately and those requests hit a closing door.

Readiness closes that gap. The move is to flip /readyz to not-ready first, pause long enough for the load balancer to notice and pull you from rotation, and only then start draining in-flight requests. The order is the whole point: fail readiness, wait, then Shutdown. Liveness stays 200 the entire time, because the process is not broken — it is deliberately, gracefully leaving.

<-ctx.Done() // SIGTERM arrived
stop()

ready.Store(false) // 1. tell the load balancer to stop routing here

// 2. (in production) sleep a few seconds so the endpoint list updates,
//    then 3. drain the requests already in flight:
if err := srv.Shutdown(shutdownCtx); err != nil {
	fmt.Println("shutdown:", err)
}

The self-contained demo below skips the sleep for speed, but it exercises the state change that matters: probe both endpoints while healthy, deliver a SIGTERM to our own process, and probe again mid-shutdown.

$ go run .
== healthy: both endpoints up ==
/healthz  -> 200 "ok\n"
/readyz   -> 200 "ready\n"

== SIGTERM received: readiness OFF, then drain ==
/healthz  -> 200 "ok\n"
/readyz   -> 503 "draining\n"
drained and exiting

Read the two blocks against each other. While healthy, both endpoints return 200 — the pod is alive and in rotation. After SIGTERM, /healthz is still 200 because the process is perfectly alive, but /readyz has flipped to 503. That single 503 is the pod telling the load balancer “route elsewhere” without telling the orchestrator “restart me.” The traffic drains away cleanly, the in-flight work finishes, and only then does the process exit. Liveness and readiness gave two different answers to two different questions at the same instant, which is exactly what they are for.

Sharp edges

A few things bite once this is wired up.


	Never check dependencies in liveness. It bears repeating because the failure is so tempting to write and so catastrophic when it fires. A liveness probe that pings the database converts a database hiccup into a fleet-wide restart storm. Dependencies belong in readiness, never liveness.

	A flapping readiness check is worse than a failing one. If /readyz toggles in and out on every marginal dependency latency, the pod pinballs in and out of rotation and every routing table thrashes. Add a little hysteresis or a short failure threshold rather than reacting to a single slow ping.

	Give the probe handlers their own timeouts. These endpoints get polled every few seconds forever. If a readiness check can hang, it will eventually hang during an incident, and a hung probe reads as a failure. Bound it.

	Don’t authenticate the probe endpoints. The kubelet calling /healthz has no credentials to offer. Leave these routes open (they expose nothing sensitive) or the probe itself fails with a 401 and the platform kills a healthy pod.



Final thoughts

Health checks are the interface between your process and the system supervising it, and the whole art is answering the right question. Liveness is “am I broken, restart me” — keep it cheap and dependency-free, because its failure is a restart. Readiness is “should I get traffic now” — check your dependencies here, because its failure is a reroute, not a death. Startup is “have I booted yet” — a one-time gate so a slow warm-up isn’t mistaken for a broken process. The endpoints are a few lines each; the discipline is in not blurring them together. And the payoff move is small and specific: flip /readyz to 503 on SIGTERM before you drain, so the load balancer stops sending work to a pod that has already begun to leave. A deploy where every probe tells the truth is a deploy nobody notices.
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Assume Everything Fails: Timeouts, Retries, Limits, and Breakers


Everything you have built so far assumed the world cooperates: the database answers, the upstream API returns, the network delivers your bytes. Production makes no such promise. A dependency will be slow, then unavailable, then flap back and forth in the worst possible rhythm. Your job is not to prevent that — you can’t — but to make sure that when it happens, your service degrades instead of dying, sheds load instead of amplifying it, and comes back on its own when the trouble passes.

This final chapter is a small toolkit for a hostile production: timeouts on every outbound call, retries that back off instead of hammering, rate limits that protect you and the things you depend on, a circuit breaker that stops beating a dead service, and panic recovery so one bad request never takes the process with it.

Timeouts everywhere

The first rule is the least glamorous: every call that leaves your process needs a deadline. A call without one waits forever by default, and “forever” is how a single slow dependency turns into a pile of stuck goroutines, then exhausted connections, then a dead service. In Go the deadline rides on a context, and every well-behaved client — HTTP, database, gRPC — takes one.

ctx, cancel := context.WithTimeout(context.Background(), 100*time.Millisecond)
defer cancel()

req, _ := http.NewRequestWithContext(ctx, http.MethodGet, upstream.URL, nil)
resp, err := http.DefaultClient.Do(req)

Point that at an upstream that takes 300ms to answer, and the call gives up at 100ms instead of hanging:

$ go run .
failed after 100ms: Get "http://127.0.0.1:62035": context deadline exceeded
is DeadlineExceeded: true

The failure is clean and typed — errors.Is(err, context.DeadlineExceeded) is true — so you can distinguish a timeout from any other error and react to it. The other half of this rule is the server you expose. The zero value of http.Server has no timeouts at all, which means a slow client can open a connection and hold it open indefinitely. Always set them:

srv := &http.Server{
	ReadHeaderTimeout: 5 * time.Second,
	ReadTimeout:       10 * time.Second,
	WriteTimeout:      10 * time.Second,
	IdleTimeout:       60 * time.Second,
}

Retries with backoff and jitter

A transient failure — a dropped connection, a brief 503 — often succeeds on the next try. So you retry. But a naive retry loop is a loaded gun: the moment a popular dependency stumbles, every client retries at once, and the synchronized stampede keeps it down. The fix is two-part. Exponential backoff spaces the attempts out, doubling the wait each time. Jitter randomizes each wait so a thousand clients don’t all retry on the same tick.

// Exponential: base * 2^(attempt-1), capped.
backoff := base * time.Duration(1<<(attempt-1))
if backoff > cap {
	backoff = cap
}
// Full jitter: sleep a random duration in [0, backoff).
sleep := time.Duration(rng.Int63n(int64(backoff)))

Run against a stub that fails three times and then recovers, with a 100ms base capped at 2s:

$ go run .
attempt 1: 503 service unavailable — backing off 31ms (of max 100ms)
attempt 2: 503 service unavailable — backing off 144ms (of max 200ms)
attempt 3: 503 service unavailable — backing off 102ms (of max 400ms)
attempt 4: ok
result: <nil>

Watch the cap climb — 100ms, 200ms, 400ms — while the actual sleep is a random draw beneath it. That randomness is the whole point: it smears a fleet of retriers across the window instead of bunching them. Two guardrails matter as much as the math. Cap the backoff, or the wait grows unbounded. And only retry idempotent operations — a GET or a PUT you can safely repeat, never a POST that charges a card twice. If you can’t guarantee the call is safe to repeat, you can’t safely retry it.

Rate limiting

Backoff protects a dependency from your retries; a rate limiter protects it — and you — from your normal traffic. The standard tool is golang.org/x/time/rate, a token-bucket limiter you add with go get golang.org/x/time/rate. You configure it with a refill rate and a burst size, and it answers one question: may this request proceed right now?

There are two ways to ask. Allow is non-blocking: it returns true if a token is free and false if not, so you can drop or reject the request immediately. Wait blocks until a token frees up, pacing a caller instead of dropping it. Here is a limiter set to 5 events per second with a burst of 3, asked both ways:

lim := rate.NewLimiter(rate.Limit(5), 3)
for i := 1; i <= 6; i++ {
	if lim.Allow() { /* proceed */ } else { /* throttle */ }
}

$ go run .
== Allow(): non-blocking, drop when empty ==
req 1: allowed
req 2: allowed
req 3: allowed
req 4: THROTTLED
req 5: THROTTLED
req 6: THROTTLED
== Wait(): blocks and paces ==
req 1: ran at +0s
req 2: ran at +0s
req 3: ran at +0s
req 4: ran at +200ms
req 5: ran at +400ms

The burst bucket starts full, so the first three requests pass instantly either way. After that Allow drops them, while Wait paces them out at one every 200ms — exactly the 5-per-second refill. Use Allow on an inbound edge where shedding load is correct, and Wait on an outbound edge where you want to respect a downstream’s limit without failing your own request.

A circuit breaker

Retries and rate limits assume a dependency that mostly works. A circuit breaker is for the one that has stopped working. When a service is down, continuing to call it — even with backoff — wastes your time, ties up goroutines, and delays every request that has to time out before failing. A breaker notices the sustained failure and fails fast instead: it stops calling for a while, gives the dependency room to recover, then cautiously probes.

It has three states. Closed is normal; calls pass through and failures are counted. After a threshold of consecutive failures it trips to open, where calls are rejected instantly without touching the dependency. After a cooldown it moves to half-open and allows a single probe: if the probe succeeds it closes, and if it fails it opens again.

$ go run .
t+0s  call         -> state=closed    err=upstream down
t+100ms call         -> state=closed    err=upstream down
t+200ms call         -> state=open      err=upstream down
t+300ms call(fast-fail) -> state=open      err=circuit breaker is open
t+1s  call(fast-fail) -> state=open      err=circuit breaker is open
t+2.5s probe        -> state=closed    err=<nil>
t+2.6s call         -> state=closed    err=<nil>

Three failures trip it. While open, the next two calls return circuit breaker is open without calling the upstream at all — that is the fast-fail, and it is what protects you. After the 2-second cooldown the breaker allows one probe; the dependency has recovered, the probe succeeds, and the breaker closes and resumes normal traffic. The dependency got the breathing room it needed, and your service spent no time waiting on calls that were doomed to fail.

singleflight: collapse duplicate work

A different failure mode isn’t a dependency falling over — it’s a dependency getting hammered by your own service asking it the same thing many times at once. A hot cache key expires, and in the same instant a hundred in-flight requests all miss, all turn around, and all fire the identical expensive query at the database. That’s a cache stampede (or thundering herd), and the database that was fine a second ago now takes a hundred copies of one query. golang.org/x/sync/singleflight is the fix: it ensures that for a given key, only one execution of the work runs at a time, and every concurrent caller shares that single result.

The API is one method. g.Do(key, fn) runs fn if no call with that key is in flight, or waits and returns the in-flight call’s result if one is. It hands back the value, an error, and a shared bool telling you whether the result was shared with other callers:

var g singleflight.Group
v, err, shared := g.Do("cache-key", func() (any, error) {
	return fetchFromDB() // runs once even under a stampede
})

To prove it collapses, launch ten goroutines that all call Do on the same key against a function that counts its own invocations and sleeps long enough for the pile-up to form:

$ go run .
goroutines:        10
load() ran:        1 time(s)
callers w/ shared: 10 of 10
every result:      "the-answer"

Ten goroutines asked; the work ran once; all ten got the same answer, and every one of them saw shared == true. The database saw a single query instead of ten. Two sharp edges keep it honest. Do blocks the caller until the shared call returns, so one slow execution stalls everyone waiting on that key — reach for DoChan with a select on the request’s context when you need a per-caller timeout. And because the result is shared, a transient error is shared too: all ten callers get the same failure, so you can’t retry them independently. singleflight deduplicates work; it does not make that work more reliable, which is what the rest of this chapter is for.

Panic recovery, one last time

There is one failure that comes from inside: a panic in a request handler. Left alone, it unwinds the goroutine serving that request and drops the connection with no response. The recovery middleware from the Building series is the guard, and it belongs on every server you run: a deferred recover turns the panic into a logged 500 and lets the process keep serving.

func recoverMW(next http.Handler) http.Handler {
	return http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
		defer func() {
			if err := recover(); err != nil {
				log.Printf("recovered panic on %s %s: %v", r.Method, r.URL.Path, err)
				http.Error(w, "internal server error", http.StatusInternalServerError)
			}
		}()
		next.ServeHTTP(w, r)
	})
}

Drive a panicking route and then a healthy one against the same server:

$ go run .
2026/07/31 16:39:06 recovered panic on GET /boom: handler exploded
GET /boom  -> 500 "internal server error\n"
GET /ok    -> 200 "still alive\n"

/boom panics and comes back a clean 500; /ok answers 200 on the very next request. One bad handler did not take the server down with it. That is the entire job of the pattern, and it is why it is not optional.

Final thoughts: the whole track, closed

Four series ago this track opened with package main and a line that printed “Hello, Go.” It is worth looking back at the distance covered, because it forms one arc rather than four topics.

The Ground Up series was the language itself: types and zero values, structs and methods, interfaces satisfied implicitly, errors as ordinary values you check rather than exceptions you catch, and the toolbox — build, test, fmt, vet — that ships in the box. You learned to write Go.

Concurrency was the engine underneath: goroutines that cost almost nothing, channels that pass data and, more deeply, establish the happens-before edges that make concurrent memory access defined rather than merely lucky. select, the sync toolkit, context, and the race detector that enforces the memory model instead of trusting your intuition. You learned to make Go run in parallel without lying to yourself about it.

Building Real Things turned the language on the standard library: HTTP servers and clients, JSON in and out, files, testing done properly, and a small REST service assembled from nothing but net/http, encoding/json, sync, and embed — no framework required, because the library is broad and coherent enough not to need one. You learned to build something that works.

And Production — this series — was the gap between works on my machine and survives real traffic: project layout, structured logging with slog, configuration pulled out of the code, graceful shutdown, pprof when something is slow or leaking, observability, build and release, containers, the runtime knobs from the last chapter, and the reliability patterns in this one. You learned to run it.

That is the arc: from a single printed line to a service that is structured, observable, tuned, and resilient — one that logs what it does, shuts down without dropping requests, tells you when it’s slow, and stays standing when its dependencies fall over. Go gave you a small language on purpose, so that the interesting difficulty would live in your problem and not in the syntax. You have the whole of it now: the language, its concurrency model, its library, and the discipline to run it in production. There is nothing left to teach and everything left to build. Go write something real.






Versions and Verification


These are the versions the examples in this book were run against, not a claim
about what is current. A pinned baseline is what makes a printed result
reproducible; software released after this edition may behave differently.

What each chapter was run against


	Chapter	Run against


	Chapters 1–4, 9, 11, 12	Go 1.26.5.

	Chapter 6	Go 1.26.5, for everything runnable here; the one thing that needs external infrastructure is flagged as not stood up.

	Chapter 7	Go 1.26.5, on a darwin/amd64 laptop.

	Chapter 10	Go 1.26.5 for the Go half. The image was really built with Docker, and the text is precise about which line ran where.

	Chapter 13	Go 1.26.5, with the outputs as they came back.




What was run, and what was not

What each chapter established, and what it did not, in its own words.

Chapter 5 — pprof: Find the Hot Spot, Don't Guess It

Not run. -web was not run: Graphviz is not installed on the lab machine.

Chapter 6 — Logs, Metrics, and Traces: Picking the Signal That Answers the Question

Not run. None of the tracing in this section was executed — I did not stand OpenTelemetry up.

It needs a running collector and a trace backend to send spans to, and this environment has no external infrastructure. So unlike the expvar section above, this is described rather than measured, and I would rather say so than paste output I cannot produce. What is above is the accurate mental model — spans, a shared trace id, context propagation over headers, an SDK that exports to a collector — and it is enough to know what tracing is for and when to reach for it. Standing up OTel with a Jaeger backend is a chapter of its own, on infrastructure that can actually run the collector.

Chapter 10 — Six Megabytes and Nothing Else: Go in a Scratch Container

Not run. ldd server-static was not run: macOS has no Linux dynamic loader.

Chapter 11 — The Runtime Has Knobs: Escape Analysis, the GC, and sync.Pool

Not run. The container behaviour of GOMAXPROCS was not run: there is no container in this lab to test it in.
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