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Chapter

1

An HTTP Server in Nine Lines and No Framework


Most languages send you shopping for a web framework before you can serve a single request. Go doesn’t. The net/http package in the standard library is a production-grade HTTP server and client, and for a great many services it is the only HTTP dependency you will ever add. This chapter builds a server with nothing else, so you understand the machinery that every Go framework is a thin wrapper over.

The whole server

Here is a complete web server:

package main

import (
	"fmt"
	"net/http"
)

func main() {
	http.HandleFunc("/hello", func(w http.ResponseWriter, r *http.Request) {
		fmt.Fprintln(w, "Hello, Go")
	})
	http.ListenAndServe(":8080", nil)
}

http.HandleFunc registers a function to run when a request path matches /hello. http.ListenAndServe(":8080", nil) binds to port 8080 and blocks, serving requests until the process dies. The nil second argument says “use the default router,” which is where HandleFunc quietly registered your function. That is the entire program. No app object to construct, no server to configure, no middleware stack to assemble first.

The two arguments to your function are the two halves of every HTTP exchange, and you will type their names thousands of times. w http.ResponseWriter is where you write the response: headers, status, body. r *http.Request is everything the client sent: method, URL, headers, body. Write to w, read from r. That is the shape of every handler you will ever write in Go.

The Handler interface

HandleFunc is a convenience. The real abstraction underneath is an interface, and it is worth seeing because it explains why Go web code composes so cleanly:

type Handler interface {
	ServeHTTP(w http.ResponseWriter, r *http.Request)
}

Anything with a ServeHTTP(w, r) method is a Handler, and a Handler is the only thing the server actually knows how to run. Your plain function isn’t a Handler on its own, so the standard library gives you an adapter: http.HandlerFunc is a named function type whose own ServeHTTP method just calls the function. So http.HandlerFunc(myFunc) turns a function into a Handler, and HandleFunc does that wrap for you. The payoff is that a handler, a router, and a piece of middleware are all the same type. Each is a Handler, so each can wrap another, which is exactly how the next chapters build routing and middleware out of nothing but this interface.

ResponseWriter, and the 200 you never asked for

The ResponseWriter has three things you can do, and the order you do them in is load-bearing. You set headers with w.Header().Set(...), you set the status code with w.WriteHeader(code), and you write the body with w.Write(...) (or any of the fmt.Fprint family, since w is an io.Writer).

Here is the part that trips everyone up on day one: you almost never call WriteHeader. The first time you write any body bytes, the server sends a 200 OK for you, along with whatever headers you have set so far. Writing the body is committing the response. Running the nine-line server above and hitting it confirms it:

GET /hello -> 200 "Hello, Go\n"
Content-Type: text/plain; charset=utf-8

A 200, and a Content-Type you never set. The server sniffs the first bytes of your body and guesses the type. That is convenient for text/plain, and a trap for everything else: serve JSON without setting the header and Go may sniff it as text/plain and browsers will refuse to parse it. Set Content-Type yourself for anything but casual output.

The ordering rule that eats your headers

Because writing the body flushes the status and headers, everything you want in the response must happen before the first write. That gives one hard rule: set your headers, then call WriteHeader, then write the body — in that order. A header set after WriteHeader is silently ignored, because the header block has already gone out on the wire.

This is not a warning-you-can-ignore situation; it fails silently. To prove it, here are two handlers that differ only in ordering. The good one sets the content type, then the status; the bad one reverses them:

func goodOrder(w http.ResponseWriter, r *http.Request) {
	w.Header().Set("Content-Type", "text/plain; charset=utf-8")
	w.WriteHeader(http.StatusTeapot) // 418
	fmt.Fprintln(w, "short and stout")
}

func badOrder(w http.ResponseWriter, r *http.Request) {
	w.WriteHeader(http.StatusTeapot)
	w.Header().Set("Content-Type", "application/json") // too late, ignored
	fmt.Fprintln(w, "short and stout")
}

Hitting both:

/good -> 418  Content-Type="text/plain; charset=utf-8"  body="short and stout\n"
/bad  -> 418  Content-Type="text/plain; charset=utf-8"  body="short and stout\n"

Both return 418. But /bad does not return application/json. Its Set call ran after WriteHeader, so it changed a map nobody was going to read again, and the server fell back to sniffing text/plain. No error, no log line, no panic. Your API just serves the wrong content type forever and you find out from a confused client. Get the ordering into your fingers now: headers, status, body.

There is a second consequence of the same rule. Once you have written anything, calling WriteHeader again does nothing useful and logs a superfluous response.WriteHeader call complaint. A response gets exactly one status code, set once, before the body.

Errors and the missing route

You will not always return 200, and the standard library has a one-liner for the failure case. http.Error(w, message, code) sets Content-Type: text/plain, calls WriteHeader(code), and writes the message, all at once:

func guard(w http.ResponseWriter, r *http.Request) {
	http.Error(w, "you shall not pass", http.StatusForbidden)
	return
}

The return is deliberate, and it is the second footgun of the chapter. http.Error does not stop your handler. It writes the response and returns normally, so any code after it keeps running and keeps appending to the body. A handler that calls http.Error and then forgets to return produces exactly this:

/guard  -> 403  body="you shall not pass\n"
/forgot -> 403  body="you shall not pass\n ...and then it kept talking"

The /forgot handler committed a 403 and then bled more text into the response. Treat http.Error like a return statement’s noisy cousin: send it, then return.

Finally, what happens when a request matches no registered route? The default router answers for you:

/nope -> 404  body="404 page not found\n"

A real 404, with a plain-text body, generated by the router with no handler of yours involved. You get sane defaults for the paths you didn’t write.

One goroutine per request, and the error you throw away

Two facts about ListenAndServe are easy to miss and both matter in real code. The first: the server runs each request in its own goroutine. You do not manage a thread pool or an event loop; the server accepts a connection, spawns a goroutine, and calls your handler in it. Firing five concurrent requests at a handler and watching all five get served confirms it:

5 concurrent requests all served; distinct remote conns=5

This is why Go web services scale so casually, and it is also a warning: two requests can run your handler at the same moment, so any state a handler shares — a map, a counter, a cache — is subject to exactly the data races the concurrency series was about. A handler that reads and writes package-level state without a mutex is a bug waiting for load. Keep per-request state on the stack, and guard anything shared.

The second fact: ListenAndServe always returns a non-nil error. It blocks while serving, and the only way it returns at all is that something went wrong — the port was taken, the socket closed. So the idiomatic call wraps it in a log-and-die, because a silent http.ListenAndServe(":8080", nil) on its own line will exit your program with status 0 the instant the bind fails, telling you nothing:

log.Fatal(http.ListenAndServe(":8080", nil))

Never discard that return value. It is the only signal you get that your server never actually started.

Final thoughts

A Go HTTP server is net/http and nothing else: register a handler, call ListenAndServe, block. Every handler is func(w http.ResponseWriter, r *http.Request) — write to w, read from r — and every handler is really a Handler, an interface with one ServeHTTP method, which is why handlers, routers, and middleware are all the same composable type. Writing a body auto-sends a 200 and sniffs a content type, so set your own for anything structured. The rule that will bite you is ordering: headers, then WriteHeader, then body, because the first write commits the response and anything set afterward is dropped in silence. Use http.Error for failures, and remember it doesn’t return for you. That is a real server. Next we make it route like a grown-up.
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Routing: The Router Grew Up in 1.22


For most of Go’s life, its built-in router was the standard library’s weakest link. It matched paths and nothing else: no methods, no path parameters, no GET /books/{id}. So every real project reached for a third-party router (gorilla/mux, chi, httprouter) on day one, and “which router” became a question you had to answer before writing a line of business logic. Go 1.22 changed that. It taught the built-in http.ServeMux to match HTTP methods and capture path segments, and in doing so removed the reason most services ever imported a router at all. This chapter is that feature.

Patterns with a method and a wildcard

A modern route pattern has two new powers: an optional method out front, and named wildcards inside the path. Here is what a small book service looks like:

mux := http.NewServeMux()

mux.HandleFunc("GET /books/{id}", func(w http.ResponseWriter, r *http.Request) {
	fmt.Fprintf(w, "one book: %s", r.PathValue("id"))
})
mux.HandleFunc("POST /books/{id}", func(w http.ResponseWriter, r *http.Request) {
	fmt.Fprintf(w, "updated book: %s", r.PathValue("id"))
})

Two things are new. The pattern string starts with GET  or POST , so the method is part of the match, not something you check inside the handler with an if r.Method != .... And {id} is a wildcard segment: it matches any single path segment and captures it under the name id. You read the captured value back with r.PathValue("id"). The same path, /books/{id}, is registered twice with different methods and different handlers, which is exactly how a REST resource wants to be shaped. Requests land where you’d hope:

GET  /books/42 -> 200 "one book: 42"
POST /books/42 -> 200 "updated book: 42"

PathValue returns a string; if the segment wasn’t in the matched pattern you get "". There is no typed conversion and no validation, so an {id} you expect to be a number is still your job to strconv.Atoi and reject if it isn’t.

The automatic 405

Here is the feature that most justifies deleting your router dependency. Because the mux now knows which methods a path supports, it can answer a request that hits a known path with an unknown method correctly, on its own. Send a DELETE to a path that only registered GET and POST:

DELETE /books/42 -> 405 "Method Not Allowed"  Allow=GET, HEAD, POST

A 405 Method Not Allowed, with a correct Allow header listing the methods that path does accept, generated by the router with no code from you. Note the Allow header lists GET, HEAD, POST — you registered GET and POST, and the mux added HEAD for free, because a handler that answers GET can answer HEAD (a bodyless GET) automatically. Getting method-not-allowed semantics right by hand is fiddly and easy to botch; here it is simply the default behavior.

Precedence: the most specific pattern wins

When two patterns can both match a request, the mux does not pick the first one registered or the last. It picks the most specific one, and it does so regardless of registration order. Add a literal route alongside the wildcard:

mux.HandleFunc("GET /books/featured", func(w http.ResponseWriter, r *http.Request) {
	fmt.Fprint(w, "the featured shelf")
})

Now /books/featured could match either GET /books/{id} (with id = "featured") or the literal GET /books/featured. The literal is more specific, so it wins:

GET /books/featured -> 200 "the featured shelf"

You could register these two in either order and get the same result. The rule is that a pattern that matches a strict subset of another’s requests takes precedence. If two patterns overlap but neither is more specific than the other, that is genuinely ambiguous, and the mux panics at registration time rather than guessing. You find out at startup, not in production.

Anchoring the root with {$}

The old mux had an infamous quirk: a pattern ending in / matched that path and everything under it as a prefix. So / matched literally every request, making it useless as a “home page only” route. The fix is a new anchor, {$}, which means “the path ends exactly here”:

mux.HandleFunc("GET /{$}", func(w http.ResponseWriter, r *http.Request) {
	fmt.Fprint(w, "home")
})

GET /{$} matches only /, and nothing deeper:

GET /              -> 200 "home"
GET /anything/else -> 404 "404 page not found"

Without the {$}, that GET / would have swallowed /anything/else too. With it, / is a leaf, and unmatched paths fall through to the router’s 404. Any pattern that should match a path exactly and not as a prefix wants the {$} anchor at its end.

The trailing wildcard {rest…}

Sometimes you do want to match a whole subtree — serving static files, proxying a path, anything where everything after a prefix is one opaque value. The {name...} form captures all remaining segments, slashes included:

mux.HandleFunc("GET /static/{rest...}", func(w http.ResponseWriter, r *http.Request) {
	fmt.Fprintf(w, "serving file: %s", r.PathValue("rest"))
})

Everything after /static/ lands in rest, embedded slashes and all:

GET /static/css/site.css -> 200 "serving file: css/site.css"

A plain {rest} would only match one segment and reject the slash; the ... makes it greedy to the end of the path. That is the one wildcard that can contain /, and it must be the last thing in the pattern.

Subtree patterns and the redirect you didn’t write

There’s an older matching form still worth knowing, because it predates wildcards and the mux still honors it. A pattern ending in a plain slash — GET /files/ — is a subtree pattern: it matches that path and everything beneath it as a prefix. It behaves much like /files/{rest...}, minus the capture. What surprises people is the free redirect that comes with it. Request the subtree without the trailing slash and the mux bounces you:

/files/    -> 200  Location=""          body="files subtree"
/files     -> 307  Location="/files/"   body="Temporary Redirect"
/files/a/b -> 200  Location=""          body="files subtree"

GET /files (no trailing slash) got a 307 Temporary Redirect to /files/, not a direct 200. The mux canonicalizes the path for you. Note the code is 307, not the 301 older Go used and older tutorials still claim; 307 preserves the method and body across the redirect, which matters for a POST. It’s a small thing, but it’s the kind of stale detail that a book written from memory gets wrong, so: subtree redirect, and it’s a 307.

Do you still need a third-party router?

For the overwhelming majority of services, no. Methods, path parameters, correct 405s, HEAD handling, and sane precedence were the exact reasons the ecosystem reached for chi and gorilla/mux, and all of them now live in the standard library with zero dependencies. What the built-in mux still does not give you is regex constraints on segments ({id:[0-9]+}), typed parameter extraction, or per-route middleware chains as first-class syntax. If you want those ergonomics, a router still earns its place. But “I need to route GET /books/{id}” is no longer a reason to add one, and starting a new service on the standard mux is now the sensible default rather than a deliberate act of minimalism.

Final thoughts

The 1.22 http.ServeMux is a real router: mux.HandleFunc("GET /books/{id}", h) matches on method and captures path segments, which you read with r.PathValue("id"). A known path with an unregistered method returns an automatic 405 and a correct Allow header, HEAD included for free. The most specific pattern wins no matter the registration order, and a true ambiguity panics at startup instead of guessing. Anchor exact matches with {$} so / stops swallowing the whole tree, and capture a subtree with {rest...}, the one wildcard that keeps its slashes. Between them, these features retired the reflexive “add a router first” step for most Go services. Next we open the request up and read what the client actually sent.
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Reading the Request Without Getting Burned


A handler’s whole job is to turn a request into a response, and the request half is a *http.Request with more accessors than you’ll ever need in one handler. This chapter is about getting data out of it cleanly: the query string, form values, headers, and the raw body. The body is where the danger lives, because a request body is an open network stream of unbounded size, and reading it naively is how a service falls over.

Query parameters

The query string lives on the parsed URL, and r.URL.Query() gives you a map of its values:

func search(w http.ResponseWriter, r *http.Request) {
	q := r.URL.Query().Get("q")
	limit := r.URL.Query().Get("limit")
	missing := r.URL.Query().Get("nope") // absent key -> "", no error
	fmt.Fprintf(w, "q=%q limit=%q missing=%q", q, limit, missing)
}

Query() parses the raw query string into a url.Values (a map[string][]string), and .Get(key) returns the first value for a key, or "" if the key is absent. A hit against /search?q=go+http&limit=10:

GET /search -> 200 q="go http" limit="10" missing=""

Note two things. The + in q=go+http decoded to a space, because Query() does URL-decoding for you. And a missing key is an empty string, not an error and not a distinct “not present” signal. If you need to tell “absent” from “present but empty” — ?limit= versus no limit at all — reach past .Get and index the map directly, since r.URL.Query()["limit"] gives you the slice and nil means absent. One caveat worth knowing: Query() re-parses the raw string on every call, so if you’re reading several params, call it once and keep the result.

Forms, and the ParseForm you didn’t call

HTML form posts and query strings share machinery. For a form, the values arrive URL-encoded in the request body under Content-Type: application/x-www-form-urlencoded, and Go reads them for you:

func order(w http.ResponseWriter, r *http.Request) {
	title := r.FormValue("title")   // body OR query string
	qty := r.PostFormValue("qty")   // body only
	ua := r.Header.Get("User-Agent")
	fmt.Fprintf(w, "title=%q qty=%q ua=%q", title, qty, ua)
}

The convenient part is that FormValue and PostFormValue call ParseForm for you the first time, so you rarely invoke it directly. The difference between the two matters: FormValue looks in both the POST body and the URL query, while PostFormValue looks only in the body. A form POST to /order:

POST /order -> 200 title="Go in Practice" qty="3" ua="Go-http-client/1.1"

Headers come off r.Header, which is the same Get-returns-first-or-empty shape as query values. r.Header.Get("User-Agent") gave Go-http-client/1.1 here, the default sent by Go’s own HTTP client. Header names are canonicalized, so Get is case-insensitive: r.Header.Get("user-agent") finds the same value.

Two sharp edges on forms. ParseForm reads the body to populate the values, so if you call FormValue you have already consumed the body — a later io.ReadAll(r.Body) gets nothing. Pick one approach per request: forms or raw body, not both. And FormValue swallows any parse error; if malformed input matters to you, call r.ParseForm() yourself and check what it returns.

The raw body

For anything that isn’t a form (JSON, most obviously, which is the next chapter), you read the body yourself. The body is an io.ReadCloser, and io.ReadAll drains it into a byte slice:

data, err := io.ReadAll(r.Body)

Two habits go with this. First, close it: defer r.Body.Close(). The server will close the body for you when the handler returns, so this is belt-and-suspenders rather than strictly required on the server side, but it costs nothing and it is mandatory on the client side (next series), so building the reflex now is worth it. Second, and this is the one that actually matters: io.ReadAll reads until EOF with no size limit. A request body is a network stream you don’t control, so a hostile or buggy client can stream gigabytes and io.ReadAll will faithfully try to hold all of it in memory until your process is OOM-killed. Never io.ReadAll an untrusted body unbounded.

Bounding the body with MaxBytesReader

The fix ships in the standard library. http.MaxBytesReader wraps the body in a reader that refuses to yield more than a set number of bytes, and it does the right thing on both ends: it caps the read, and it signals the client with a 413. Here is a handler capped at a tiny 16 bytes to force the failure:

func raw(w http.ResponseWriter, r *http.Request) {
	r.Body = http.MaxBytesReader(w, r.Body, 16) // cap at 16 bytes
	defer r.Body.Close()
	data, err := io.ReadAll(r.Body)
	if err != nil {
		http.Error(w, "body too large: "+err.Error(), http.StatusRequestEntityTooLarge)
		return
	}
	fmt.Fprintf(w, "got %d bytes: %q", len(data), string(data))
}

A small body reads fine; an oversized one fails cleanly:

POST /raw (8B)   -> 200 got 8 bytes: "hi there"
POST /raw (100B) -> 413 body too large: http: request body too large

The 8-byte body sailed through. The 100-byte body tripped the cap: io.ReadAll returned an error with the message http: request body too large, and because we passed w into MaxBytesReader, it also arranged for the connection to signal the client rather than hang. We turned that error into a 413 Request Entity Too Large. Pick a real limit for your service — a few megabytes is typical for a JSON API — and wrap every untrusted body. This one line is the difference between a bounded server and a memory-exhaustion DoS.

File uploads

A form that carries a file arrives as multipart/form-data rather than URL-encoded, and it has its own accessor. r.FormFile("field") returns the file, a header with its metadata, and an error:

func upload(w http.ResponseWriter, r *http.Request) {
	file, header, err := r.FormFile("doc")
	if err != nil {
		http.Error(w, err.Error(), http.StatusBadRequest)
		return
	}
	defer file.Close()
	data, _ := io.ReadAll(file)
	fmt.Fprintf(w, "filename=%q size=%d", header.Filename, header.Size)
}

Posting a small text file as the doc field:

POST /upload -> 200 filename="notes.txt" size=12 content="hello upload"

The returned file is an io.Reader you can stream, and header.Filename / header.Size come from the multipart envelope. The same size warning as the raw body applies, only more so: an upload endpoint is the single most common way a service gets memory-exhausted, so bound it. r.ParseMultipartForm(maxMemory) (which FormFile calls for you) spills anything over maxMemory to temp files rather than RAM, but pairing the handler with http.MaxBytesReader to cap the whole request is still the real defense.

The request’s context

Every request carries a context.Context, reachable as r.Context(), and it is the part of the request most people forget exists. Its job is cancellation: when the client hangs up or its own deadline passes, the server cancels that context, and any work you started on the request’s behalf can notice and stop. A handler doing slow work should watch it:

select {
case <-time.After(2 * time.Second):
	fmt.Fprint(w, "finished work")
case <-r.Context().Done():
	return // client went away; abandon the work
}

Point a client with a 200ms timeout at that 2-second handler and the handler sees the abandonment:

handler observed cancellation: context canceled

The client’s Do call returned an error, and the server-side handler’s r.Context().Done() channel closed with context canceled. This is how you avoid burning CPU and database time on a response nobody is waiting for. Pass r.Context() down into every database query and outbound HTTP call you make, and cancellation propagates the whole way. A handler that ignores its context keeps grinding on requests the client gave up on minutes ago.

Checking the method by hand

Once you’re on the 1.22 mux from the last chapter, method matching is part of the route (POST /order) and you rarely test r.Method yourself. But it’s still there when you need it — a single handler that behaves differently per method without registering separate patterns:

switch r.Method {
case http.MethodGet:
	// ...
case http.MethodPost:
	// ...
default:
	http.Error(w, "method not allowed", http.StatusMethodNotAllowed)
}

Use the http.MethodGet constants rather than the bare string "GET"; they’re there to keep a typo from becoming a route that silently never matches.

Final thoughts

Getting data out of a request is a handful of accessors with consistent shapes. r.URL.Query().Get reads query params and returns "" for absent keys, decoding as it goes, but re-parses on every call so cache it. FormValue and PostFormValue read form fields and quietly call ParseForm for you — which consumes the body, so don’t also read it raw. Headers come off r.Header.Get, case-insensitively. And the body is the part to respect: it’s an unbounded network stream, so wrap every untrusted one in http.MaxBytesReader before io.ReadAll, turn the resulting error into a 413, and never trust a client to send a reasonable size. Next we stop reading bytes by hand and let encoding/json turn the body into a struct, and a struct back into a response.
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JSON in Go: Tags, the Export Rule, and the Quiet float64


JSON is the lingua franca of the web, and Go’s encoding/json package is how you speak it. The whole package comes down to two functions and their streaming cousins: Marshal turns a Go value into JSON bytes, Unmarshal turns JSON bytes back into a Go value. What makes it feel effortless is reflection — the package inspects your struct at runtime and maps fields to keys for you, so you almost never write serialization code by hand. What makes it occasionally bite is that same magic, because a few of its rules are silent, and silence is exactly where wrong data hides. This chapter runs the happy path and then spends most of its time on the three gotchas worth internalizing.

Marshal, Unmarshal, and the export rule

Start with a struct and a round trip:

type Book struct {
	Title    string `json:"title"`
	Author   string `json:"author"`
	Pages    int    `json:"pages,omitempty"`
	internal string // unexported: never (de)serialized
}

func main() {
	b := Book{Title: "Go in Practice", Author: "K. Ada", internal: "secret"}

	out, _ := json.Marshal(b)
	fmt.Println("marshal:", string(out))

	var got Book
	input := `{"title":"Decoded","author":"R. Pike","pages":320,"internal":"ignored"}`
	json.Unmarshal([]byte(input), &got)
	fmt.Printf("unmarshal: %+v\n", got)
	fmt.Printf("internal after unmarshal: %q\n", got.internal)
}

marshal: {"title":"Go in Practice","author":"K. Ada"}
unmarshal: {Title:Decoded Author:R. Pike Pages:320 internal:}
internal field after unmarshal: ""

Three things are load-bearing in that output. First, the struct tags (json:"title") rename fields to the exact keys the wire format wants; without a tag, the JSON key defaults to the Go field name, capital and all. Second, pages,omitempty: the marshaled JSON has no "pages" key at all, because the field was the zero value 0 and omitempty drops empty fields. Third, and this is the rule people trip on: the internal field is gone in both directions. It didn’t marshal out, and the "internal":"ignored" in the input didn’t unmarshal in, leaving the zero value "".

The reason is the same capitalization rule that governs everything in Go: encoding/json can only see exported (capitalized) fields, because reflection from another package cannot read unexported ones. This is a genuine footgun. Lowercase a field you meant to serialize and it vanishes without a compile error and without a runtime error. The struct just quietly loses data. If a field belongs on the wire, it starts with a capital letter, full stop.

Note also the &got in the Unmarshal call. Unmarshal writes into your value, so it needs a pointer. Pass a plain struct and it has nothing to fill.

Streaming: Encoder and Decoder

Marshal and Unmarshal work on byte slices, which is fine when you already hold the whole document. But most JSON in a Go program is flowing through an io.Reader or io.Writer — a request body, a response, a file. For those, reach for json.NewEncoder(w) and json.NewDecoder(r), which read and write the stream directly without you materializing the bytes yourself:

srv := httptest.NewServer(http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
	var in Order
	json.NewDecoder(r.Body).Decode(&in) // decode straight from the body
	in.Total += 5                       // shipping
	w.Header().Set("Content-Type", "application/json")
	json.NewEncoder(w).Encode(in)       // encode straight to the writer
}))

Hitting that server with {"id":"A17","total":30} and decoding the reply:

decoded response: {ID:A17 Total:35}

Decode from the body, encode to the writer, no intermediate []byte. In an HTTP handler this is the idiomatic move, and it’s what the routing chapter’s handlers were quietly reaching for. Encoder.Encode also appends a trailing newline, a small convenience for line-delimited streams.

Nesting and real errors

Nothing about nesting needs special handling. Structs inside structs, slices of structs, slices of strings — reflection walks the whole tree, and the tags apply at every level:

type Catalog struct {
	Store string   `json:"store"`
	Books []Book   `json:"books"` // Book has a nested Author struct
	Tags  []string `json:"tags"`
}

Marshaling a populated Catalog with MarshalIndent produces exactly the tree you’d draw by hand — a "books" array of objects, each with a nested "author" object, and a flat "tags" array of strings. So the pattern for any API payload is simply to model it as Go structs and let the package do the walking.

And unlike the silent gotchas below, a genuinely malformed document is a loud error. Unmarshal something that isn’t valid JSON and you get a real error back, not a half-filled struct:

err := json.Unmarshal([]byte(`{"store":"x","books":[}`), &back)
// -> malformed err: invalid character '}' looking for beginning of value

Which is exactly why the err return from Unmarshal is never one to ignore, even though the examples above elide it for brevity.

Gotcha one: unknown fields are silently ignored

By default, Unmarshal skips any JSON key that has no matching struct field. No error, no warning. Usually that’s what you want — forward compatibility means a server can add fields without breaking old clients. But it also means a typo in the caller’s payload sails through undetected:

input := `{"host":"localhost","port":8080,"portt":9090}`

var c1 Config // has Host and Port fields only
json.Unmarshal([]byte(input), &c1)
// -> default: {Host:localhost Port:8080} (no error, typo swallowed)

var c2 Config
dec := json.NewDecoder(strings.NewReader(input))
dec.DisallowUnknownFields()
err := dec.Decode(&c2)
// -> strict err: json: unknown field "portt"

The "portt" typo means the caller’s 9090 is thrown away and Port keeps 8080, with zero indication anything went wrong. When you’re parsing config or a request body where an unrecognized field signals a real mistake, call DisallowUnknownFields() on a Decoder and it turns that silence into an error naming the offending key. It’s opt-in, and it only exists on the streaming Decoder, not on plain Unmarshal, so this is one more reason to reach for NewDecoder on anything you don’t fully control.

Gotcha two: a JSON number becomes a float64

When you unmarshal into a concrete struct, numbers land in the typed field you declared. But when you unmarshal into an interface{} or a map[string]any — which you do any time the shape is dynamic — every JSON number becomes a float64, regardless of whether it looked like an integer:

input := `{"id":42,"price":19.5,"count":3}`
var m map[string]any
json.Unmarshal([]byte(input), &m)

for _, k := range []string{"id", "price", "count"} {
	fmt.Printf("%-6s value=%v  Go type=%T\n", k, m[k], m[k])
}

id     value=42  Go type=float64
price  value=19.5  Go type=float64
count  value=3  Go type=float64

42 and 3 are float64, not int. This is the single most common encoding/json surprise. The bug it produces is a panic when you assert the wrong type:

id as float64: 42
recovered from: interface conversion: interface {} is float64, not int

m["id"].(int) panics; m["id"].(float64) is correct. If you genuinely need integers out of dynamic JSON, either unmarshal into a real struct with int fields (the right answer almost always), or call Decoder.UseNumber() so numbers arrive as the exact-precision json.Number string type instead of float64. But the reflex to build is: numbers in a map[string]any are float64, and asserting .(int) on one is a latent panic.

time.Time round-trips as RFC3339

A pleasant one to end the gotchas on: time.Time marshals to and from a string, using the RFC 3339 format, because time.Time implements its own MarshalJSON/UnmarshalJSON. You don’t configure anything:

e := Event{Name: "shipped", At: time.Date(2026, 6, 24, 9, 30, 0, 0, time.UTC)}
out, _ := json.Marshal(e)
// -> {"name":"shipped","at":"2026-06-24T09:30:00Z"}

Unmarshaling that back and comparing with .Equal reports round-trip equal: true. The Z is the UTC zone; a zoned time carries its offset. RFC 3339 is a strict subset of ISO 8601 and is what most JSON APIs expect, so this default plays well with the outside world.

When you need custom rules: MarshalJSON

That time.Time behavior is not special-casing in the package; it’s an interface anyone can implement. If a type defines MarshalJSON() ([]byte, error), encoding/json calls it instead of using reflection, and UnmarshalJSON([]byte) error does the same on the way in. That’s how you make a type serialize as something other than its struct shape — say, money that goes on the wire as "$19.50" rather than {"Cents":1950}:

func (m Money) MarshalJSON() ([]byte, error) {
	s := fmt.Sprintf("$%d.%02d", m.Cents/100, m.Cents%100)
	return json.Marshal(s) // reuse Marshal to get the quoting right
}

marshaled: {"item":"Go in Practice","price":"$19.50"}
unmarshaled: item="Widget" cents=705

One detail that saves grief: return json.Marshal(s) rather than hand-building the bytes, so the string quoting and escaping are handled for you. And note the receiver types — MarshalJSON on a value receiver, UnmarshalJSON on a pointer receiver, because unmarshaling has to mutate the value.

Final thoughts

encoding/json gives you Marshal/Unmarshal for byte slices and Encoder/Decoder for streams, and reflection maps struct fields to JSON keys through tags like json:"title,omitempty". The one rule that will silently eat your data is that only exported fields are seen, so a lowercased field just disappears. Past that, keep three facts in your head: unknown JSON keys are ignored unless you call DisallowUnknownFields(); a number decoded into interface{} or map[string]any is a float64, and asserting .(int) on it panics; and time.Time round-trips as RFC 3339 for free. When the default shape isn’t what the wire wants, implement MarshalJSON/UnmarshalJSON and the package steps aside. Now that we can read and write bodies fluently, the next piece is wrapping handlers with reusable behavior.
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Handlers Wrapping Handlers: Middleware in Go


Every web service grows a set of concerns that apply to every request and belong to none of them: logging, timing, authentication, request IDs, panic recovery, CORS. You don’t want that code copied into every handler, and you don’t want a framework’s opinion about it either. Go’s answer is middleware, and the beautiful part is that it needs no framework at all — just the http.Handler interface you already have and one small function type. A middleware is a function that takes a handler and returns a new handler that wraps it. Stack a few of those and you have a pipeline. This chapter builds two real middlewares, chains them, captures the response status, and threads a value through the request with context.

The shape

The entire pattern is this type signature:

func(next http.Handler) http.Handler

A middleware receives the next handler in the chain and returns a handler that does some work, then calls next.ServeHTTP to pass control inward. Because the thing it returns is itself an http.Handler, it can be fed to the next middleware, which is why they compose. Here’s the simplest useful one — logging with timing:

func logging(next http.Handler) http.Handler {
	return http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
		start := time.Now()
		next.ServeHTTP(w, r)
		fmt.Printf("LOG %s %s in %v\n", r.Method, r.URL.Path, time.Since(start))
	})
}

Read the control flow: it records a start time, calls next to run the rest of the chain and the real handler, and then logs. Anything you write before next.ServeHTTP happens on the way in; anything after happens on the way out. That in-and-out structure is the whole mental model. http.HandlerFunc is the adapter that turns a plain function into an http.Handler — it’s a named function type with a ServeHTTP method that just calls itself, so you can hand a closure where an interface is wanted.

Chaining

A second middleware, auth, rejects requests without the right token and otherwise passes through:

func auth(next http.Handler) http.Handler {
	return http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
		if r.Header.Get("Authorization") != "Bearer secret" {
			w.Header().Set("X-Auth", "rejected")
			http.Error(w, "unauthorized", http.StatusUnauthorized)
			return // short-circuit: never call next
		}
		w.Header().Set("X-Auth", "ok")
		ctx := context.WithValue(r.Context(), userKey, "ada")
		next.ServeHTTP(w, r.WithContext(ctx))
	})
}

Two things to notice. When auth fails it writes a 401 and returns without calling next — a middleware that short-circuits simply doesn’t pass control inward, and the handlers behind it never run. When auth succeeds it calls next, but with a modified request carrying a context value (more on that below). To assemble the pipeline you nest the calls:

h := logging(auth(http.HandlerFunc(handler)))

Order matters and reads outside-in: logging is outermost, so it starts its timer first and logs last; auth runs next; the real handler is innermost. Running an authorized and an unauthorized request through it (over httptest) prints:

LOG GET /hello -> 200 in 19µs
  -> 200 X-Auth="ok" body="hello, ada"
LOG GET /hello -> 401 in 6µs
  -> 401 X-Auth="rejected"

The unauthorized request still gets logged — logging wraps auth, so it sees the 401 that auth produced on the way back out. That nesting can get hard to read past three or four layers, and real codebases usually write a tiny Chain(h, mw...) helper to flatten logging(auth(rateLimit(h))) into a slice. The mechanism underneath is exactly the nesting shown here.

Order isn’t just cosmetic; it’s a correctness decision. The canonical third middleware is panic recovery — a recover() in a deferred function that turns a handler panic into a 500 instead of crashing the process — and it has to sit outermost, wrapping everything, because a middleware can only catch a panic from code it called via next.ServeHTTP. Put recovery inside auth and a panic in auth escapes it. The same logic tells you request-ID or tracing middleware goes near the outside (so everything downstream can see the ID) while auth goes before the handlers it protects but after logging, so even rejected requests are recorded. Deciding the order is the design work; the wrapping is mechanical.

Capturing the status code

Look again at that log line: it reports -> 200 and -> 401. That status did not come for free, and the reason is a genuine sharp edge. By the time your handler calls w.WriteHeader(401), the status has gone out onto the connection — http.ResponseWriter gives you no method to read back what status was written. So a logging middleware that wants to record the status has to intercept the write. You do that with a small wrapper around the ResponseWriter:

type statusRecorder struct {
	http.ResponseWriter // embeds the real writer; inherits its methods
	status int
}

func (r *statusRecorder) WriteHeader(code int) {
	r.status = code            // remember it
	r.ResponseWriter.WriteHeader(code) // then forward to the real writer
}

By embedding http.ResponseWriter, the wrapper is a valid ResponseWriter — it inherits Write and Header unchanged — but it overrides WriteHeader to record the code before passing it along. The logging middleware then wraps w before calling next:

rec := &statusRecorder{ResponseWriter: w, status: http.StatusOK}
next.ServeHTTP(rec, r)
// rec.status now holds whatever the handler wrote

The default of http.StatusOK matters: a handler that writes a body without ever calling WriteHeader implicitly sends a 200, and since our override never fired in that case, the recorder needs to already hold 200. This wrapper trick — embed the interface, override the one method you care about, forward the rest — is worth keeping in your toolbox well beyond logging.

The wrapper’s hidden cost: dropped interfaces

That recorder has a trap in it, and it is a nasty one because it fails silently. http.ResponseWriter is a small interface, but the concrete writer the server hands you also implements optional ones — http.Flusher for streaming a response as it’s produced (SSE, long polls, progress), http.Hijacker for taking over the raw connection (WebSockets), io.ReaderFrom for efficient file sends. Handlers reach these by type-asserting the writer: if f, ok := w.(http.Flusher); ok { f.Flush() }.

Here’s the problem. Your statusRecorder embeds http.ResponseWriter, so it satisfies that one interface — but only that one. Embedding doesn’t forward Flush, because the recorder’s static type is the interface, which has no Flush method to promote. So the moment a request passes through your middleware, the writer the handler sees is a *statusRecorder, and the http.Flusher assertion that would have succeeded on the raw writer now fails:

var raw http.ResponseWriter = /* the server's writer */
_, rawOK := raw.(http.Flusher)                    // true

var wrapped http.ResponseWriter = &statusRecorder{ResponseWriter: raw, status: 200}
_, wrappedOK := wrapped.(http.Flusher)             // false

raw ResponseWriter is a Flusher:       true
naive statusRecorder is a Flusher:     false

Nothing errors. The handler’s if _, ok := w.(http.Flusher); ok simply takes the false branch, the flush is quietly skipped, and streaming stops working through your middleware while working fine without it. This is a genuinely hard bug to find, because the handler is correct, the raw writer supports flushing, and only the invisible wrapper in between broke the chain.

The fix is to forward the methods you need explicitly. Add a Flush to the wrapper that delegates to the embedded writer when it supports it:

func (r *statusRecorder) Flush() {
	if f, ok := r.ResponseWriter.(http.Flusher); ok {
		f.Flush()
	}
}

flushRecorder (forwards Flush):        true

Now the assertion succeeds again. The general rule: any time you wrap http.ResponseWriter, you take on the job of forwarding every optional interface the underlying writer offered — Flush, Hijack, ReadFrom — or you silently strip capabilities from every handler behind you. This is exactly why the response-wrapping helpers in real router libraries are more than ten lines: they detect which optional interfaces the wrapped writer implements and expose the matching set. If your service streams anything, wrap with care.

Request-scoped values through context

The auth middleware stashed a username with context.WithValue, and the handler read it back:

user, _ := r.Context().Value(userKey).(string)

Every *http.Request carries a context.Context, and context.WithValue returns a new context with an added key-value pair. This is how middleware communicates with the handlers downstream of it: auth resolves the user once, puts it on the context, and every inner handler can read it without re-parsing the token. The value flows one way, inward, along with the request.

The catch — and it’s the reason this section exists — is the key. It’s tempting to write context.WithValue(ctx, "user", name) with a plain string. Don’t. Context keys share a single namespace across your entire program, including every third-party package in it, so two packages that both use the string "user" will silently clobber each other:

ctx = context.WithValue(ctx, "user", "ada")
ctx = context.WithValue(ctx, "user", "bob") // different package, same string key
fmt.Println(ctx.Value("user"))              // -> bob  (ada is gone)

The fix is to use an unexported named type as the key, so it’s unique to your package and cannot collide with anyone else’s — not even another package that happens to use the same underlying integer:

type ctxKey int
const userKey ctxKey = 0

Because ctxKey is unexported, no other package can construct that exact key, so no other package can read or overwrite your value. Verifying the collision and the fix side by side:

string key 'user': bob      // clobbered
keyA: ada                    // typed keys never collide
keyB: bob
string(0) lookup: <nil>      // a different-typed key sees nothing

Two typed keys with the same integer value 0 coexist happily, and a lookup with the wrong key type finds nothing. That is exactly the isolation a string key throws away.

One matter of taste worth stating, since context is easy to overuse: it’s meant for values that are genuinely request-scoped and cross API boundaries — an authenticated user, a request ID, a trace span. It is not a general-purpose bag for passing optional arguments into functions that could just take parameters. The signal that you’re reaching too far is a handler pulling half its inputs out of r.Context(); the values that belong there are the ones every layer might need and none should have to re-derive.

Final thoughts

Middleware in Go is a function func(next http.Handler) http.Handler that wraps a handler and returns a new one — work before next.ServeHTTP runs on the way in, work after runs on the way out, and a return before calling next short-circuits the chain. You compose them by nesting, logging(auth(handler)), reading outside-in. When you need the status code that a handler already wrote, embed http.ResponseWriter in a small wrapper and override WriteHeader to record it, defaulting to 200 — but remember that the wrapper silently drops http.Flusher/http.Hijacker unless you forward them, which breaks streaming through your middleware without a peep. And when middleware needs to hand a value downstream, put it on r.Context() with context.WithValue — but always behind an unexported typed key, because a plain string key lives in a global namespace and gets clobbered without a peep. No framework, no magic, just handlers wrapping handlers. Next we turn the program around and become the client.
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The HTTP Client and the Timeout That Isn't There


Sooner or later your service has to call another service — a payment API, an internal microservice, some third party’s REST endpoint. The same net/http package you used to serve requests makes them too, and the basics are genuinely a one-liner. But there is one default in that package dangerous enough that it belongs in the title, because it has taken down production systems that were otherwise carefully written: the out-of-the-box client has no timeout, and a dependency that hangs will hang you with it, forever. This chapter covers the whole client story — the easy calls, the mandatory hygiene, and that missing timeout — all of it against a local httptest server.

The easy call, and the three things you must do

http.Get fires a GET and hands you the response:

resp, err := http.Get(srv.URL + "/books/1")
if err != nil {
	panic(err)
}
defer resp.Body.Close() // 1. always close the body

if resp.StatusCode != http.StatusOK { // 2. check the status yourself
	fmt.Println("unexpected status:", resp.Status)
	return
}

var b Book
json.NewDecoder(resp.Body).Decode(&b) // 3. decode straight from the body
fmt.Printf("got: %+v (status %d)\n", b, resp.StatusCode)

got: {Title:Go in Practice Pages:320} (status 200)

Three habits are non-negotiable, and each maps to a common bug when skipped. Close the body, always — defer resp.Body.Close() right after the error check. The response body is an open connection; leave it unclosed and you leak file descriptors and prevent the connection from being reused, and under load that exhausts your process. Note it needs closing even on a non-2xx response, as long as err was nil. Check StatusCode yourself — a returned err means the request never got an HTTP response at all (DNS failure, connection refused, timeout). A 404 or 500 is a perfectly successful HTTP exchange as far as the client is concerned, so err is nil and you have to inspect resp.StatusCode to notice the server said no. Decode from the body with json.NewDecoder(resp.Body), streaming straight off the wire as the JSON chapter showed.

The timeout that isn’t there

Here is the footgun. http.Get, http.Post, and the package-level http.DefaultClient all have no timeout set. None. If the server accepts your connection and then never responds — a hung database behind it, a network partition, a deadlock — your call to http.Get blocks forever. No error, no return, just a goroutine parked until the heat death of the universe, holding whatever it holds. In a request handler that means a goroutine (and its resources) leaked per stuck call, and a slow-motion outage as they pile up.

The fix is to construct your own http.Client with a Timeout, and to use it instead of the package-level helpers:

client := &http.Client{Timeout: 300 * time.Millisecond}

start := time.Now()
_, err := client.Get(srv.URL) // server here sleeps 2s
fmt.Printf("returned after %v\n", time.Since(start).Round(10*time.Millisecond))
fmt.Println("error:", err)

Pointed at a server that deliberately sleeps two seconds, the timeout fires at 300ms:

configured client returned after 300ms
error: Get "http://127.0.0.1:60939": context deadline exceeded (Client.Timeout exceeded while awaiting headers)

It came back in 300 milliseconds with a real error instead of blocking for two seconds — or forever, had the server never answered. Client.Timeout covers the whole exchange end to end: connection, sending the request, waiting for headers, and reading the entire body. The rule to carry out of this chapter is blunt: never use http.Get or http.DefaultClient in code that matters. Always construct a Client with a Timeout. A bare http.Get is fine for a throwaway script, and a liability anywhere else.

Reuse one client

An http.Client is not a per-request object. It holds a connection pool underneath (the Transport), and reusing a single client across many requests lets Go keep TCP connections alive and reuse them, which skips the handshake cost on every call after the first. Constructing a fresh http.Client{} per request throws that pool away each time and, worse, can leak idle connections. So make one client — often a package-level or struct field — and share it:

// created once, reused for every outbound call
client := &http.Client{Timeout: 5 * time.Second}

The Client is safe for concurrent use by multiple goroutines, so one shared instance is exactly right even in a highly concurrent server. This is the single most common efficiency mistake in Go HTTP code: a Client built inside the function that makes the call, born and discarded per request, pooling nothing.

The pool itself lives one layer down, in the client’s Transport (an *http.Transport when you don’t set one). That’s the object with the knobs — MaxIdleConns, MaxIdleConnsPerHost, IdleConnTimeout — for a service that fans out heavily to one backend and wants a deeper keep-alive pool than the defaults. You rarely touch them early on, but it’s worth knowing where the pooling behavior comes from, because it explains why the sharing matters: a new Client with a fresh default Transport starts with an empty pool every time. One more habit pairs with reuse: fully read and close each response body even when you don’t care about its contents, since a connection with an undrained body can’t be returned to the pool for the next call.

Full control: NewRequest and headers

http.Get and http.Post are conveniences over the real workhorse, client.Do(req), which takes a fully-formed *http.Request. You build one with http.NewRequest when you need to set headers, choose a method, or attach a body — which is most of the time in real code:

payload, _ := json.Marshal(CreateOrder{Item: "A17", Qty: 2})
req, _ := http.NewRequest(http.MethodPost, srv.URL+"/orders", bytes.NewReader(payload))
req.Header.Set("Content-Type", "application/json")
req.Header.Set("X-Api-Key", "k-123")

resp, err := client.Do(req)
if err != nil {
	panic(err)
}
defer resp.Body.Close()

The body is any io.Reader — here a bytes.Reader over the marshaled JSON. The server sees exactly what we set:

server saw: POST /orders Content-Type="application/json" X-Api-Key="k-123"
client got: 201 {"created":true,"echo":{"item":"A17","qty":2}}

Headers, method, body, all under your control, and the same defer resp.Body.Close() and status check apply.

Per-request deadlines with context

Client.Timeout is a blunt instrument: one duration for every request that client makes. Often you want a deadline for this call — a fast path that must answer in 200ms, a background job that can take a minute — or you want to cancel an outbound request when the inbound request that triggered it goes away. That’s what http.NewRequestWithContext is for. You attach a context with a deadline (or a cancel function), and the request aborts when the context does:

ctx, cancel := context.WithTimeout(context.Background(), 200*time.Millisecond)
defer cancel()

req, _ := http.NewRequestWithContext(ctx, http.MethodGet, srv.URL, nil)
_, err := http.DefaultClient.Do(req) // server sleeps 1s

returned after 200ms
error: Get "http://127.0.0.1:60944": context deadline exceeded
is DeadlineExceeded: true

The request was cancelled at the 200ms context deadline, and errors.Is(err, context.DeadlineExceeded) confirms why it died, which lets you tell a timeout apart from a connection error in your handling. The huge win of the context approach is composition: in a server handler you’d derive the outbound request’s context from the incoming r.Context(), so if the client hangs up or an upstream deadline blows, your outbound call is cancelled automatically instead of soldiering on for a response nobody’s waiting for. Remember to defer cancel() to release the context’s resources whether or not the timeout fires.

Final thoughts

The net/http client is easy to start with and has exactly one trap that will hurt you: http.Get, http.Post, and http.DefaultClient have no timeout, so a hung server hangs your goroutine forever — always build a &http.Client{Timeout: ...} and use it instead. Past that, the hygiene is mechanical and mandatory: defer resp.Body.Close() on every response, check resp.StatusCode yourself because a 500 is not an err, decode straight from resp.Body, and reuse one shared client so the connection pool actually pools. For anything beyond a bare GET, build the request with http.NewRequest to set method, headers, and body, and reach for http.NewRequestWithContext when you want a per-call deadline or want cancellation to flow through from the request that triggered the call. Now that we can talk to servers and be one, the next chapter drops to the layer underneath all of it.
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Everything Is a Reader: Files and the io Interfaces


Go’s approach to input and output is built on two interfaces so small you could write them from memory, and almost everything that moves bytes in the standard library satisfies one of them. A file, a network socket, an in-memory buffer, the body of an HTTP request, a gzip stream: all of them are readers, writers, or both. Learn the two interfaces and you have learned how to plumb data between any two of those things, in any combination, without the pieces knowing about each other. That is the whole idea, and it is worth internalizing before the convenience functions, because the convenience functions are just sugar over it.

Reading and writing a whole file

When a file is small enough to fit in memory and you want all of it, two functions do the job with no ceremony:

package main

import (
	"fmt"
	"os"
	"path/filepath"
)

func main() {
	path := filepath.Join(os.TempDir(), "note.txt")

	// Write the whole file in one call. 0o644 = owner read/write, others read.
	data := []byte("first line\nsecond line\nthird line\n")
	if err := os.WriteFile(path, data, 0o644); err != nil {
		fmt.Println("write:", err)
		return
	}

	// Read it all back in one call.
	got, err := os.ReadFile(path)
	if err != nil {
		fmt.Println("read:", err)
		return
	}

	fmt.Printf("wrote %d bytes, read %d bytes back\n", len(data), len(got))
	fmt.Print(string(got))

	os.Remove(path)
}

wrote 34 bytes, read 34 bytes back
first line
second line
third line

os.WriteFile takes a path, a byte slice, and a Unix permission mode (the 0o644 is octal, the usual “owner writes, everyone reads”). os.ReadFile gives you back the entire contents as a fresh []byte. Both open the file, do the work, and close it for you. They are the right tool when the file is a config, a small document, or a fixture, and the wrong tool the moment the file might be gigabytes, because they pull all of it into memory at once. For anything large, or anything you want to process as it arrives, you stream. And streaming is where the interfaces come in.

The two interfaces that unify everything

Here they are, in full. There is nothing hidden:

type Reader interface {
	Read(p []byte) (n int, err error)
}

type Writer interface {
	Write(p []byte) (n int, err error)
}

An io.Reader is anything with a Read method that fills a byte slice you hand it and reports how many bytes it wrote into that slice. An io.Writer is anything with a Write method that consumes a byte slice and reports how many bytes it accepted. That is the entire contract. Read fills a buffer you own; it does not allocate. You give it room, it puts bytes there, it tells you how many.

The power is that these are the only types most stream-processing code needs to know about. A function that compresses data takes an io.Reader and writes to an io.Writer, and it does not care whether the reader is a file, a socket, or a string in memory. Because *os.File satisfies io.Reader, opening a file gives you something you can hand to any of those functions:

f, err := os.Open(path) // returns *os.File, which is an io.Reader
if err != nil {
	fmt.Println("open:", err)
	return
}
defer f.Close() // always paired with a successful Open

contents, err := io.ReadAll(f) // drains any io.Reader to a []byte

read 19 bytes: "opened as a stream\n"

Two things there earn their place. os.Open opens a file for reading and returns an *os.File; note that it is Open for reading and os.Create for writing, a distinction the names make easy to forget. And defer f.Close() is the idiom for releasing the handle: it runs when the surrounding function returns, so the file is closed on every exit path, including the error ones. Pair every successful Open or Create with a deferred Close and you will not leak file descriptors. io.ReadAll, meanwhile, is the streaming cousin of os.ReadFile: it drains any reader to a slice, not just a file.

io.Copy: the pipe

Once both sides of a transfer are interfaces, connecting them is one function. io.Copy(dst, src) reads from a source and writes to a destination until the source is exhausted, and it handles the buffering in between:

src := strings.NewReader("stream me through the pipe")
var dst bytes.Buffer

n, err := io.Copy(&dst, src)

copied 26 bytes
buffer now holds: "stream me through the pipe"

strings.NewReader wraps a string as an io.Reader; bytes.Buffer is a growable byte buffer that is both a reader and a writer. Neither knows anything about the other, yet io.Copy moves the bytes across in a single call, allocating a modest internal buffer and looping until EOF. Swap the source for an open file and the destination for the HTTP response writer and you have a file download, with the same one line. That substitutability is the payoff of programming to the interfaces rather than to concrete types.

Scanning lines, and the 64KB trap

Reading a file line by line is common enough to have a dedicated tool: bufio.Scanner. You wrap a reader, then loop while Scan() returns true, pulling each line out with Text():

scanner := bufio.NewScanner(strings.NewReader("alpha\nbeta\ngamma\n"))
for scanner.Scan() {
	fmt.Println(scanner.Text())
}
if err := scanner.Err(); err != nil {
	fmt.Println("scan error:", err)
}

Scan returns false at end of input or on error, so you check Err() after the loop to tell the two apart. A clean end of file leaves Err() nil. This is the first place the “errors are values” habit shows up in I/O: the loop condition and the error check are separate steps.

Now the sharp edge, and it bites people in production. A bufio.Scanner refuses to return a token larger than its buffer, and the default maximum is bufio.MaxScanTokenSize, about 64KB. Feed it a single line longer than that and Scan stops early with an error rather than reading a partial line:

long := strings.Repeat("x", 200_000) + "\n" // one 200KB line

s1 := bufio.NewScanner(strings.NewReader(long))
for s1.Scan() {
	fmt.Println("default scanned a line of length", len(s1.Bytes()))
}
fmt.Println("default Err():", s1.Err())

s2 := bufio.NewScanner(strings.NewReader(long))
s2.Buffer(make([]byte, 0, 64*1024), 1024*1024) // allow up to 1MB
for s2.Scan() {
	fmt.Println("buffered scanned a line of length", len(s2.Bytes()))
}
fmt.Println("buffered Err():", s2.Err())

default Err(): bufio.Scanner: token too long
buffered scanned a line of length 200000
buffered Err(): <nil>

The first scanner never entered its loop body and left token too long in Err(). The fix is Scanner.Buffer, which takes an initial buffer and a maximum size; raise the max above your longest expected line and the same input scans cleanly. This is exactly the kind of thing that works on every line in your test fixture and then fails at 3am on one pathological log entry, so if you scan input you do not control, set the buffer deliberately.

Buffered writing, and the Flush you must not forget

The mirror image of scanning is bufio.Writer, which batches many small writes into fewer, larger ones for the underlying file. It has one rule that trips everyone at least once: buffered bytes are not on disk until you Flush.

w := bufio.NewWriter(f)
for i := 1; i <= 3; i++ {
	fmt.Fprintf(w, "row %d\n", i)
}

before, _ := os.ReadFile(path) // read the file back mid-write
fmt.Printf("bytes on disk before Flush: %d\n", len(before))

w.Flush()
after, _ := os.ReadFile(path)
fmt.Printf("bytes on disk after Flush:  %d\n", len(after))

bytes on disk before Flush: 0
bytes on disk after Flush:  18

Eighteen bytes were written to the buffer and zero of them had reached the file until Flush ran. Forget the Flush and you get a truncated or empty file with no error to explain it, because as far as Fprintf was concerned every write succeeded. The safe pattern is to defer the flush right after creating the writer, and to check its error, since the flush is where a full disk or a broken pipe finally surfaces.

io.EOF is not an error, it is a signal

One last piece of the model. When you read from a stream in a loop, how does the stream say “there is no more”? It returns the sentinel value io.EOF. Reading past the end is expected, so end-of-file is reported as a specific, recognizable value rather than a failure:

r := strings.NewReader("abcdefgh")
buf := make([]byte, 3) // small, to force several reads

for {
	n, err := r.Read(buf)
	if n > 0 {
		fmt.Printf("read %d bytes: %q\n", n, buf[:n])
	}
	if err == io.EOF {
		fmt.Println("hit io.EOF, done")
		break
	}
	if err != nil {
		fmt.Println("read error:", err)
		break
	}
}

read 3 bytes: "abc"
read 3 bytes: "def"
read 2 bytes: "gh"
hit io.EOF, done

Two subtleties the loop respects. Read can return bytes and a non-nil error in the same call, so you process the n bytes before you inspect the error. And io.EOF is the normal terminating condition, checked separately from real errors; a genuine failure is anything else. In practice you rarely write this loop by hand, because io.Copy, io.ReadAll, and bufio.Scanner all wrap it for you and treat io.EOF as the quiet signal to stop. But knowing that a bare Read returns it is what makes those higher-level tools stop making magic and start making sense.

Final thoughts

The os package gives you whole-file reads and writes for the small cases, but the real model is the two one-method interfaces: io.Reader fills a buffer you own, io.Writer consumes one you give it, and virtually every byte-moving type in Go satisfies one or both. Program to those and io.Copy pipes any source into any destination, bufio.Scanner reads lines (until a long one hits the 64KB ceiling you can raise with Buffer), bufio.Writer batches writes you must remember to Flush, and io.EOF is the ordinary value that means “done.” Keep the interfaces in your head and the rest of the standard library’s I/O stops being a catalog to memorize and becomes a set of parts that snap together.
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01/02 03:04:05PM '06: Go's Time Layout Is a Mnemonic


Handling time is where a lot of programs quietly go wrong, and Go’s time package is built to keep you on the rails, with one famously strange design choice at its center that turns out to be its best idea. This chapter covers the two core types, the arithmetic you do on them, the layout string that everyone finds bizarre for exactly one day, and the tickers and timers you will use to schedule work.

Two types: an instant and a span

The package has two nouns you use constantly. A time.Time is an instant, a specific point on the calendar with a location: “2026-07-10 at 09:00 UTC.” A time.Duration is a span, a length of time with no position: “ninety minutes.” Keeping them straight matters, because the operations that make sense differ. You can subtract two instants to get a span, and you can add a span to an instant to get another instant, but adding two instants is meaningless and the type system will not let you.

time.Now() gives you the current instant. time.Date(...) constructs a specific one, which is what you want in examples and tests where a moving “now” would make the output impossible to check:

launch := time.Date(2026, time.July, 10, 9, 0, 0, 0, time.UTC)
meeting := launch.Add(90 * time.Minute)

A Duration under the hood is just an int64 count of nanoseconds, and you build one by multiplying a named constant: 90 * time.Minute, 500 * time.Millisecond, 3 * time.Hour. That is why the arithmetic reads naturally and why a Duration prints itself in human units. One consequence of the nanosecond int64 is a ceiling worth knowing: the largest representable Duration is about 292 years, so it comfortably covers timeouts and intervals but is not the type for calendar-scale spans, which is precisely the job AddDate exists to do.

A time.Time also carries a location, its time zone. The instants above are in time.UTC, which is what you almost always want for anything you store or compare, because UTC has no daylight-saving discontinuities. time.Local gives you the machine’s configured zone for display, and time.LoadLocation("America/New_York") loads a named zone from the system’s tzdata. Store and reason in UTC; convert to a local zone only at the edge where a human reads the result.

Doing arithmetic on time

The methods you reach for form a small, memorable set. Add moves an instant forward (or back, with a negative duration) by a fixed span. Sub subtracts two instants to yield the Duration between them. AddDate shifts by calendar units (years, months, days) rather than fixed durations, which matters across month boundaries and daylight-saving changes where “one day” is not always 24 hours. And Since(t) and Until(t) are shorthands for Now().Sub(t) and t.Sub(Now()), the two you use most in real code for “how long ago” and “how long until.”

package main

import (
	"fmt"
	"time"
)

func main() {
	launch := time.Date(2026, time.July, 10, 9, 0, 0, 0, time.UTC)

	meeting := launch.Add(90 * time.Minute)
	fmt.Println("launch: ", launch.Format(time.RFC3339))
	fmt.Println("meeting:", meeting.Format(time.RFC3339))

	gap := meeting.Sub(launch)
	fmt.Println("gap:    ", gap)

	nextDay := launch.AddDate(0, 0, 1)
	fmt.Println("nextDay:", nextDay.Format(time.RFC3339))

	elapsed := meeting.Sub(launch)
	fmt.Printf("elapsed in minutes: %.0f\n", elapsed.Minutes())
	fmt.Printf("elapsed in seconds: %.0f\n", elapsed.Seconds())
}

launch:  2026-07-10T09:00:00Z
meeting: 2026-07-10T10:30:00Z
gap:     1h30m0s
nextDay: 2026-07-11T09:00:00Z
elapsed in minutes: 90
elapsed in seconds: 5400

Notice gap printing itself as 1h30m0s: a Duration has a String method that renders in the largest sensible units, and it has Minutes(), Seconds(), Hours() methods that return the span as a float in that unit. Sub gave a Duration; AddDate(0, 0, 1) advanced the calendar day; the types kept us honest throughout.

The reference date, Go’s most-mocked and best idea

Every other language formats time with codes: %Y for the year, yyyy-MM-dd, HH:mm:ss. You memorize a table, you get one letter wrong, and you find out at runtime. Go threw the table out. Instead, you write out one specific reference time in the format you want, and Go reads your example as the pattern.

The reference time is always the same instant:

Mon Jan 2 15:04:05 MST 2006

which is the same as 01/02 03:04:05PM '06 -0700. It looks arbitrary until you line up the numbers, and then it is unforgettable. Read the fields in order: month 1, day 2, hour 3, minute 4, second 5, year 6, zone 7 (as -0700). One, two, three, four, five, six, seven. The reference date is a counting sequence. Once you see it you cannot unsee it.

So to format a time, you write out January 2nd 2006 in your desired shape, and to parse, you describe the input the same way:

t := time.Date(2026, time.July, 10, 15, 4, 5, 0, time.FixedZone("MST", -7*3600))

const layout = "01/02 03:04:05PM '06 -0700"
formatted := t.Format(layout)

parsed, err := time.Parse(layout, formatted)
if err != nil {
	fmt.Println("parse:", err)
	return
}
fmt.Println("formatted:", formatted)
fmt.Println("parsed:   ", parsed.Format(layout))
fmt.Println("round-trips equal:", t.Format(layout) == parsed.Format(layout))

formatted: 07/10 03:04:05PM '26 -0700
parsed:    07/10 03:04:05PM '26 -0700
round-trips equal: true

The same layout string drives both directions, which is the real elegance: there is one thing to get right, not two parallel tables for input and output. The one gotcha is that the magic numbers are literal. If you write 2006-01-02 you get a four-digit year; if you slip and write 2007 Go treats it as literal text, not a year field, and your output looks bizarre with a stray 2007 in it. Copy the reference numbers exactly.

For anything a machine will read, do not invent a layout at all. Reach for time.RFC3339, the predefined layout for the ISO 8601 timestamps that logs, JSON, and APIs speak:

t, _ := time.Parse(time.RFC3339, "2026-07-10T15:04:05Z")
fmt.Println("year:", t.Year(), "month:", t.Month(), "day:", t.Day())
fmt.Println("reformatted:", t.Format(time.RFC3339))

year: 2026 month: July day: 10
reformatted: 2026-07-10T15:04:05Z

Use RFC3339 for serialization between systems, and a custom reference-date layout only when a human needs to read the result in some particular local format.

Tickers and timers, and the Stop you owe them

Two types schedule work against the clock. A time.Timer fires once after a delay, delivering the current time on its channel. A time.Ticker fires repeatedly at an interval, delivering on its channel each time. You receive from the .C channel to wait for the next tick:

ticker := time.NewTicker(20 * time.Millisecond)
defer ticker.Stop()

count := 0
for range ticker.C {
	count++
	fmt.Println("tick", count)
	if count == 3 {
		break
	}
}

timer := time.NewTimer(10 * time.Millisecond)
<-timer.C
fmt.Println("timer fired")
fmt.Println("stop after fire returned:", timer.Stop())

tick 1
tick 2
tick 3
timer fired
stop after fire returned: false

The rule that earns its own paragraph: you must Stop a ticker. A Ticker holds a runtime timer that keeps firing until you stop it, and if you walk away from the loop without stopping it that resource leaks for the life of the process. Deferring ticker.Stop() right after creating it is the habit that prevents the leak. A Timer’s Stop returns a bool telling you whether it stopped the timer before it fired; here it returned false because the timer had already fired and delivered, which is exactly the signal you would check if you were trying to cancel a pending timeout and needed to know whether you won the race. (For the simple “do X after a delay” case where you never cancel, time.After(d) hands you the channel directly and is less to manage.)

The monotonic clock, briefly

One subtlety worth knowing even though you rarely touch it directly. The wall clock on a machine can jump: NTP corrects drift, an operator sets the time, daylight saving shifts it. If you measured an elapsed duration by subtracting two wall-clock readings, one of those jumps could make your measurement negative or wildly wrong. Go defends against this automatically. A time.Time from time.Now() carries two readings, a wall clock and a monotonic clock, and duration math between two such times uses the monotonic component, which only ever moves forward:

start := time.Now()
// ... do some work ...
elapsed := time.Since(start)
fmt.Println("elapsed is positive:", elapsed > 0)

elapsed is positive: true

You get this for free: as long as you measure elapsed time by subtracting two time.Now() values (or use time.Since), the result is immune to the wall clock being adjusted underneath you. The monotonic reading is stripped when you Format, Round, or otherwise convert the time to a wall value, which is the correct behavior, because a formatted timestamp is a wall-clock fact and a stopwatch measurement is not.

The trap that follows: never compare times with ==

That extra monotonic reading has a sharp edge, and it is one of the most common time bugs in Go. A time.Time is a struct — a wall-clock reading, an optional monotonic reading, and a *Location pointer. The == operator compares all of that field by field. So two time.Time values that name the same instant can compare unequal with ==, because their internal representations differ even though the moment they point at does not.

Watch it happen. t1 comes from time.Now(), so it carries a monotonic reading. t1.Round(0) produces the same instant with the monotonic reading stripped — same moment, different struct:

t1 := time.Now()
t2 := t1.Round(0) // same instant, monotonic reading removed

fmt.Println("t1 == t2      :", t1 == t2)
fmt.Println("t1.Equal(t2)  :", t1.Equal(t2))

t1 == t2      : false
t1.Equal(t2)  : true

== says false; .Equal says true. .Equal is the method built for exactly this — it compares the instant, ignoring the monotonic reading and normalizing the zone, which is what you almost always mean by “are these the same time.”

The zone is the second way == lies. The same instant expressed in two different locations is two different structs, because the *Location pointers differ:

utc := time.Date(2026, time.July, 31, 12, 0, 0, 0, time.UTC)
ny, _ := time.LoadLocation("America/New_York")
east := utc.In(ny) // 08:00 in New York — the very same instant

fmt.Println("utc == east    :", utc == east)
fmt.Println("utc.Equal(east):", utc.Equal(east))

utc == east    : false
utc.Equal(east): true

Noon UTC and 8 AM Eastern are the same point on the timeline, but == compares the location pointers and reports false. .Equal compares the instant and reports true.

The rule is short and absolute: never compare time.Time values with ==. Use .Equal for “same instant,” and .Before / .After for ordering. The one place == is defensible is testing whether a time is the zero value, and even there t.IsZero() says what you mean. The == operator on times isn’t broken — it faithfully compares the struct — but the struct is not the instant, and the instant is what you care about.

Final thoughts

The time package splits cleanly into instants (time.Time) and spans (time.Duration), with arithmetic (Add, Sub, AddDate, Since, Until) that respects the difference. Its signature move is the reference-date layout: you format and parse by writing out 01/02 03:04:05PM '06 -0700, a counting mnemonic, instead of memorizing format codes, and you fall back to time.RFC3339 whenever a machine is on the other end. Schedule with Timer and Ticker, always Stop the ticker, and trust the monotonic clock to make your elapsed-time measurements correct even when the wall clock is not — but never compare two times with ==, because that same monotonic reading and the zone pointer make it lie; reach for .Equal, .Before, and .After instead.
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A Command-Line Tool With Nothing But the Standard Library


A command-line tool is often the first real thing you ship in a new language, and Go makes it a good first thing to ship: one static binary, no runtime to install on the target machine, and a standard library that already contains everything a well-behaved CLI needs. This chapter builds one out of flag and os, and it spends as much time on the conventions of being a good command-line citizen (exit codes, the right output stream, a usage message) as on the parsing, because those conventions are what separate a script from a tool.

Flags: named options with defaults for free

The flag package parses named command-line options. You declare each flag with a name, a default value, and a help string; the call returns a pointer to where the parsed value will land, and you read it after calling flag.Parse:

package main

import (
	"flag"
	"fmt"
)

func main() {
	workers := flag.Int("workers", 1, "number of concurrent workers")
	name := flag.String("name", "job", "name of the run")
	verbose := flag.Bool("verbose", false, "enable verbose logging")

	flag.Parse()

	fmt.Printf("workers=%d name=%q verbose=%v\n", *workers, *name, *verbose)
	fmt.Printf("positional args: %v\n", flag.Args())
	fmt.Printf("count of positionals: %d\n", flag.NArg())
}

The pointer indirection is the one thing that surprises people: flag.Int does not return an int, it returns an *int whose value is not filled in until flag.Parse has run. Read *workers before Parse and you get the default. Read it after and you get whatever the user passed. Build it and run it with real arguments:

$ ./cli -workers=4 -name=bookshop -verbose report.csv archive.csv
workers=4 name="bookshop" verbose=true
positional args: [report.csv archive.csv]
count of positionals: 2

Everything the parser did not recognize as a flag is a positional argument, available as a slice from flag.Args() with a count from flag.NArg(). Here report.csv and archive.csv are the positionals: the files the tool would operate on. Flags can be written -name=bookshop or -name bookshop, and a bool flag is set simply by naming it (-verbose), which is the convention users expect.

Run it with no arguments and every flag falls back to the default you declared:

$ ./cli
workers=1 name="job" verbose=false
positional args: []
count of positionals: 0

And you get a usage message with no extra work. The flag package wires up -h (and --help) to print each flag, its type, its help string, and its default:

$ ./cli -h
Usage of ./cli:
  -name string
    	name of the run (default "job")
  -verbose
    	enable verbose logging
  -workers int
    	number of concurrent workers (default 1)

That table is generated from the same declarations that parse the flags, so it can never drift out of sync with what the tool actually accepts. For raw access to the argument vector, including the program name itself, os.Args is always there (os.Args[0] is the binary path), but reach for flag first, because it gives you parsing, defaults, and this usage message for free.

Exit codes, and the trap they spring

A command-line tool communicates success or failure to whatever ran it through its exit code: zero means success, non-zero means something went wrong, and shells and CI systems branch on it. Your main returning normally is an exit code of 0. To exit with a specific non-zero code, you call os.Exit:

func main() {
	defer fmt.Println("this deferred line will NOT print")

	fmt.Println("about to exit with code 1")
	os.Exit(1)
}

Run it and check the code the shell saw with echo $?:

$ ./exitdemo
about to exit with code 1
exit code: 1

The deferred line never printed, and that is the trap. os.Exit terminates the process immediately and does not run deferred functions. Every defer you were relying on to close a file, flush a buffer, or release a lock is silently skipped. This is a genuine footgun: you diligently defer f.Close(), then somewhere deep in the call stack an error handler calls os.Exit(1), and your buffered writer never flushes, so the output file is empty and nothing tells you why. The lesson is to keep os.Exit at the very top of your program, in main, after all the deferred cleanup has had its chance to run, and to never call it from deep inside your logic. A common structure is a run() error function that does the real work with all its defers, and a tiny main that calls it and translates the returned error into an exit code:

func main() {
	if err := run(); err != nil {
		fmt.Fprintln(os.Stderr, "error:", err)
		os.Exit(1)
	}
}

Now every defer inside run fires on the way out before main ever reaches os.Exit.

Stdout is for results, stderr is for everything else

There are two output streams, and using them correctly is part of the contract a CLI has with the pipelines it lives in. os.Stdout is for the tool’s actual result, the data a user might pipe into another command. os.Stderr is for diagnostics: errors, warnings, progress. Keeping them separate is what lets a user write tool > out.txt 2> err.txt and get clean data in one file and the noise in another:

fmt.Fprintln(os.Stdout, "result: 42")
fmt.Fprintln(os.Stderr, "warning: using default config")

$ ./stderr 2>/dev/null
result: 42

With stderr discarded, only the result survives, which is exactly what a downstream | grep or | jq wants. Note the Fprintln form: fmt.Println writes to stdout, but fmt.Fprintln(os.Stderr, ...) lets you pick the stream explicitly. Error messages go to stderr, always. A tool that prints its errors to stdout corrupts the very data someone is trying to pipe, and it is one of the most common mistakes in a first CLI.

Subcommands with flag.NewFlagSet

Once a tool grows past one job it wants subcommands, the git commit / git push shape where the first word selects a mode and each mode has its own flags. The flag package supports this through flag.NewFlagSet, which creates an independent set of flags you parse yourself against a slice of arguments:

func main() {
	if len(os.Args) < 2 {
		fmt.Fprintln(os.Stderr, "expected 'add' or 'list' subcommand")
		os.Exit(2)
	}

	addCmd := flag.NewFlagSet("add", flag.ExitOnError)
	title := addCmd.String("title", "", "book title to add")

	listCmd := flag.NewFlagSet("list", flag.ExitOnError)
	all := listCmd.Bool("all", false, "include archived books")

	switch os.Args[1] {
	case "add":
		addCmd.Parse(os.Args[2:])
		fmt.Printf("add: title=%q\n", *title)
	case "list":
		listCmd.Parse(os.Args[2:])
		fmt.Printf("list: all=%v\n", *all)
	default:
		fmt.Fprintf(os.Stderr, "unknown subcommand %q\n", os.Args[1])
		os.Exit(2)
	}
}

The pattern is: switch on os.Args[1] to pick the subcommand, then hand the remaining arguments (os.Args[2:]) to that subcommand’s own flag set. Each subcommand has its own flags, its own defaults, and its own usage. Built and run:

$ ./sub add -title="Go in Practice"
add: title="Go in Practice"
exit code: 0

$ ./sub list -all
list: all=true
exit code: 0

$ ./sub
expected 'add' or 'list' subcommand
exit code: 2

$ ./sub frobnicate
unknown subcommand "frobnicate"
exit code: 2

Two things to read off those exit codes. The valid subcommands exited 0. The two error paths, no subcommand and an unknown one, exited 2, a distinct non-zero code that says “you invoked me wrong” as opposed to “the work failed.” Using different non-zero codes for different failure classes is a courtesy to scripts that call your tool, and it costs nothing. The flag.ExitOnError passed to each NewFlagSet means a bad flag within a subcommand (say add -bogus) prints an error and exits automatically, which is usually what you want for a CLI.

One caveat worth flagging: when you run these through go run instead of a built binary, the exit codes above look different. go run reports a failing program as exit status 2 in its own output but then itself exits 1, so echo $? shows 1 regardless of the code your program chose. To observe the real exit code, build the binary with go build and run that, which is how the numbers above were produced. It is a small thing, but if you ever assert on exit codes in a test script, test the built binary, not go run.

Final thoughts

A production-grade CLI needs almost nothing beyond the standard library. flag parses named options into pointers you read after flag.Parse, hands you positionals through flag.Args, and generates the -h usage table from the same declarations so it cannot drift. os.Exit sets the exit code but skips every deferred function, so keep it in main behind a run() error and let cleanup happen first. Send results to stdout and diagnostics to stderr so your tool composes in a pipeline, use distinct non-zero codes for distinct failures, and reach for flag.NewFlagSet when one command grows into several. Build the binary to see the real exit codes, and you have a tool, not a script.
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database/sql: One Interface, Bring Your Own Driver


The standard library ships a package for talking to SQL databases, and the first surprising thing about it is that it doesn’t know how to talk to any database. database/sql is an interface — a set of types and methods for querying, scanning, transactions, and connection pooling — with a deliberately empty space where the actual protocol lives. You fill that space with a driver: a separate package that knows how to speak Postgres, or MySQL, or SQLite, and registers itself with database/sql so the standard API can drive it. Learn the interface once and every database looks the same from your code.

Everything here runs against a real database. We use SQLite through modernc.org/sqlite, a pure-Go driver with no C dependency, so it compiles and runs anywhere Go does with nothing to install:

$ go get modernc.org/sqlite

Opening: a pool, not a connection

You wire in the driver with a blank import — imported only for its side effect of registering itself — and then open with the driver’s registered name:

package main

import (
	"database/sql"
	"log"

	_ "modernc.org/sqlite"
)

func main() {
	db, err := sql.Open("sqlite", "file:bookshop?mode=memory&cache=shared")
	if err != nil {
		log.Fatal(err)
	}
	defer db.Close()

	if err := db.Ping(); err != nil {
		log.Fatal(err)
	}
}

The _ in front of the import is the whole trick: you never call anything in the sqlite package directly, so a normal import would be an unused-import compile error. The blank import runs the package’s init, which calls sql.Register("sqlite", ...), and that name is the first argument to sql.Open.

Two things about Open catch people out. It does not connect — it validates arguments and prepares the pool, but the first real connection happens lazily on first use. That’s why db.Ping() exists: to force a connection now and surface a bad DSN early rather than three functions later. And the *sql.DB it returns is not a connection at all. It’s a pool of them, safe for concurrent use, meant to be opened once at startup and shared for the life of the program. Do not open one per request.

Insert, and the placeholder that saves you

Statements that don’t return rows go through Exec. Values are passed as separate arguments using ? placeholders, never glued into the SQL string:

res, err := db.Exec(
	`INSERT INTO books (title, author, price) VALUES (?, ?, ?)`,
	"The Go Programming Language", "Donovan & Kernighan", 39.99,
)
if err != nil {
	log.Fatal(err)
}
id, _ := res.LastInsertId()
n, _ := res.RowsAffected()

inserted id=1 rows=1

The ? is a parameter placeholder, and using it is not a style preference. The driver sends your SQL and your values over separate channels, so a value can never be parsed as SQL. This is what makes injection structurally impossible, and we’ll prove it in a moment. (Placeholder syntax is the one thing drivers disagree on: SQLite and MySQL use ?, Postgres uses $1, $2. The mechanism is identical.)

Querying many rows

Query returns an *sql.Rows you iterate with Next, pulling each row’s columns into variables with Scan. Three rules travel with every loop, and skipping any one is a real bug:

rows, err := db.Query(`SELECT id, title, price FROM books ORDER BY id`)
if err != nil {
	log.Fatal(err)
}
defer rows.Close()

for rows.Next() {
	var (
		id    int
		title string
		price float64
	)
	if err := rows.Scan(&id, &title, &price); err != nil {
		log.Fatal(err)
	}
	fmt.Printf("%d  %-30s $%.2f\n", id, title, price)
}
if err := rows.Err(); err != nil {
	log.Fatal(err)
}

1  The Go Programming Language    $39.99
2  Learning Go                    $44.95
3  Concurrency in Go              $41.50

Scan takes pointers, because it writes into your variables; the order and count must match the SELECT columns. defer rows.Close() releases the underlying connection back to the pool — forget it and you leak a connection out of the pool on every call until the pool is empty and everything hangs. And the loop ends when Next returns false, which happens both when the rows run out and when iteration fails partway. Those two cases look identical from inside the loop, so rows.Err() after the loop is the only way to tell a clean finish from a broken one. It is the check everyone forgets first.

The single-row path, and sql.ErrNoRows

When you expect exactly one row, QueryRow skips the iteration and hands you something you call Scan on directly. But a query that matches nothing has to report that somehow, and here is the trap: it defers the “no rows” signal to Scan, as a specific error value.

var title string
err := db.QueryRow(`SELECT title FROM books WHERE id = ?`, 99).Scan(&title)
fmt.Printf("err=%v\n", err)
fmt.Printf("errors.Is(err, sql.ErrNoRows) = %v\n", errors.Is(err, sql.ErrNoRows))

id=1: title="Learning Go" err=<nil>
id=99: err=sql: no rows in result set
id=99: errors.Is(err, sql.ErrNoRows) = true

An empty result is sql.ErrNoRows, and you match it with errors.Is, exactly the sentinel pattern from the errors chapter. This matters because “no such row” is almost never a program failure — it’s a 404, a “user not found,” an ordinary branch in your logic. Treat it as one:

switch {
case errors.Is(err, sql.ErrNoRows):
	// no book with that id — a normal outcome
case err != nil:
	// a real database error
default:
	// found it
}

If you forget this and just check err != nil, every missing row becomes a 500.

NULL is not the zero value

SQL NULL is not an empty string or a zero. It’s the absence of a value, and Go has no plain type that carries “absent.” Scan a NULL column into a string and it fails outright:

var nick string
err := db.QueryRow(`SELECT nickname FROM members WHERE id = ?`, 1).Scan(&nick)

into string:      err=sql: Scan error on column index 0, name "nickname": converting NULL to string is unsupported

The fix is a nullable scan target. sql.NullString is a two-field struct — the value plus a Valid bool that is false when the column was NULL:

var ns sql.NullString
err := db.QueryRow(`SELECT nickname FROM members WHERE id = ?`, 1).Scan(&ns)
fmt.Printf("Valid=%v String=%q\n", ns.Valid, ns.String)

into NullString:  err=<nil>  Valid=false  String=""

No error now, and Valid=false tells you truthfully that the column was NULL rather than an empty string someone typed. The family — sql.NullInt64, sql.NullFloat64, sql.NullBool, sql.NullTime — covers the rest. Reach for them the moment a column can be NULL, which in practice is any column without a NOT NULL constraint.

Injection, disproven

Back to the placeholder claim. Bind a classic injection string as a value and it does nothing but fail to match:

evil := "Bodner'; DROP TABLE books;--"
var count int
db.QueryRow(`SELECT COUNT(*) FROM books WHERE author = ?`, evil).Scan(&count)

rows matching the injection string: 0
table still has 3 rows

The string was compared against the author column as one literal value. There was no SQL to inject into, because the query text and the data never met. Every value you take from a user goes through a placeholder. There is no exception to this rule, and there is no situation where string-concatenating SQL is the better choice.

Prepared statements and context

db.Prepare compiles a statement once so you can execute it many times with different arguments — worthwhile in a loop, where it saves the database re-parsing the same SQL every iteration. The returned *sql.Stmt needs closing, same as rows:

stmt, err := db.Prepare(`INSERT INTO books (title, author) VALUES (?, ?)`)
if err != nil {
	log.Fatal(err)
}
defer stmt.Close()

for _, b := range catalog {
	stmt.Exec(b.title, b.author)
}

Every method here has a Context sibling — QueryContext, QueryRowContext, ExecContext — and in a server you should use them, because they carry cancellation. When the request is cancelled or times out, the context is cancelled, and an in-flight query cancels with it instead of running to completion for a client that has already left:

ctx, cancel := context.WithCancel(context.Background())
cancel() // already cancelled, for illustration
err := db.QueryRowContext(ctx, `SELECT title FROM books WHERE id = ?`, 1).Scan(&title)

cancelled: err=context canceled
live:      title="Learning Go" err=<nil>

The cancelled context never reaches the database; the live one runs normally. In real code the context comes from the incoming *http.Request (r.Context()), so a client that disconnects automatically cancels the queries it triggered.

The pool has knobs

Because *sql.DB is a pool, it has limits worth setting explicitly rather than inheriting the defaults:

db.SetMaxOpenConns(10)              // hard ceiling on concurrent connections
db.SetMaxIdleConns(5)               // how many to keep warm
db.SetConnMaxLifetime(time.Hour)    // recycle connections older than this

SetMaxOpenConns is the important one in production: it’s the backpressure that stops a traffic spike from opening a thousand connections and toppling your database. Above that ceiling, callers wait for a connection to free up rather than piling on new ones. The default is unlimited, which is rarely what you want facing a real database server.

Transactions: all of it, or none of it

Some operations are only correct if they happen together. Move money between two accounts and you must debit one and credit the other; if the second write fails, the first must un-happen, or you have invented money. A transaction is the database’s guarantee for exactly this: a group of statements that commit as a unit or roll back as a unit, with nothing in between visible to anyone else.

You start one with db.Begin, which hands you a *sql.Tx. Every statement you run on that Tx — Exec, Query, QueryRow — happens inside the transaction, on one pinned connection, invisible to the rest of the world until you Commit. If anything goes wrong you Rollback, and the database discards the lot:

tx, err := db.Begin()
if err != nil {
	log.Fatal(err)
}
if _, err := tx.Exec(`INSERT INTO books (title) VALUES (?)`, "The Go Programming Language"); err != nil {
	tx.Rollback()
	log.Fatal(err)
}
if _, err := tx.Exec(`INSERT INTO books (title) VALUES (?)`, "Learning Go"); err != nil {
	tx.Rollback()
	log.Fatal(err)
}
if err := tx.Commit(); err != nil {
	log.Fatal(err)
}

after commit, rows = 2

Both inserts landed because Commit succeeded. Now the mirror image — the same two inserts, but we Rollback at the end instead of committing:

tx2, err := db.Begin()
if err != nil {
	log.Fatal(err)
}
tx2.Exec(`INSERT INTO books (title) VALUES (?)`, "Concurrency in Go")
tx2.Exec(`INSERT INTO books (title) VALUES (?)`, "Network Programming with Go")
// Read through the transaction itself — it sees its own uncommitted writes.
fmt.Println("inside tx, before rollback, rows =", countBooks(tx2))
tx2.Rollback()
fmt.Println("after rollback, rows =", countBooks(db))

inside tx, before rollback, rows = 4
after rollback, rows = 2

The row count inside the open transaction was 4 — the transaction can see its own uncommitted writes. But from outside, after the rollback, it’s back to 2: neither insert persisted. That is the whole promise of a transaction made concrete. (Note the reads: a query through tx2 sees the pending rows; a query through db uses a different pooled connection that can’t see them — so count through the handle whose view you actually want.)

The idiom you’ll see in real code puts the rollback on a defer:

tx, err := db.Begin()
if err != nil {
	return err
}
defer tx.Rollback() // safety net

if _, err := tx.Exec(...); err != nil {
	return err // defer rolls back on the way out
}
if err := tx.Commit(); err != nil {
	return err
}
return nil // defer still runs — but Rollback after Commit is a harmless no-op

This looks wrong the first time — you Commit, then a deferred Rollback fires anyway. It’s fine: rolling back an already-committed transaction returns sql.ErrTxDone and changes nothing. The payoff is that every early return between Begin and Commit — a failed Exec, a validation bail-out, a panic — is covered by that one deferred line. You cannot forget to roll back on an error path, because the defer catches them all.

One more form. In a server, begin with db.BeginTx(ctx, opts) so the transaction is tied to the request’s context — if the client disconnects, the in-flight transaction is cancelled and rolled back rather than holding a connection and locks for a caller who left. The options let you name an isolation level:

tx, err := db.BeginTx(ctx, &sql.TxOptions{Isolation: sql.LevelSerializable})

after BeginTx commit, rows = 3

Prefer BeginTx with r.Context() in any handler, for the same reason you prefer QueryContext: a cancelled request should take its database work down with it.

Final thoughts

database/sql is one interface over every SQL database, with the driver supplied separately and wired in through a blank import. Open once and share the pool; Ping to fail fast. Query many rows with Query/Next/Scan, always deferring Close and always checking rows.Err(); take the single-row shortcut with QueryRow, and treat its sql.ErrNoRows as an ordinary branch, not a failure. Reach for sql.NullString and its siblings the instant a column can be NULL. Pass every user value through a ? placeholder, without exception. Group writes that must succeed together into a transaction with Begin/Commit/Rollback, and reach for the defer tx.Rollback() safety net so no error path can leave one dangling. Use the Context methods so a cancelled request cancels its queries, and set the pool’s limits before something else sets them for you at the worst moment.
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Tests Are Table-Driven: Testing Without a Framework


Testing in Go is not a library you choose, a config you write, or an assertion DSL you learn. It ships in the toolchain: a testing package, a go test command, and one convention — a function named TestXxx(t *testing.T) in a file ending _test.go. That’s the entire apparatus. There is no expect(x).toBe(y), no assertEquals, no @Test annotation. You compare values with a plain if and report failure with a method on t. It feels sparse at first and then feels like a relief: every Go test suite anywhere works exactly this way.

Because there’s no assertion library to lean on, Go leans on structure instead, and the structure that has won is the table-driven test: describe your cases as data, then run the same check over every row.

The table

Here is the shape you’ll write more than any other. A slice of anonymous structs, each a named case with inputs and the expected output, iterated by one loop:

func TestDiscount(t *testing.T) {
	tests := []struct {
		name  string
		price float64
		pct   int
		want  float64
	}{
		{"no discount", 40, 0, 40},
		{"half off", 40, 50, 20},
		{"full off", 40, 100, 0},
		{"negative clamps to zero", 40, -10, 40},
		{"over 100 clamps to 100", 40, 150, 0},
	}
	for _, tt := range tests {
		t.Run(tt.name, func(t *testing.T) {
			if got := Discount(tt.price, tt.pct); got != tt.want {
				t.Errorf("Discount(%v, %d) = %v, want %v", tt.price, tt.pct, got, tt.want)
			}
		})
	}
}

Two design choices are doing the work here. The cases are data, so adding a case is adding a line, and the edge cases — the clamps at zero and a hundred — sit right next to the happy path where you can see the coverage at a glance. And each case runs inside t.Run(name, func...), a subtest, which gives the case its own name in the output and its own pass/fail line. Note t.Errorf rather than t.Fatalf: Errorf records the failure and lets the loop continue, so one broken case doesn’t hide the other four. Reserve Fatalf for when continuing is pointless, like a setup step that failed.

Comparing things that aren’t numbers

== works for numbers, strings, and bools, but not for slices or maps — the compiler rejects slice == slice outright. For those you need a real comparison. The modern answer for slices is slices.Equal:

func TestTags(t *testing.T) {
	tests := []struct {
		name string
		in   string
		want []string
	}{
		{"simple", "go,web,db", []string{"go", "web", "db"}},
		{"trims spaces", " go , web ", []string{"go", "web"}},
		{"drops blanks", "go,,web,", []string{"go", "web"}},
		{"empty", "", nil},
	}
	for _, tt := range tests {
		t.Run(tt.name, func(t *testing.T) {
			if got := Tags(tt.in); !slices.Equal(got, tt.want) {
				t.Errorf("Tags(%q) = %#v, want %#v", tt.in, got, tt.want)
			}
		})
	}
}

For anything deeper — a map, a struct of slices, nested data — reach for reflect.DeepEqual, which walks the whole structure recursively. It’s slower and untyped, but it compares what == and slices.Equal can’t.

One sharp edge lives right here, and it’s caught more than one test author off guard. reflect.DeepEqual treats a nil slice and an empty non-nil slice as different, while slices.Equal treats them as equal:

reflect.DeepEqual(nil, empty): false
slices.Equal(nil, empty):      true
reflect.DeepEqual(map, map):   true

That is why the "empty" case above wants nil and not []string{} — Tags("") returns a nil slice, and had we used reflect.DeepEqual with an empty-literal want, a perfectly correct function would fail its test. For slices, prefer slices.Equal, which asks the question you actually mean.

Helpers that point at the right line

When several tests share a check, factor it into a helper. But a naive helper reports failures at its own line, which is useless — you want the failing test’s line. t.Helper() fixes exactly that: it marks the function as a helper so the test runner skips it when reporting the failure location.

func assertJSON(t *testing.T, body io.Reader, want Book) {
	t.Helper()
	var got Book
	if err := json.NewDecoder(body).Decode(&got); err != nil {
		t.Fatalf("decode: %v", err)
	}
	if got != want {
		t.Errorf("body = %+v, want %+v", got, want)
	}
}

Call t.Helper() as the first line of any function that takes a *testing.T and makes assertions. Without it, every failure blames line inside assertJSON; with it, the failure blames the call site, where the interesting information is.

Testing an HTTP handler two ways

Servers are the reason most of us reach for tests, and the net/http/httptest package gives two ways to exercise a handler, at two different altitudes.

The fast path is httptest.NewRecorder, a fake ResponseWriter that captures what the handler writes. You call the handler directly, no network, no port:

func TestHandlerRecorder(t *testing.T) {
	req := httptest.NewRequest(http.MethodGet, "/book", nil)
	rec := httptest.NewRecorder()

	Handler().ServeHTTP(rec, req)

	if rec.Code != http.StatusOK {
		t.Errorf("status = %d, want %d", rec.Code, http.StatusOK)
	}
	assertJSON(t, rec.Body, Book{Title: "Learning Go", Author: "Bodner"})
}

The honest path is httptest.NewServer, which stands up a real HTTP server on a real port and hands you its URL. You make an actual http.Get, exercising the full stack — routing, the client, the wire:

func TestHandlerServer(t *testing.T) {
	srv := httptest.NewServer(Handler())
	t.Cleanup(srv.Close)

	resp, err := http.Get(srv.URL + "/book")
	if err != nil {
		t.Fatalf("GET: %v", err)
	}
	defer resp.Body.Close()

	assertJSON(t, resp.Body, Book{Title: "Learning Go", Author: "Bodner"})
}

Note t.Cleanup(srv.Close) instead of a defer. t.Cleanup registers teardown that runs when the test finishes, and unlike defer it survives being called from inside a helper and runs in the right order across nested subtests. Use the recorder for handler logic — it’s faster and needs no port — and the server when you want to prove the whole request actually travels end to end.

Running in parallel

Marking a test with t.Parallel() signals it can run alongside other parallel tests. The runner pauses it, gathers all the parallel tests in the package, and runs them concurrently:

func TestParallelA(t *testing.T) {
	t.Parallel()
	// ...
}
func TestParallelB(t *testing.T) {
	t.Parallel()
	// ...
}

It’s free speed for independent, I/O-bound tests, and it quietly enforces that your tests don’t secretly depend on each other or on shared mutable state. If two tests scribble on the same global, t.Parallel() will find out.

What it looks like when you run it

go test -v prints a line per test and per subtest. Here is the real, unedited output of the suite above:

=== RUN   TestDiscount
=== RUN   TestDiscount/no_discount
=== RUN   TestDiscount/half_off
--- PASS: TestDiscount (0.00s)
    --- PASS: TestDiscount/no_discount (0.00s)
    --- PASS: TestDiscount/half_off (0.00s)
=== RUN   TestHandlerRecorder
--- PASS: TestHandlerRecorder (0.00s)
=== RUN   TestHandlerServer
--- PASS: TestHandlerServer (0.00s)
=== RUN   TestParallelA
=== PAUSE TestParallelA
=== RUN   TestParallelB
=== PAUSE TestParallelB
=== CONT  TestParallelA
--- PASS: TestParallelA (0.00s)
=== CONT  TestParallelB
--- PASS: TestParallelB (0.00s)
PASS
ok  	example.com/shop	0.314s

Read the parallel tests’ trace: both hit PAUSE, then both CONT together once the sequential tests finished. Subtest names replace spaces with underscores, which is why t.Run names avoid punctuation. The final ok and package timing is what your CI checks; without -v you’d see only that summary line.

Running just the test you care about

You rarely run everything while debugging one case. The -run flag takes a regular expression matched against test names, and it reaches into subtests with a slash. To run only the half off case of TestDiscount:

$ go test -v -run 'TestDiscount/half'

=== RUN   TestDiscount
=== RUN   TestDiscount/half_off
--- PASS: TestDiscount (0.00s)
    --- PASS: TestDiscount/half_off (0.00s)
PASS
ok  	example.com/shop	0.409s

The parent test still starts — it has to, to reach its subtests — but only the matching subtest runs. This is the payoff of naming every case: each one is individually addressable. Drop the -v and the -run and you get the terse ok package time for the whole suite, which is what you commit to; scale that to go test ./... and the toolchain runs every test in the module, since tests live in the same package as the code they check rather than in a separate tree.

What a failure looks like

Because there are no assertions, a failure is just the message you wrote in t.Errorf. Suppose one table row claimed a wrong answer — that 40 at 50% off is 25:

=== RUN   TestDiscount/half_off
    shop_test.go:18: Discount(40, 50) = 20, want 25
--- FAIL: TestDiscount/half_off (0.00s)
--- FAIL: TestDiscount (0.00s)
FAIL
FAIL	example.com/shop	0.267s

The subtest name pins which case broke, the message shows got and want, and shop_test.go:18 is the exact line — that’s t.Helper() and the subtest earning their keep together. go test exits non-zero, so CI fails. Fix the expected value to 20 and it goes green:

ok  	example.com/shop	0.276s

That is the whole loop. Write cases as a table, compare with the right tool for the type, report with a message that tells you got and want, and let go test decide.

Final thoughts

Go’s testing is the toolchain, not a framework: a TestXxx(*testing.T) in a _test.go file, run by go test. The table-driven pattern turns cases into data and subtests via t.Run, so adding coverage is adding a row and every failure names itself. Compare composites with slices.Equal (and mind that it, unlike reflect.DeepEqual, calls nil and empty equal); factor shared checks into helpers marked with t.Helper() so failures point at the call site; tear down with t.Cleanup; and let independent tests run with t.Parallel(). Exercise handlers with a recorder for speed and a real httptest server for honesty. No assertion library, no annotations — just values, an if, and a message.
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Benchmarks That Keep You Honest, and a Fuzzer That Finds the Bug You Didn't


The last chapter established that go test runs your correctness tests. But the same tool, and the same _test.go files, do two more jobs that most languages farm out to separate frameworks: they measure how fast your code is, and they generate hostile inputs to break it. Benchmarks tell you whether a change made things faster or slower, in numbers instead of hunches. Fuzzing throws thousands of random inputs at a function and keeps the ones that make it misbehave. Both are built into the toolchain, both live beside your tests, and both are the kind of thing you reach for far less often than you should.

Benchmarks measure, so you don’t have to guess

A benchmark is a function named BenchmarkXxx taking a *testing.B, in a _test.go file. The catch that makes benchmarks work is that you don’t pick how many times the code runs — the framework does, ramping the iteration count up until it has a stable measurement over a fixed slice of wall-clock time. Your job is to put the code under test inside the loop and let the runner decide the rest.

There are two ways to write that loop. The classic one, which you’ll see in every older codebase, ranges over b.N:

func BenchmarkConcat(b *testing.B) {
	b.ReportAllocs()
	for range b.N {
		sink = Concat(words)
	}
}

The modern one, added in Go 1.24 and present on 1.26.5, is b.Loop():

func BenchmarkBuild(b *testing.B) {
	b.ReportAllocs()
	for b.Loop() {
		sink = Build(words)
	}
}

Prefer b.Loop() in new code. It reads more clearly, it runs the body a framework-chosen number of times just like b.N did, and it fixes a subtle old footgun: the compiler is not allowed to optimize away the work inside a b.Loop() body, and the loop’s setup runs exactly once. With the b.N form you had to defend against the optimizer yourself, which is why you’ll see that sink package-level variable — assigning the result somewhere visible stops the compiler from deciding the whole call is dead code and deleting it. The b.ReportAllocs() call asks for memory numbers alongside the timing.

The two functions being measured build the same string a hundred "book"s long, one by repeated += concatenation and one with a strings.Builder:

func Concat(words []string) string {
	s := ""
	for _, w := range words {
		s += w
	}
	return s
}

func Build(words []string) string {
	var b strings.Builder
	for _, w := range words {
		b.WriteString(w)
	}
	return b.String()
}

Run them with -bench (a regex of which benchmarks to run; . means all) and -benchmem (the memory columns):

$ go test -bench=. -benchmem
goos: darwin
goarch: amd64
cpu: Intel(R) Core(TM) i9-9980HK CPU @ 2.40GHz
BenchmarkConcat-16        189102     6719 ns/op   21080 B/op   99 allocs/op
BenchmarkBuild-16        1834124      655.2 ns/op   1016 B/op    7 allocs/op

Read the columns left to right. The -16 is GOMAXPROCS, the number of CPUs the benchmark could use. The first number (189102, 1834124) is how many iterations the runner settled on — bigger means faster, since it fit more in the same time budget. Then the three that matter: ns/op is nanoseconds per call, B/op is bytes allocated per call, and allocs/op is the number of separate allocations per call.

The numbers tell a story. Concat allocates 21080 bytes across 99 allocations for a hundred words; Build allocates 1016 bytes across 7. That’s about a twentieth of the bytes (21080 → 1016) and a fourteenth of the allocations (99 → 7) — worth keeping straight, since the bytes ratio and the allocation ratio aren’t the same number. The timing moved the same direction, roughly an order of magnitude (the exact ns/op shifts run to run, so don’t hang a decision on the last digit), and the reason is baked into how strings work here: a Go string is immutable, so s += w can’t grow the existing string, it must allocate a whole new one and copy the old contents in — once per word, each copy longer than the last. strings.Builder keeps a growable byte buffer and appends into it, reallocating only when it runs out of room. This is the value of a benchmark: “concatenation in a loop is slow” is folklore until a number turns it into a decision. Run the benchmark before and after a change and you know which way it moved, instead of hoping.

Fuzzing finds inputs you’d never think to write

A table-driven test checks the cases you thought of. The bugs that reach production are, almost by definition, the cases you didn’t. Fuzzing closes that gap: you write a function that should hold for any input, and the fuzzer generates inputs — mutating your seeds, chasing new code paths — until it finds one that breaks the property, then shrinks it to something small and saves it.

A fuzz target is a function named FuzzXxx taking a *testing.F. You seed the corpus with f.Add, then call f.Fuzz with a function whose arguments after *testing.T are what gets fuzzed. Here’s one pointed at a naive string reverse — the kind of code that looks obviously correct:

func Reverse(s string) string {
	b := []byte(s)
	for i, j := 0, len(b)-1; i < j; i, j = i+1, j-1 {
		b[i], b[j] = b[j], b[i]
	}
	return string(b)
}

The property we assert is modest: reversing valid UTF-8 should still produce valid UTF-8.

func FuzzReverse(f *testing.F) {
	f.Add("hello")
	f.Add("The Bookshop")
	f.Fuzz(func(t *testing.T, s string) {
		if !utf8.ValidString(s) {
			return // only reason about valid input
		}
		rev := Reverse(s)
		if !utf8.ValidString(rev) {
			t.Errorf("Reverse produced invalid UTF-8 from valid input %q", s)
		}
	})
}

Fuzzing runs indefinitely, so you cap it. -fuzz takes a regex of which target to run, and -fuzztime bounds it:

$ go test -fuzz=FuzzReverse -fuzztime=10s
fuzz: elapsed: 0s, gathering baseline coverage: 2/2 completed, now fuzzing with 16 workers
fuzz: minimizing 38-byte failing input file
--- FAIL: FuzzReverse (0.04s)
    reverse_test.go:17: Reverse produced invalid UTF-8 from valid input "Ӻ"

    Failing input written to testdata/fuzz/FuzzReverse/550897f13842d703
    To re-run:
    go test -run=FuzzReverse/550897f13842d703
FAIL

It failed in four hundredths of a second. The bug: Reverse swaps bytes, and any rune outside ASCII is more than one byte. The character Ӻ is two bytes; reverse them and you get a byte sequence that isn’t valid UTF-8 at all. The fuzzer found a two-byte rune, shrank a 38-byte failing input down to that single character, and told you exactly which input to blame. The fix is to reverse runes, not bytes — but the point of this chapter is the tool that caught it.

Notice the last two lines. The failing input was written to testdata/fuzz/FuzzReverse/550897f13842d703, and that file is now a permanent regression test:

$ cat testdata/fuzz/FuzzReverse/550897f13842d703
go test fuzz v1
string("Ӻ")

From now on, a plain go test — no -fuzz flag — replays every file in testdata/fuzz/ as an ordinary test case. So the fuzzer discovers the bug once, and the corpus file makes sure it can never come back silently. Check that file into version control alongside the code it broke.

Coverage is a number, not a goal

The third measurement is which lines your tests actually ran. Add -cover:

$ go test -cover
ok  	example.com/textutil	coverage: 66.7% of statements

For detail, write a profile and render it per-function:

$ go test -coverprofile=cover.out
$ go tool cover -func=cover.out
price.go:6:  Format  66.7%
total:               (statements)  66.7%

The tested function formats a price and has two branches, one for negative amounts; the test only exercised the positive branch, so a third of its statements never ran, hence 66.7%. go tool cover -html=cover.out opens the same data in a browser with the covered lines in green and the missed ones in red, which is the fastest way to see the gap.

Here’s the discipline to attach to that number: coverage tells you what your tests didn’t touch, and that’s genuinely useful — the red lines are where bugs hide unseen, exactly like the untested negative branch above. But high coverage does not mean correct. A test can execute a line and assert nothing meaningful about it, and 100% coverage of code with the wrong logic is 100% coverage of a wrong program. Chase coverage to find the holes, not to hit a percentage. A number you optimize for stops measuring what you wanted the moment it becomes the target.

Final thoughts

The one go test command measures three things beyond correctness, all from files sitting next to your code. Benchmarks (BenchmarkXxx, the modern for b.Loop(), -bench and -benchmem) turn “is this faster” into a real ns/op/B/op/allocs/op line you can compare across changes — and they’ll teach you things, like strings.Builder beating += by roughly an order of magnitude in time while cutting the allocations from 99 to 7 and the bytes to a twentieth. Fuzzing (FuzzXxx, f.Add, f.Fuzz) generates the hostile inputs you’d never write by hand, finds the one that breaks your property in a fraction of a second, and saves it to testdata/fuzz/ as a regression test that runs forever after. And coverage (-cover, -coverprofile) shows you what went untested — a map of where to look, not a score to win. Next we turn to generating HTML: the html/template package, and the contextual auto-escaping that shuts the door on cross-site scripting before you’ve thought to worry about it.
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html/template: The Package That Escapes So You Don't Get Owned


Sooner or later a Go program has to emit HTML: a server-rendered page, an email body, a fragment for an admin panel. You could build it with fmt.Sprintf and string concatenation, and you would be writing a security hole. The moment a user-supplied value lands in that string unescaped (a name, a comment, a search term), an attacker can close your tag and open a <script>, and now their JavaScript runs in your users’ browsers. That’s cross-site scripting, XSS, and it has topped the web-vulnerability lists for two decades. The standard library’s answer is html/template, and its headline feature is that it defends against XSS by default, in a way you cannot easily turn off by accident. This chapter builds real templates with it and then proves the escaping.

The shape: parse once, execute many

A template is text with {{...}} actions — placeholders and small directives — that you fill in with data. The workflow is two steps: parse the template source into a *template.Template, then execute it against some data, writing the result to an io.Writer. Parsing is the expensive part, so you do it once at startup; executing is cheap and happens per request.

t := template.Must(template.New("book").Parse(`<h1>{{.Title}}</h1>`))
t.Execute(os.Stdout, Book{Title: "Learning Go"})

template.New(name) creates an empty named template; .Parse(src) compiles the source into it. template.Must is a tiny helper that wraps that pair and panics if parsing failed. That’s right for templates defined at startup from string literals, where a parse error is a programmer bug you want to hear about immediately, not an error to thread through. Inside the braces, . is “the data you passed to Execute,” and .Title reaches a field on it. Execute takes any io.Writer, so the same call writes to os.Stdout, a file, a bytes.Buffer, or (the case you care about) an http.ResponseWriter.

Structs, conditionals, and ranging

Real data is a struct, and templates read it with dotted field access, branch with {{if}}, and loop with {{range}}. Here’s a small page for a book:

const tmpl = `<h1>{{.Title}}</h1>
<p>by {{.Author}}</p>
{{if .Tags}}<ul>{{range .Tags}}<li>{{.}}</li>{{end}}</ul>{{else}}<p>untagged</p>{{end}}`

t := template.Must(template.New("book").Parse(tmpl))
book := Book{
	Title:  `Go <b>&</b> You`,
	Author: "Ada",
	Tags:   []string{"go", "web & <fun>"},
}
t.Execute(os.Stdout, book)

<h1>Go &lt;b&gt;&amp;&lt;/b&gt; You</h1>
<p>by Ada</p>
<ul><li>go</li><li>web &amp; &lt;fun&gt;</li></ul>

Read the actions. {{.Title}} and {{.Author}} pull struct fields. {{if .Tags}}...{{else}}...{{end}} branches on whether the slice is non-empty. {{range .Tags}}...{{end}} loops, and inside the range . rebinds to the current element, so {{.}} is each tag in turn. Every action closes with {{end}}.

Now look at what happened to the data. The title held <b>&</b>, live HTML markup — and it came out as &lt;b&gt;&amp;&lt;/b&gt;, inert text a browser renders as the literal characters <b>&</b> rather than turning bold. The tag web & <fun> was escaped the same way. You didn’t ask for that. You didn’t call an escape function. html/template escaped every interpolated value on the way out because that is what it does, always.

The headline: contextual auto-escaping

This is the feature that justifies the package, so let’s attack it. Take the nastiest ordinary XSS payload — a script tag — and drop it into four different places in one template: element text, an attribute value, a URL, and inside a <script> block.

evil := `<script>alert('xss')</script>`
page := template.Must(template.New("page").Parse(
	`text:  {{.}}` + "\n" +
		`attr:  <a title="{{.}}">x</a>` + "\n" +
		`url:   <a href="/search?q={{.}}">x</a>` + "\n" +
		`js:    <script>var v = {{.}};</script>`))
page.Execute(os.Stdout, evil)

text:  &lt;script&gt;alert(&#39;xss&#39;)&lt;/script&gt;
attr:  <a title="&lt;script&gt;alert(&#39;xss&#39;)&lt;/script&gt;">x</a>
url:   <a href="/search?q=%3cscript%3ealert%28%27xss%27%29%3c%2fscript%3e">x</a>
js:    <script>var v = "\u003cscript\u003ealert('xss')\u003c/script\u003e";</script>

Look closely, because each line is escaped differently, and that is the whole point. In element text, the angle brackets became &lt;/&gt; — HTML entity escaping. In the attribute, the same, plus the single quote became &#39; so it can’t break out of the title="...". In the URL it’s percent-encoding (%3c, %27) because that’s what neutralizes a value inside a query string. And inside the <script>, it became a properly quoted JavaScript string literal with the brackets rendered as </> unicode escapes, so the payload is data the script assigns to a variable — and critically, that escaped </script> can’t prematurely close the script tag, which is the classic break-out. It’s data, not code.

This is contextual auto-escaping. html/template parses the HTML as it goes, tracks what context each {{.}} sits in (element, attribute, URL, JS, CSS), and applies the escaping correct for that context. A naive “escape the angle brackets” would have left the URL and the JS exploitable; the standard library knows the difference. You get all of it for free, and there is no configuration to get wrong.

One operational note before we compose. Execute writes as it renders, so if it fails partway (a bad field reference, a template calling a method that errors) it may already have written half a page to the writer, and in a handler that means a half-formed response with a 200 status you can no longer take back. The habit that avoids it: render into a bytes.Buffer first, check the error, and only copy the buffer to the http.ResponseWriter once you know the whole page rendered cleanly. It costs one allocation and buys you an honest error path.

Composition: define, template, block

Pages share chrome — a header, a footer, a layout — and you don’t want to repeat it. html/template composes with three related actions. {{define "name"}}...{{end}} declares a named template. {{template "name" .}} invokes one, passing it data. And {{block "name" .}}default{{end}} is shorthand for “define this named template with a default body, and invoke it right here” — a hole in a layout that a caller can fill.

The pattern is a base layout with a block, plus an override parsed into the same template set:

base := template.Must(template.New("layout").Parse(
	`<html><body>{{block "content" .}}<p>default</p>{{end}}</body></html>`))
// A second Parse into the same set redefines "content", overriding the default.
template.Must(base.Parse(`{{define "content"}}<main>{{.Title}}</main>{{end}}`))
base.ExecuteTemplate(os.Stdout, "layout", book)

<html><body><main>Go &lt;b&gt;&amp;&lt;/b&gt; You</main></body></html>

The layout defined a content block with a placeholder body; the second Parse redefined content and won. ExecuteTemplate runs a named template from the set rather than the default one. This is how you build one skeleton and pour different pages into it — and note the escaping still fired inside the overridden block: composition doesn’t create a hole in the defense.

For templates that live in files rather than string literals, ParseFiles and ParseGlob read them from disk, and ParseFS reads them straight out of an embedded filesystem — pair it with //go:embed from the last chapter and your compiled binary carries its own templates, nothing to deploy alongside it:

//go:embed pages/*.tmpl
var files embed.FS

t := template.Must(template.ParseFS(files, "pages/*.tmpl"))

<h1>Learning Go</h1><p>by Bodner</p>

Verified: the template rendered from the embedded bytes, no pages/ directory needed at runtime.

The trap: text/template does not escape

Here is the sharpest edge in the whole package, and it is one import line. The standard library ships two template packages with a nearly identical API: text/template and html/template. They share syntax, New/Parse/Execute, define/range/if — everything above compiles against either. But only html/template escapes. text/template is for generating plain text — config files, code, emails-as-text — and it interpolates values verbatim. Feed it the same payload:

tt := texttemplate.Must(texttemplate.New("danger").Parse(`text:  {{.}}`))
tt.Execute(os.Stdout, `<script>alert('xss')</script>`)

text:  <script>alert('xss')</script>

The <script> came out live and intact. Rendered into a browser, that runs. Same template text, same data, same method calls as the html/template version — and the difference between a safe page and an XSS hole is which package the import at the top of the file named. So the rule is flat: for anything a browser will render, use html/template. Never build HTML with text/template, never build it with Sprintf, and be suspicious of any template.HTML-typed value, the escape hatch that tells the package “trust me, this is safe HTML” — because the instant you use it on data you didn’t fully control, you’ve re-opened the door the package exists to keep shut.

Final thoughts

html/template generates HTML the way you actually want it generated: parse a template once with New/Parse (or ParseFS to pull it out of an embedded filesystem), execute it against a struct to any io.Writer, and reach for {{.Field}}, {{if}}, {{range}}, and the define/template/block trio to build and compose real pages. But the reason it exists is the escaping: it is contextual and automatic, turning a <script> payload into harmless text — entity-encoded in markup, percent-encoded in a URL, string-literal-escaped in JavaScript — with nothing for you to remember and nothing to switch off by mistake. Its evil twin text/template shares the entire API and escapes nothing, which makes the choice of import the single most security-relevant line in a Go web handler. Pick html/template for HTML, every time.
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A Books API in One File: The Standard Library, Assembled


Everything in this track so far has been a piece: routing, JSON, middleware, mutexes, testing. This last chapter puts them in one place and runs the result. We’ll build a small JSON REST service for a collection of books — list, create, fetch, delete — backed by an in-memory store, wrapped in logging and panic-recovery middleware, serving a static page from an embedded file, and covered by tests you can actually run. No web framework, no router library, no ORM. Just the standard library, which is enough.

The store, and why it needs a lock

The data lives in a map, and an HTTP server handles requests concurrently — each connection gets its own goroutine. That’s the exact setup the concurrency series warned about: multiple goroutines reaching for the same map, at least one of them writing. A map is not safe for concurrent use, and Go’s race detector will say so. So the store carries a lock.

We reach for a sync.RWMutex rather than a plain Mutex because reads dominate: listing and fetching books happen far more than creating or deleting them, and an RWMutex lets any number of readers hold it at once while a writer takes it alone.

type Store struct {
	mu     sync.RWMutex
	books  map[int]Book
	nextID int
}

func (s *Store) List() []Book {
	s.mu.RLock()
	defer s.mu.RUnlock()
	out := make([]Book, 0, len(s.books))
	for _, b := range s.books {
		out = append(out, b)
	}
	return out
}

func (s *Store) Add(b Book) Book {
	s.mu.Lock()
	defer s.mu.Unlock()
	b.ID = s.nextID
	s.nextID++
	s.books[b.ID] = b
	return b
}

RLock/RUnlock for the reads (List, Get), the exclusive Lock/Unlock for the writes (Add, Delete). Each method takes the lock, defers the unlock, and touches the map only inside — the discipline that keeps the data race-free. Add also owns ID assignment, which is why it holds the write lock: incrementing nextID and inserting must be one indivisible step.

Routing on the standard-library mux

Since Go 1.22 the built-in http.ServeMux understands methods and path wildcards, which is all this API needs. Each route names an HTTP method and a pattern; {id} captures a path segment you read back with r.PathValue.

func NewServer(s *Store) http.Handler {
	mux := http.NewServeMux()
	mux.Handle("GET /{$}", http.FileServerFS(static))
	mux.HandleFunc("GET /books", s.handleList)
	mux.HandleFunc("POST /books", s.handleCreate)
	mux.HandleFunc("GET /books/{id}", s.handleGet)
	mux.HandleFunc("DELETE /books/{id}", s.handleDelete)
	return requestID(logging(recoverMW(mux)))
}

GET /books and POST /books are distinct routes to distinct handlers, so the method dispatch you’d have written by hand is gone. A request that matches the path but not the method — a PUT /books — gets an automatic 405 Method Not Allowed from the mux, for free. NewServer returns an http.Handler rather than starting anything, which is what makes the whole thing testable: the tests construct exactly this handler and drive it in memory.

Handlers: JSON in, JSON out, honest status codes

A handler’s job is to translate between HTTP and the store, and to pick the right status code. A tiny helper keeps the JSON-writing consistent:

func writeJSON(w http.ResponseWriter, status int, v any) {
	w.Header().Set("Content-Type", "application/json")
	w.WriteHeader(status)
	_ = json.NewEncoder(w).Encode(v)
}

The order matters and bites people: set headers first, call WriteHeader with the status second, write the body last. Once any bytes are written the status is locked in, so a WriteHeader after the body has no effect. Create decodes the request body, validates it, and reports 201 Created on success or 400 Bad Request on malformed input:

func (s *Store) handleCreate(w http.ResponseWriter, r *http.Request) {
	var b Book
	if err := json.NewDecoder(r.Body).Decode(&b); err != nil {
		writeJSON(w, http.StatusBadRequest, map[string]string{"error": "invalid JSON"})
		return
	}
	if b.Title == "" {
		writeJSON(w, http.StatusBadRequest, map[string]string{"error": "title is required"})
		return
	}
	writeJSON(w, http.StatusCreated, s.Add(b))
}

Fetch parses the {id} wildcard, returns 400 if it isn’t an integer, 404 if there’s no such book, and 200 with the record otherwise:

func (s *Store) handleGet(w http.ResponseWriter, r *http.Request) {
	id, err := strconv.Atoi(r.PathValue("id"))
	if err != nil {
		writeJSON(w, http.StatusBadRequest, map[string]string{"error": "id must be an integer"})
		return
	}
	b, ok := s.Get(id)
	if !ok {
		writeJSON(w, http.StatusNotFound, map[string]string{"error": "no such book"})
		return
	}
	writeJSON(w, http.StatusOK, b)
}

Delete returns 204 No Content — success, nothing to say — with an empty body, or 404 if the id was never there. Picking status codes deliberately is what separates an API from a pile of handlers that always answer 200.

Middleware: logging, recovery, and a request-scoped id

Middleware is a function that wraps an http.Handler and returns another http.Handler, so you can stack cross-cutting concerns without touching a single handler. This service stacks three. The outermost stamps every request with an id and puts it in the request’s context:

type ctxKey int

const requestIDKey ctxKey = 0

func requestID(next http.Handler) http.Handler {
	return http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
		id := counter.Add(1)
		ctx := context.WithValue(r.Context(), requestIDKey, id)
		next.ServeHTTP(w, r.WithContext(ctx))
	})
}

Two details are load-bearing. The key type ctxKey is unexported, so no other package can collide with our context key even by accident — this is the standard way to use context.WithValue, never a bare string. And r.WithContext(ctx) produces a shallow copy of the request carrying the new context, because a request’s context is request-scoped by design: it lives and dies with that one request, and it’s how a value set at the edge reaches a handler deep inside without a global.

The logging middleware reads that id back out and records the outcome. To log the status it wraps the ResponseWriter in a small recorder, since the plain interface won’t tell you what code a handler wrote:

func logging(next http.Handler) http.Handler {
	return http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
		start := time.Now()
		sr := &statusRecorder{ResponseWriter: w, status: http.StatusOK}
		next.ServeHTTP(sr, r)
		id, _ := r.Context().Value(requestIDKey).(int64)
		log.Printf("#%d %s %s -> %d (%s)", id, r.Method, r.URL.Path, sr.status, time.Since(start))
	})
}

The innermost wrapper is panic recovery, and it’s the one that earns its keep in production. A panic in a handler goroutine, left alone, kills that goroutine and drops the connection with no response. recover inside a deferred function turns it into a clean 500 instead:

func recoverMW(next http.Handler) http.Handler {
	return http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
		defer func() {
			if err := recover(); err != nil {
				log.Printf("panic: %v", err)
				writeJSON(w, http.StatusInternalServerError, map[string]string{"error": "internal error"})
			}
		}()
		next.ServeHTTP(w, r)
	})
}

Verified against a handler that panics on purpose: the request comes back 500, the panic is logged, and the server keeps serving. One bad handler no longer takes the process down with it.

go:embed bakes the static page into the binary

The //go:embed directive folds files into the compiled binary at build time, so the single executable you ship carries its own assets — no separate static/ directory to deploy alongside it, nothing to lose in transit. Point it at a file (or a whole tree) and bind the result to a variable:

import "embed"

//go:embed index.html
var static embed.FS

The embed.FS is a read-only filesystem, which http.FileServerFS serves directly — that’s the GET /{$} route above, where {$} matches only the exact root path / and not everything under it. Build the binary, run it anywhere, and the homepage is inside it.

Tests you run, not tests you trust on faith

The reason NewServer returns a handler is this: net/http/httptest can drive that handler entirely in memory, no network, no ports. httptest.NewRequest builds a request, httptest.NewRecorder captures the response, and the table lists a case per route and outcome:

func TestBooksAPI(t *testing.T) {
	store := NewStore()
	store.Add(Book{Title: "Existing", Author: "Someone"}) // id 1
	srv := NewServer(store)

	tests := []struct {
		name       string
		method     string
		path       string
		body       string
		wantStatus int
		wantBody   string
	}{
		{"list ok", "GET", "/books", "", http.StatusOK, `"Existing"`},
		{"get existing", "GET", "/books/1", "", http.StatusOK, `"id":1`},
		{"get missing", "GET", "/books/999", "", http.StatusNotFound, "no such book"},
		{"get bad id", "GET", "/books/abc", "", http.StatusBadRequest, "must be an integer"},
		{"create ok", "POST", "/books", `{"title":"Dune","author":"Herbert"}`, http.StatusCreated, `"id":2`},
		{"create no title", "POST", "/books", `{"author":"Nobody"}`, http.StatusBadRequest, "title is required"},
		{"create bad json", "POST", "/books", `{oops`, http.StatusBadRequest, "invalid JSON"},
		{"delete ok", "DELETE", "/books/1", "", http.StatusNoContent, ""},
		{"delete missing", "DELETE", "/books/1", "", http.StatusNotFound, "no such book"},
	}

	for _, tc := range tests {
		t.Run(tc.name, func(t *testing.T) {
			req := httptest.NewRequest(tc.method, tc.path, strings.NewReader(tc.body))
			rec := httptest.NewRecorder()
			srv.ServeHTTP(rec, req)
			if rec.Code != tc.wantStatus {
				t.Errorf("status = %d, want %d", rec.Code, tc.wantStatus)
			}
			if tc.wantBody != "" && !strings.Contains(rec.Body.String(), tc.wantBody) {
				t.Errorf("body = %q, want it to contain %q", rec.Body.String(), tc.wantBody)
			}
		})
	}
}

Run it:

$ go test
ok  	example.com/bookshop	0.293s

All nine cases pass, each as its own named subtest, covering the happy paths and the failure modes side by side. That’s the whole point of the table: one delete succeeds with 204, the next delete of the same id returns 404, and both are asserted in the same run.

Running it for real

Tests exercise the handler in memory; the binary is the real thing. Build it, start it, and talk to it:

$ go build -o books . && ./books
2026/07/31 16:25:36 listening on :8080

A create and the fetch that follows, over real HTTP:

$ curl -i -X POST localhost:8080/books -d '{"title":"Dune","author":"Frank Herbert"}'
HTTP/1.1 201 Created
Content-Type: application/json
Content-Length: 49

{"id":2,"title":"Dune","author":"Frank Herbert"}

$ curl -s localhost:8080/books/2
{"id":2,"title":"Dune","author":"Frank Herbert"}

And on the server side, the logging middleware printing the request id, method, path, status, and duration for each:

#3 POST /books -> 201 (72.083µs)
#4 GET /books/2 -> 200 (11.235µs)
#5 DELETE /books/1 -> 204 (4.911µs)
#6 GET /books/999 -> 404 (56.782µs)

A working JSON API — routed, locked, logged, recovering from panics, serving an embedded page, and tested — in one file and one binary, on nothing but the standard library.

Final thoughts

Look back at what did the work here, because none of it was a dependency. Routing was http.ServeMux, method-aware since 1.22. The store was a map and a sync.RWMutex, the same lock the concurrency series taught. JSON was encoding/json, one decoder in and one encoder out. Middleware was just functions wrapping http.Handler, and the request id rode through on context. The static page was //go:embed, folded into the binary. And the tests were net/http/httptest, driving the real handler in memory. That’s the through-line of this whole series: Go’s standard library is broad and coherent enough to build real things without reaching for a framework first, and knowing it well is most of what “knowing Go” means.

There’s a next layer, though — the one between works on my machine and runs in production — and it’s a series of its own. Go in Production picks up exactly where this binary stops: structured logging with slog in place of log.Printf, pulling configuration out of the code, shutting the server down gracefully so in-flight requests finish instead of dropping, profiling with pprof when something is slow or leaking, building and deploying the binary, and wiring up the observability that tells you what it’s doing once real traffic arrives. The service you built here is the thing that series will harden. You’ve got the language and its library now; that’s the foundation the rest stands on.






Versions and Verification


These are the versions the examples in this book were run against, not a claim
about what is current. A pinned baseline is what makes a printed result
reproducible; software released after this edition may behave differently.

What each chapter was run against


	Chapter	Run against


	Chapters 1–6, 8, 12–14	Go 1.26.5.

	Chapter 9	Go 1.26.5, and the exit codes shown are the ones actually observed.

	Chapter 11	Go 1.26.5, with go test -v; the output is real.
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